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Smartphones

Microphone 
Camera 
Emails 
SMS 

Pictures, Videos, …

Our 2nd Factor!~3 billion users



Summer 2017: A Tale of a Sudden Reboot

• Oops. The phone just rebooted.  
• Down the rabbit hole… 
• Second panic 
• Blocked from analyzing my own 

device



The Problem

• Phones are limited in what you can 
see 
• Due to “privacy” we are not 

allowed to check if the device is … 
private. 
• We have local admin on our PCs 

and Macs - shouldn’t we have 
similar access on our phones?



How bad is it? Android May 2021

https://arstechnica.com/gadgets/2021/05/hackers-have-
been-exploiting-4-critical-android-vulnerabilities/

https://source.android.com/security/bulletin/2021-05-01

https://arstechnica.com/gadgets/2021/05/hackers-have-been-exploiting-4-critical-android-vulnerabilities/
https://arstechnica.com/gadgets/2021/05/hackers-have-been-exploiting-4-critical-android-vulnerabilities/
https://source.android.com/security/bulletin/2021-05-01


How bad is it? Android Jan 2021

https://source.android.com/security/bulletin/2021-01-01

https://source.android.com/security/bulletin/2021-01-01


How bad is it? Android Jan 2021

https://source.android.com/security/bulletin/2021-01-01

https://source.android.com/security/bulletin/2021-01-01


How bad is it? 
iOS 12.1.4

https://support.apple.com/en-us/HT209520 

• Didn’t mention that 
these vulnerabilities 
were exploited  
in the wild…

https://support.apple.com/en-us/HT209520


How bad is it? 
iOS 14.2

https://support.apple.com/en-us/HT211929

• No report ? 
• No IOC

https://support.apple.com/en-us/HT211929


How bad is it? 
iOS 14.4

https://support.apple.com/en-us/HT212146

• No report 
• No IOC

https://support.apple.com/en-us/HT212146


How bad is it? 
iOS 14.5

https://support.apple.com/en-us/HT212317

• No report 
• No IOC

https://support.apple.com/en-us/HT212317


How bad is it? 
iOS 14.5.1

https://support.apple.com/en-us/HT212336

• No report 
• No IOC

https://support.apple.com/en-us/HT212336


How bad is it? Remember Solarwinds Hack?

• Attackers used a system path.  
• On smartphones, we cannot (legitimately) access system paths.



How bad is it? In-ability to extract payloads

IOC: “/tmp/68753A44-4D6F-1226-9C60-0050E4C00067” 
This folder is blocked due to sandbox restrictions.



How bad is it? In-ability to extract payloads

• Some of NSO’s IOCs: 
• /private/var/db/com.apple.xpc.roleaccountd.staging/rs 
• /private/var/tmp/uevkjdwxijvah/c 

• These folders are blocked due to sandbox restrictions 



Food for thought

• Missing / “confusing” mentioning. Why? 
• Security Updates for Unsupported Devices == 

used in the wild? 
• Why are we still blocked from extracting 

payloads / analyzing memory? 
• Where are the IOCs?



Disadvantages of using LPE

• Problematic to share / disclose = keeping a potential weakness 
• Unstable 
• Porting 
• Can be patched / new mitigation can prevent access for a while 
• Race against attackers: time bomb is activated as soon as the 

discovery begins 
• Using at scale 
• It’s unreasonable to request every SOC/analyst to have LPE 0days



Time bomb

Source: Pegasus / NSO Product Guide leak



BUT BUT BUT: Common Myths Dissected



The “Walled Garden” has an Open Gate

• Walled garden is not really applicable to attackers. 
• Attackers leverage 0 clicks or 1 clicks to infect targets. 
• Let’s see what NSO has to say about the “Walled Garden”



Attackers like NSO leverage 0 clicks or 1 clicks to infect targets, 
not the app-store.

Myth: “Walled Garden”



Security Research Devices (SRD)

• Common myth: SRD helps analysis. In 
reality: it can only help to find 
vulnerabilities 
• It does NOT help to analyze/extract 

payloads from production devices 
• SRD? => Checkm8



Root access On 
macOS = Okay 
iOS = Not okay. 

Why?

From EPIC Games vs. Apple Trial (2021)

User should not be allowed to run elevated code?
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From EPIC Games vs. Apple Trial (2021)

Root access On 
macOS = Okay 
iOS = Not okay. 

Why?

User should not be allowed to run elevated code?



User is not allowed to run elevated code

Tunnel Traffic (VPN) Profiles Root Certificate

Wipe Device 
(MDM)

Root access 
(macOS)

Validate Own 
Device



What is #FreeTheSandbox?

• A non-profit initiative to promote open-
sandbox policy for device-owners. 

• Local admin user w/ flexible sandbox policy 
enables independent attestation, payloads 
extraction to prevent further misuse, and 
even innovation!



#FreeTheSandbox Security Goals

Creation of an administrator / root level user 
RO Access to entire filesystem for persistent 
attacks 
RO Access to memory for non-persistent 
attacks



#FreeTheSandbox Global Goals

Enable additional innovation using these 
amazing devices. 

E.g. VMWare, various types of authentication, 
etc.



What Can We Do?

Convince vendors opening the sandbox is net positive 
• Safer platform — More attacks will get discovered 
• $$$$ — Win more CYOD contracts 
• Innovation



What Can We Do? Policy-Makers

Mobile are becoming a significant risk.  
It’s time to adapt the law.



Thank You
Get in-touch

@ihackbanmezuk.av@zecops.com


