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To be discussed...

● IoT Has a Transformational Impact across Vertical Sectors
● Internet of Radio Vulnerabilities
● CIA Triad for IoT Security
● IoT Threat Map
● Cyber Electronic Warfare
● Emerging tools of Cyber Reconnaissance
● Internet of Military Things (IoMT)
● Autonomous Weapon Systems
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Where CCTV cameras identify & stop excessive 
force before it turns deadly 3



Where wearable sensors alert patients to 
emergencies before they happen 

Credit: https://www.medicaldevice-network.com/
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Where drones are used to support 
first responders

Image Source: Faradair.com
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Credit: Srinivas Bhattiprolu, Nokia Software
Trends and Best Practices in IoT Security (RSAC2019)

IoT Has a Transformational Impact across Vertical Sectors
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The IoT Environment
   Diverse Types of Devices

   Proprietary IoT Protocols

   Unmanaged and Invisible

Image Credit: Ibrar Yaqoob, Ejaz Ahmed, DOI:10.1016/j.comnet.2017.09.003
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Scanning the Internet for IoT Devices
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CIA Triad for Security
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IoT Security Threat Map

Source: http://www.beechamresearch.com/download.aspx?id=43
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@DARPA

DoD Fuel Depot Battlefield Situational Awareness

● IoT Uses and Potential Benefits
● Threats and Vulnerabilities
● Recommendations
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What Is RF?
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3 KHz

1 GHz 3 GHz

4 GHz

5 GHz

2 GHz

AM Radio

      2.4 GHz band

Used by more than 300 consumer devices,  including microwave ovens, 
cordless phones and wireless networks (WiFi and Bluetooth)

Broadcast TV

Garage Door Openers

Door Openers

Auctioned
Spectrum

Cell Phones

Global Positioning 
System

Wireless Medical 
Telemetry

GSM Network

Satellite Radio Weather Radar

Cable TV Satellite 
Transmissions Highway Toll Tags

5 GHz
WiFi Network

Security Alarms

Most of the white area of 
this band is reserved for 
military, federal 
government and industry 
use

Inside the radio wave spectrum?



Time domain and Frequency domain
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Live FM Broadcast

1515Gazing Ahead: What Modern RF Combat Looks Like in the Next Decade | Harshit Agrawal



GPS Spoofing

https://cddis.nasa.gov/archive/gnss/data/daily/
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Plane Tracking
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IMSI Catcher
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Car Key - Replay Attack
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Smart Light Demo
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Internet of Radio Vulnerabilities

Rogue Cell Towers

Used to hijack cell phone connections, 
and to break 2-factor authentication to 

listen to calls and read texts.

Rogue Wi-Fi Hotspots

Impersonate legitimate Wi-Fi networks, 
and might be used for MITM attacks to 

sniff network traffic and steal credentials.
Unapproved IoT Emitters

Sensors often have multiple data radios, 
802.11 is known, but what if also 
transmitting on other frequencies like 
Zigbee, or LORA.

Vulnerable Wireless Devices

Low-end keyboard/mouse dongle can 
expose to RF attack through keystroke 
injection, which may expose the larger 
network to insider attacks.

Eavesdropping/ Surveillance 
Devices

Voice activated FM & GSM, or other radio 
bugs
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Source: https://www.dailysignal.com/2016/06/29/nato-designates-cyber-as-official-domain-for-warfare/
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Ground

Airborne

Cyber

NavalSpace
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A Brief History of EW
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● Russo-Japanese War, 1904: The birth of 
signals intelligence

● Battle of Britain, 1940: Turning the tide 
with RADAR

● Cold War, 1952: Industrial scale 
jamming

● Cuban missile crisis, 1962: Deceptive 
drones
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● Battle of Latakia, 1973: electronic warfare goes 
to sea

● US invasion of Panama, 1989: Stealth aircraft 
attack

● Gulf War, 1991: GPS at war

● Stuxnet, 2005: Weaponizing cyberspace

● 2018: Quantum Superpower
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Electronic Warfare (EW)
the ability to use the electromagnetic

spectrum signals such as radio, infrared or
radar to sense , protect , and communicate
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Electronic Warfare: is military action 
using electromagnetic and directed 
energy to control the 
electromagnetic spectrum or at 
attack the enemy (JP 3-51/FM 3-13).
The three major subdivisions of EW 
are:

- Electronic Warfare Support (ES) *ESM
- Electronic Attack (EA) *ECM
- Electronic Protect (EP)  *ECCM

Electronic 
Warfare
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● Passive surveillance of the EM spectrum to detect the enemy’s position, strength, 
and intention, and warning of targets

● Preventing or reducing the enemy’s use of the EM spectrum (capabilities) and 
promoting uncertainty

● “Black boxes” that jam or deceive the enemy
● Radar or communications “jamming”

Electronic Attack (EA)
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● Protection of friendly combat capability against undesirable effect of friendly or enemy employed 
EW

● Types
–Passive EW
–Active EW

● Three ways to defend from enemy EW
–Modify radar 

• Make it more complex
• Make it harder to jam

–Modify the Medium
• Chaff
• Torch

–Modify the platform

±Burnthrough:  Increase signal strength to overpower jammer noise (ECCM)

Electronic Protection (EP)

Source:Republic of Singapore Air Force
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Jamming
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Ally Friendly Jamming

How do we communicate while Jamming?
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How do we communicate while Jamming?

EA-18G Interference Cancellation 
System (INCANS)
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How it started.. How it’s going..

Source: Department of Defence
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  The Era of Convergence..

Source: Porche, et al., “Redefining Information Warfare Boundaries for 
an Army in a Wireless World,” p.51
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An Army of Sheep 
(Soldiers under C2) with 
a Lion Leader is better 
than an Army of Lions 

(Soldiers out of C2) with 
Leader a Sheep

Lord Krishna was the First who understands the Important of “C2”, Implementing 
successfully C2 & EW Tactics in the Battle of Mahabharat



Credit: COL Curt Taylor

As warfare 
expands into more 
domains, our 
concept of 
reconnaissance 
operations must 
expand with it.
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A Russian soldier’s post on social media 
following the invasion of Ukraine. 
(Photo accessed at 
https://www.vox.com/2015/6/17/8795235/russia-ukraine-troops)

Using this photograph posted on a Russian social 
-media site, Bellingcat established that Buk 332 had 
transited Russia prior to shooting down Malaysian 
Flight 17. 
(Photo accessed at 
https://www.bellingcat.com/news/uk-and-europe/2015/07/16/russias-colin-powell-moment-how
-the-russian-governments-mh17-lies-were-exposed)

Ushahidi Syria tracker 
provides real world situational 
awareness of battlefield 
activity based entirely on 
social-media posts. 
(See https://www.ushahidi.com/case-studies/syria-tracker, accessed May 
27, 2018)

Fitness tracking app Strava gives away location of 
secret US army bases 
(Photo accessed at 
https://www.theguardian.com/world/2018/jan/28/fitness-tracking-app-gives-away-location-of-se
cret-us-army-bases)

Case Studies: ISR&T
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Emerging tools of Cyber Reconnaissance

● Situational understanding through social-media analysis

● Route reconnaissance using Global Positioning 
System-enabled device-pattern analysis.

● Near-real-time commercial-satellite imagery. 
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Credit: Persistent Surveillance’s Cessna.
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Internet of Military Things (IoMT)

The ‘B’ in IoBT - Internet of Battlefield Things:

● Adversarial and hostile environments
● Extreme and wide ranging weather and physical environment
● Often not retrieved or not safe to retrieve
● Service calls for malfunctioning or compromised device are not a 

phone call away
● Time constraints are critical to the success of a mission but a device 

needs to be able to remain dormant and functional until then.  
45



Photo credit: U.S. Army

Internet of Battlefield Things - Key Properties

➔ Diverse ownership:
◆ Friendly (BLUE)
◆ Neutral/Civilian (GREY)
◆ Enemy (RED)

➔ Growing variety of devices
➔ Dynamic asset + environment conditions
➔ Potential for degraded compromised networking 

infrastructure

Key Technology trends impacting IoBT:

● AI and Analytics
● Sensors
● Health Monitoring Systems
● Processors and Transmitters
● Data Storage
● Security

Credit: John Foley and Paul 
Clark,(Thalesgroup.com)
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Credit: Harris Corporation
Credit: https://www.soldiermod.com/volume-25/thales-2020-2.html
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Autonomous Weapon Systems
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Drone is hard to be detected by naked eye.

● Technological reasons:
○ Small size → small RCS signal buried in many noisy 

environments.
○ Slow-moving → moving target detector sets a higher threshold.

■ Ground/Sea clutters.
■ Related to drone pulses, PRF, RPI, CPI design etc.

○ Earth geometry and landscape blockage.
○ Too many similar targets for be tracked.

● Trade-offs between:
○ “false alarm” versus “missed targets”
○ “cost” and “performance”.

   Radars need to be tailored to be able to detect drones.

Surface Movement Radar (SMR)
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Improvised Explosive Device (IED)
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Counter IED Techniques

Source: Adrian Wilkinson, James Bevan, and Ian Biddle 
53
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There are several potential objectives for an attacking force in a space war:

1. Deceive an enemy so that they react in ways that hurt their 
interests

2. Disrupt, deny, or degrade an enemy’s ability to use a space 
capability, either temporarily or permanently

3. Destroy completely a space-based capability

4. Deter or defend against a counter attacking adversary, either in 
space or on Earth

Space Warfare: Strategy and Principles
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Kinetic Physical Attack

● Direct Ascent-SAT
● Co-Orbital ASAT
● Ground Station Attack

Non-Kinetic Attack

● Electromagnetic Pulse Attack
● High-Powered Laser
● High-Powered Microwave

Counterspace Weapons

55Gazing Ahead: What Modern RF Combat Looks Like in the Next Decade | Harshit Agrawal



Electronic Warfare

● Jamming
● Spoofing

Cyber Attack

● Data Intercept / Monitoring
● Data Corruption
● Seizure of Control

Counterspace Weapons
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Space Warfare

→ Electronic Warfare, Directed Energy, and Cyberattacks
● Intensity Dissipation
● Precision 

○ Frequency
○ Polarization
○ Signal Strength
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The EMP Threat: Examining the Consequences
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Image Credit: © Lucas Varela
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Conclusions:
● War Fighting Environment will continue to change, & be more reliant on 

Spectrum for operations
● Spectrum is a critical manoeuvre(sp) space – one can make a difference by 

advancing there tradecraft
● To Counter current and evolving threat: EW, Cyber, Spectrum Operations, 

Spectrum Manoeuvre is required
● Airborne EW must include Multi-function Weapons
● Rapid Threat detection, Cooperative Systems, Coherent Effects, Cognitive and 

Autonomous Systems
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Thank You For Attending My Talk.☺

Harshit Agrawal
Security Researcher

harshit.nic@gmail.com
Twitter: @harshitnic

https://www.linkedin.com/in/harshitnic/

“The greatest victory is that 
which requires no battle”
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