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Step 1

Our own security searchOur own security searchOur own security search



engineengineengine
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Google Play StoreUser submissions

            Collection of Mobile AppsCollection of Mobile AppsCollection of Mobile Apps



Decompiling AppsDecompiling AppsDecompiling Apps

Open Source Android Decompilers,
like JadX

APKTool
JD-GUI

 Open Source Tools such as



THE TOUGHEST OF IT ALLTHE TOUGHEST OF IT ALLTHE TOUGHEST OF IT ALL

We have build our own RegeEx and grabbed & tested from mulitple sources whichWe have build our own RegeEx and grabbed & tested from mulitple sources whichWe have build our own RegeEx and grabbed & tested from mulitple sources which



detects the Hardcoded keys, tokens, and secrets of the apps.detects the Hardcoded keys, tokens, and secrets of the apps.detects the Hardcoded keys, tokens, and secrets of the apps.   



RegEx Matches on an extensive scaleRegEx Matches on an extensive scaleRegEx Matches on an extensive scale



Uncovered 3207 apps, leaking Twitter API keys, that can be

utilized to gain access to or to take over Twitter accounts.

Data AnalysisData AnalysisData Analysis



THREATSTHREATSTHREATS



AuthenticationAuthenticationAuthentication
The Twitter API uses access controls such as:

      App-BasedApp-BasedApp-Based   
AuthenticationAuthenticationAuthentication

      User-BasedUser-BasedUser-Based   
AuthenticationAuthenticationAuthentication

Not Tied to an User Session  Tied to an User Session



For this, an OAuth 2.0 Bearer Token is used. This can be obtained by passing

the API Key and Secret through the POST oauth2/token endpoint. Only 2 keys

are required.



For this, the OAuth 1.0a authentication mechanism is used. This requires an

Access Token combined with Access Secret . All 4 Keys are Required for this

Authentication.



Naming Convention For KeysNaming Convention For KeysNaming Convention For Keys



Don't Complicate API KeysDon't Complicate API KeysDon't Complicate API Keys



Impact of Four Keys LeaksImpact of Four Keys LeaksImpact of Four Keys Leaks

Read DMs 
Retweet 
Like
Delete
Remove followers 
Follow any account
Get account settings
Change display picture

User-Based Authentication:



What about the RemainingWhat about the RemainingWhat about the Remaining



Apps?Apps?Apps?

Consumer Key
Consumer Secret

2977 apps were leaking only 2 keys [App-Based Auth]:



What are Twitter Webhooks?What are Twitter Webhooks?What are Twitter Webhooks?
The use of Twitter webhooks requires OAuth 1.0a which is sometimes also referred to as
“user context authentication" which allows to make API requests on behalf of a Twitter
user. You will need Access to Premium/Enterprise Twitter API to use Webhooks.



EXPLOITEXPLOITEXPLOIT   



TA-DA MomentTA-DA MomentTA-DA Moment



Not Limited ToNot Limited ToNot Limited To



REMEDIATIONREMEDIATIONREMEDIATION



Security Pipeline
Pain of setting up a proper mobile app security
testing pipeline while development.

1

Awareness
Lack of awareness on the scope/impact of the
Hardcoded secret.

2

Budgeting
Companies not spending much on doing proper
security testing on mobile apps - compared to
web apps.

3

Where Problems Lies?Where Problems Lies?Where Problems Lies?



Defending againstDefending againstDefending against
AttacksAttacksAttacks



Cyclic ProcessCyclic ProcessCyclic Process



Thank you!Thank you!Thank you!
https://cloudsek.com/


