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Let's Talk Numbers

1.6 M+ Hardcoded Sensitive Tokens Found at BeVigil

Alert Counts

Facebook Secret Key, 4.18%
] : Generic Bearer token, 5.46%
04 i
bk Bl?ﬁ.bSSt?’rc?glelg R2L3?I°509 y Firebase Key, 2.05%

o Google (GCP) Service-account, 0.77%
SoDgieClond Sltgéﬁffkiﬁ‘;i;ﬂ; Eiet -, Google (GCM) Service account, 0.61%

Dropbox API KE‘Y, 0.86% s Zendesk API T{)ken, 0.03%

AWS Readable Buckets, 5.54%

AWS Writeable Buckets, 2.67%

Firebase Writeable Buckets, 19.22%

Firebase Readable Buckets, 26.54%
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Our own security search
engine




Collection of Mobile Apps

-

Google Play Store

User submissions



Decompiling Apps

package uk.co.ribot.androidboilerplate;

import android.app.Application;
import android.content.Context;

public class AndroidApplication extends Application A{

Open Source Android Decompilers ApplicationComponent mApplicationComponent;
)
i @override
Ilke Jadx public void onCreate() {
super.onCreate();
5 if (BuildConfig.DEBUG) {
Timber.plant(new Timber.DebugTree());
Fabric.with(this, new Crashlytics());
}
}
public static AndroidApplication get(Context context) {
return (AndroidApplication) context.getApplicationContext();
}

public ApplicationComponent getComponent() {
if (mApplicationComponent == null) {
mApplicationComponent = DaggerApplicationComponent.builder()
Open Source TOOIS SUCh as .applicationModule(new ApplicationModule(this))

e APKTool } .build();

return mApplicationComponent:
e JD-GUI S ks




THE TOUGHEST OF IT A

[t TIwWI][ill[t TI[tT][eE][rR]([\w\s\-]{0,30})?[":",=>"\s]{1,5}\b([0-9a-zA-Z]{25})\b["" <"\s]{0,1}

[tTHwWILil[tTI[t TI[eE]l[rR]([\w\s\-[{0,30})?[":",=>"\s[{1,5}\b([0-9a-zA-Z]{50})\b["<"\s[{0,1} ‘

v

[KTIwWIill[t TI[tTI[eE][rR]([\w\s\-]{0,30})?[":",=>"\s]{1,5}\b([0-9]{5,19}\-[0-9a-zA-Z]{30,44})\b[" <"\s]{0,1}

[tTIwWILil[tT][t T][eE][rR]([\w\s\-[{0,30})?[":",=>"\s]{1,5}\b(|0-9a-zA-Z]{45})\b["<"\s|{0,1}

We have build our own RegeEx and grabbed & tested from mulitple sources which
detects the Hardcoded keys, tokens, and secrets of the apps.



RegEx Matches on an extensive scale

4 )

O [TIwWWILNETITIEENrRI(\w\s\-0,30})?[":",=>"\sK1,5}\b([0-9a-zA-. x*

Enabled Regular expression search /
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app.trell B > source/sources/twitter4j/Twitterimpl.java &

280 aOverride // twitters;. D

281 @ public" FriendsFollowersResources» friendsFollowers() {

m | ‘B > source/resources/res/values/strings.xml 2

112 <string name=" GNENIEREKEV 2 NN® /string>

— ‘B > source/sources/com/kubusapp/BuildConfig.java &

120 public static final String UWINTEREKEVE=N2ENNNNNNNNNN




Data Analysis

Uncovered 3207 apps, leaking Twitter API| keys, that can be
utilized to gain access to or to take over Twitter accounts.
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Authentication

The Twitter APl uses access controls such as:

App-Based User-Based
Authentication Authentication

|

Not Tied to an User Session Tied to an User Session



For this, an OAuth 2.0 Bearer Token is used. This can be obtained by passing
the APl Key and Secret through the POST ocauth2/token endpoint. Only 2 keys

are required.
{ Aop Bosed Authentication ‘i

F”u':hf‘.
Tweetls




For this, the OAuth 1.0a authentication mechanism is used. This requires an
Access Token combined with Access Secret . All 4 Keys are Required for this

Authentication.
! User Based Au‘bhe_n'ticm'tiﬂ}

Twe_ﬁ‘b?nﬁ« oncl
Re_‘[lwe;e;‘t?nﬁ«



Naming Convention For Keys

Client Credentials

Key

Alternate name used would be

API Key
Consumer API Key
Consumer Key
Customer Key

oauth_consumer_key

Secret

Alternate name used would be

App Key Secret

API Secret Key
Consumer Secret
Consumer Key secret
Customer Key secret

oauth_consumer_secret

Token Credentials

Token

Alternate name used would be

Access token
Token

resulting oauth_token

Secret

Alternate name used would be

Access token secret
Token Secret

resulting oauth_token_secret



Don't Complicate API Keys

Summary

STRINGS

Issues A

[ ¥ EXPORT ] . Hide files from Third Party Libraries
€ VULNERABILITIES

STRINGS Severity Rule Descript

B MANIFEST SCANNER Generic API Key Sensitive

n ASENS - Google API Key Sensitive

B ApkiD

e —— | (2 OPENFILE ) (/@ COPY MATCHED DATA ) (< SHARE |

...gomodule">GBPaymentMercadoPagoModule</string>
<string name="title_gbpaymentpaypalmodule">GBPaymentPaypalModule</string>
<string name="title_gbpaymentsandboxmodule">GBPaymentSandboxModule</string>
<string name="title_gbpaymentstripemodule">GBPaymentStripeModule</string>
<string name="

twitter_consuner_key*>289555 | s o vocs 1AL

</string>
<string name:"twitter_consumer_secret_key">qedqRu--
<string name="wm_api_key" > I5IhhnhnNNG5G5G5G5GEEme < /string>
<string name:“wm_api_secret“>m ]</5tring>

<string name="wm_webz...

]SbBLuSwCyoi</5tring>




Impact of Four Keys Leaks

User-Based Authentication:

e Read DMs

o Retweet

o | ke

o Delete

e Remove followers

e Follow any account

e (Get account settings

e Change display picture




What about the Remaining
Apps?

2977 apps were leaking only 2 keys [App-Based Auth]:
e Consumer Key
e Consumer Secret




What are Twitter Webhooks?

The use of Twitter webhooks requires OAuUth 1.0a which is sometimes also referrec tc;?s
“user context authentication" which allows to make AP| requests on behalt of a Twitter
user. You will need Access to Premium/Enterprise Twitter APl to use Webhooks.

Twitter Webhooks =a

e,‘t Live Info
about Account
Interaction

Momipu [oxte,
| Engo\s,e,me,n‘ts
\ and Stats



EXPLOIT

e e
P About OSINT API P C ot Blog Scan App
CloudSEK
0 S B Weak Crypto Algorithms - [0.8%]
High Med Low
. : B Others- [4.6%]
Scores are calculated via a CVSS based Logic
Summar
d STRINGS
Issues N

[ ¥ EXPORT ] . Hide files from Third Party Libraries

€ VULNERABILITIES

STRINGS

Severity ° Rule ° Description

T (2 OPENFILE ) (i COPY MATCHED DATA (< SHARE )

...0AUTH_TOKEN_SECRET";
public static String PREFRENCE_TWITER_SCREEN_NAME = "prefrence_twitter_screen_name";
public static String PREFRENCE_TWITTER_PUBLIC_URL = "preference_twitter_public_url";
public static String STRING_EXTRA_AUTHENCATION_URL = "AuthencationUrl";
public static String

public static String TWITTER_ACCESS_TOKEN F

public static String TWITTER_CALLBACK_URL " " -
public static String TWITTER_CONSUMER_KEY = "[

publffe™ static String TWETTER CONS.. .

Search *

T '—mh TACCEPUNY dail OJL CEIUTICales

- LinkedIn Secret Key

- Storage of sensitive information in Sh...

Search Strings

Twitter Oauth/Consumer Secret HiGH

DESCRIPTION

Twitter sensitive authorization information detected.

Q




Notifications

All

& followed you




Not Limited To

s
>f\< About OSINT API Pricing Contact Blog Scan App

CloudSEK
e - - 0 [twitter,s

1 function getTwitterProfileData() {
p var deferred = $.Deferred();
3 var options = {
4 consumerKey: '0O50 ' L',
5 consumerSecret: '3 - - - " ',
6 accessTokenKey: '4f 8 > - e )
/i accessTokenSecret: 'Dgh | - - V',
8 callbackUrl: "https://f¥ o ler"
9 h
10 var oauth = OAuth(options);
1Ll oauth.get('https://api.twitter.com/oauth/request_token', function (data) {
1 B var requestParams = data.text;
153 // cb = cordova.InAppBrowser.open('https://api.twitter.com/oauth/authorize?' + data.text
14 cb = window.open('https://api.twitter.com/oauth/authorize?' + data.text, '_blank', 'loca
15 cb.addEventListener('loadstop', function (loc) {
16 if (loc.url.index0f("https://L. . ) > -1) {

var verifier = :

=t
~
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Where Problems Lies?

Security Pipeline

Pain of setting up a proper mobile app security
testing pipeline while development.

Awareness

Lack of awareness on the scope/impact of the
Hardcoded secret.

Budgeting

Companies not spending much on doing proper
security testing on mobile apps - compared to
web apps.




Defending against

Attacks

Standardizing
Review Procedures

Ensure accurate versioning.
Publication requires the
code base to be examined,
reviewed, and approved
prior to versioning.
Complying with
standardized procedures
prevents key exposures.

Hiding Keys

Variables in an environment
are alternate means to refer
to keys and disguise
them.Variables save time and
increase security. Adequate
care should be taken to
ensure that files containing
environment variables in the
source code are not included.

&

Rotate API keys

Rotating keys can help
reduce the threat posed by
leaked keys. Unused keys
reduce the severity of
invalidation. It is
recommended to rotate keys
every six months as existing
keys get deactivated while
new ones get generated.



Cyclic Process
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Thank youl!

https://cloudsek.com/



