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OVERVIEW



OVERVIEW

Kyocera is an award-winning printer and copier manufacturer and one of the top 
brands for such devices.

MultifunctionalPrinters



OVERVIEW

But in the past, the security analysis of the brand was relatively small.

In the official website, the firmware is not available for download.



SET UP



FIRMWARE GET
If you have a device. We can extract the by using some hardware 
method



FIRMWARE GET



FIRMWARE GET

Reference:http://hacking-printers.net/wiki/index.php/Firmware_updates

Kyocera 
Kyocera does not release firmware to end-users. In a publicly 

available Kyocera dealer forum however, firmware downloads 

for various models are linked: ftp.kdaconnect.com.  

And you will think where can I found dealer?



FIRMWARE GET

Go to some DIYer or Second-hand platform

Not real chat, but same as it



A Vulnerability help us debug
There is a file in Kyocera's firmware that will record the 
checksum of each firmware part



Bug Detail



BUG DETAIL

•  5 Bugs

• Path Traversal

• Memory Corruption Issues

• Buffer Overflow Parsing Content-Type Headers

• Buffer Overflow Parsing Config Parameters



BUG DETAIL

Path Traversal 

• No user certification is required

• Allowed access to files anywhere in the file system.

• In some devices, if you know the storage location of the scanning 
version of the print file, you can get it

• Allowed to check if a file existed or not in the file system.



BUG DETAIL

Path Traversal 

• Due to a bad patch to discover it.

• The patch is easily bypassed.

• Similar to CVE-2019-13195.

• We optimized the attack payload.

• In the exploit part Patch?



BUG DETAIL
Memory Corruption Issues 

• RCE or DOS 
• Buffer Overflow Parsing Content-Type Headers

• No user certification is required

• Buffer Overflow Parsing Config Parameters

• Device Settings : System

• Security Settings : Certificates

• set

• edit



BUG DETAIL

Memory Corruption Issues 

• Buffer Overflow Parsing Content-Type Headers.

• When processing the boundary field

• The complete function call chain is: 

 ifs_eweb_receive_request_wrap—>distribute_request
—>distribute_set_cgi—>execute_request—> 
get_post_body—>get_multipart_parameter



BUG DETAIL

Memory Corruption Issues 

• Buffer Overflow Parsing Config Parameters.

• In the post request, CGI will call the 
corresponding function to process the request

In the data section, you can find a large number of cgi 
functions. We can use ida-python for processing. 



BUG DETAIL

Memory Corruption Issues 

• Buffer Overflow Parsing Config Parameters.

• argxx is the configuration parameter to be 
parsed



BUG DETAIL

Memory Corruption Issues 

• Buffer Overflow Parsing Config Parameters.

• When processing the Specific parameters
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Memory Corruption Issues 

• Buffer Overflow Parsing Config Parameters.

• When processing the Specific parameters



BUG DETAIL

Memory Corruption Issues 

• Buffer Overflow Parsing Config Parameters.

• When processing the Specific parameters
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EXPLOIT

Path Traversal 

• No URL decoding, directly compare 

1. %2e%2e%2f which translates to ../ 
2. %2e%2e/ which translates to ../

Bypass



EXPLOIT

Path Traversal 

But ….

Determine the shadow 
file exist, but why the http 
return value is 500



EXPLOIT

Path Traversal 

And….

When visiting another file, it 
can be determined that the bug 
does exist



EXPLOIT

Path Traversal 

• Check the pseudo code 

• Before sending a response, it 
will  check whether the user-
supplied filename ends in a 
particular file type 

• only access ：
js,htm,css,sh…..？



EXPLOIT

Path Traversal 

• Check the pseudo code 

• get_content_type  has no URL 
decoding directly matches file 
type 

• create_response will decode 
URL before creating a request 

No decode



EXPLOIT

Path Traversal 

Using NULL bytes



EXPLOIT

Memory Corruption Issues



EXPLOIT

Memory Corruption Issues
No certification

eweb.cnf



EXPLOIT

Memory Corruption Issues





conlution



CONCLUTION

1.Many of them lack of research on the brand not really security


2.If printer hacked by attacker , they can  Access to many confidential information


3.Printer security needs more attention



Thank You!


