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Back in 1995…



Office of N
aval Research



The Goal

● Build a system for Internet-based connections that can resist traffic 
analysis, eavesdropping, and other attacks



Illustrations from https://alicebobstory.com/



Then, in 2004…





Why am I telling this story?





Ways to use Tor

● Browse anonymously using the Tor Browser

● Use the Tor Browser to access censored sites

● Share files securely using OnionShare

● Receive confidential news tips using SecureDrop

● Deploy websites with the Enterprise Onion Toolkit (EOTK)



Changing the narrative

● From “nothing to hide” to “something to protect”

● Close your windows, lock your doors, encrypt everything

● End-to-end is becoming the new default (e.g. Signal, WhatsApp, FB)

● Bad people do bad things, but everybody deserves good security

● From hackers destroying the world, to changing it



Introducing Granitt

● Securing journalists and at-risk people around the world

● Being a journalist is more than a 9-5 (i.e. an identity)

● That work requires support from others (i.e. the business)

● How would you secure someone doing anti-corruption work?

● Great mission and big impact, plus curiosity and puzzles



What happens if…
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Photo by Greg Kahn for Wired



Not D
OOM, but



👀



I wonder if…







A month later



VirusTotal ❤



Objective By The Sea v4.0







Using an old laptop from eBay



Not all APTs and 0days



tl;dr

● Do things you enjoy and

● Do things you don’t know how to do

● Ask for help

● GSoC is still a thing!

● Check out The Tor Project && OONI



Thank You!

Runa Sandvik - Founder - Granitt
@runasand - glitch-cat.com - granitt.io



Resources

● https://www.onion-router.net/
● https://www.torproject.org/   
● https://summerofcode.withgoogle.com/  
● https://onionshare.org/  
● https://securedrop.org/
● https://github.com/alecmuffett/eotk  
● https://granitt.io
● https://taomm.org/ 
● https://objectivebythesea.org/
● https://objective-see.org/blog/blog_0x68.html  


