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A TALE OF TWO KEYNOTES



ATTACKS SUCCEED 

BECAUSE DEFENSE IS 

REACTIVE.

SAUMIL SHAH
"The Seven Axioms Of Security"
BH ASIA 2017 



ATTACKS ARE A 

TECHNICAL PROBLEM,

DEFENSE IS A 

POLITICAL PROBLEM

THOMAS DULLIEN,
"Why we are not building a 
defendable Internet" BH ASIA 2017 



THIS IS A TALK ABOUT

EVOLUTION

ATTACKS

DEFENSE

PEBKAC



CHARLES DARWIN 1809-1882 GORDON MOORE 1929-2023

EVOLUTION



EVOLUTION &

MOORE'S LAW

"The number of 

components per 

Integrated Circuit 

shall double every 

couple of years"

- Gordon Moore, 1965



Virginia Tech System X: Nov 2003

1100 PowerMac G5's

12 TFLOPS

#3 Supercomputer in 
the world, Nov 2003

> 10 TFLOPS, < $10M

Dr. Srinidhi Varadarajan



NVIDIA AGX Xavier: Nov 2019

$1715



2007 - Evolutionary Milestone

The Microprocessor is the new Transistor

=



2007



2007 - Social Virtualization



2007 - Autonomy



The Evolution of Attacks: 2001-20



Exploit Development - 2002

Individual effort.

1 week dev time.

3-6 months shelf life.

Hundreds of public 
domain exploits.

"We did it 

for the LOLs."

photobom
b



Servers Applications Desktops

Browsers Pockets Minds

Evolution of Targets



Attacks Follow The Money

Defacement 
and DDoS

ID Theft and 
Phishing

Financial 
Fraud

Targeted 
APT

Ransomware Nation State



Evolution Quiz:





ROWHAMMER, SPECTRE, MELTDOWN

Do Attackers and Defenders 
even fully understand them?



TARGET BROWSER

ENCODED IMAGE

STEGOSPLOIT

https://stegosploit.info

IMAJS
STEGO-

DECODER
JAVASCRIPT

POLYGLOT

PIXEL 

ENCODER

EXPLOIT
CODE

IMAGE



wherein buildings reveal near-infinite interiors, 
capable of being traversed through all manner of 
non-architectural means.

NAKATOMI SPACE

http://www.bldgblog.com/2010/01/nakatomi-space/



TWO TIMELINES >



Timeline 1: A new species evolves

Credit @halvarflake

SafeSEH

DEP

ASLR

CFG

Isolated

Heap

NOZZLE/GS

SEHOP

RelRO



Timeline 2: Microsoft 2001



From: Bill Gates

Sent: Tuesday, January 15, 2002 5:22 PM
Subject: Trustworthy computing

Every few years I have sent out a memo 
talking about the highest priority for

Microsoft. Two years ago, it was the 
kickoff of our .NET strategy. Before 
that, it was several memos about the 
importance of the Internet to our future 
and the ways we could make the Internet 

truly useful for people.

Over the last year it has become clear 
that ensuring .NET is a platform for 
Trustworthy Computing is more important 
than any other part of our work. If we 
don't do this, people simply won't be 
willing -- or able -- to take advantage 
of all the other great work we do.

Trustworthy Computing is the highest 
priority for all the work we are doing. 
We must lead the industry to a whole new 
level of Trustworthiness in computing.





2005: Ciscogate – Michael Lynn

https://www.schneier.com/blog/archives/2005/07/cisco_harasses.html



2009
CAN

SEC

WEST

Photo credit: Garrett Gee



Google P0: Raising the Stakes

Chris Evans – Pwnium: Element 1337 - HITB2012KUL



Exploit Development - 2012

2-12 month dev time.

24h to 10d shelf life.

Public domain 
exploits = zero.

Cost,value of 
exploits has 
significantly risen.

• COMMERCIALIZED

• WEAPONIZED

• POLITICIZED

photobomb



Vulnerability $ Source

"Some exploits" 250,000 Govt. official 

referring to what
"some people" pay.

A "real good" 
exploit

> 100,000 SNOsoft Research 

Team

Chrome 60,000 Google

Vista 50,000 Raimund Genes, 

Trend Micro

Weaponized 
exploit

30,000 David Maynor, 

Secureworks

iDefense 
purchases

10,000 David Maynor, 

Secureworks

WMF 4,000 Alexander Gostev, 

Kaspersky

Google 3,133.7 Google

Mozilla 3,000 Mozilla

Excel 1,200 Ebay auction site

credit: Forbes 23.3.2012 Shopping for Zero Days

Charlie Miller, the 0-day market

2012



Bug Bounties

or Bug Bazaars?



L0RD OF CYB3RW4R



Haroon Meer

"For a few hundred K, 

could you put together 

a team that would 

break-in just about 

anywhere?"

CCDCOE Conference on
Cyber Conflict - 2010

2010



$100k – 500k



Once you're in…

…what are you going to do?



While Attack is cheaper

than Defense… 

…attacker toolchains
are far more complex

than the public
demonstrations

we have seen so far.



ECONOMICS OF ATTACK



One Weakness…

XKCD 2347 "Dependency"

ALL MODERN DIGITAL

INFRASTRUCTURE

A PROJECT SOME

RANDOM PERSON

IN NEBRASKA HAS

BEEN THANKLESSLY

MAINTAINING

SINCE 2003



...fits all.

SUPPLY CHAIN ATTACKS. Since 2010



solarwınds
The Power to Manage IT

September

2019
December

2020



solarwınds

DEFENDERS

Did <GARTNER MAGIC 

QUADRANT PRODUCT> 
see it coming?

Win 10's Exploit 
Mitigations?

Was Solarwinds software 
even part of the THREAT 
MODEL? 

ATTACKERS

Any sophisticated 0-day 
used?

Any Stuxnet style 
cyberweapon used?

Don't you wish YOU 
would have thought of 
this? J

The Power to Manage IT

?



The more sophisticated the technology,

the more vulnerable it is to primitive attack.
Doctor Who, "Pirate Planet"

XKCD 358 "Security"



FIREWALLS

IDS/IPS

ANTIVIRUS

WAF

DLP, EPS

DEP, ASLR

SANDBOX

THREAT INTEL

DEFENSE 2001-20

DIFFERENT....     

Reactive Approach

Block the Bad Things
and be Secure again



FIREWALLS

IDS/IPS

ANTIVIRUS

WAF

DLP, EPS

DEP, ASLR

SANDBOX

THREAT INTEL

ONE-WAY ATTACK

FRAGROUTER

OBFUSCATION

CHAR ENCODING

DNS EXFIL

ROP, INFOLEAK

JAILBREAK

HIDE IN PLAIN 

SIGHT

DIFFERENT....     BUT SAME SAME



"WE SELL SECURITY"

Rules

Signatures

Updates

Machine Learning





Products To The Rescue?

CISO: How many windows hosts 

do we have?

AV Guy: 7864

Desktop Management: 6321

EDR Team: 6722

CMDB Team: 4848

SIEM TEAM: 9342



VULNERABILITIES

THERE WILL BE



SCHRÖDINGER'S HACK

HACKED

SECURE



WHEN ATTACKS 

MEET DEFENSE



Each Battle…

burns a bug…

…and a defense

technology



CYBERWEAPONS

USE THEM OR LOSE THEM



DEFENSE TECH

@charlvdwalt

"Weak Analogies Make Poor Realities:
Are We Sitting On A Security Debt 
Crisis?"

Charl Van Der Walt
44CON 2018





defend

"A wall is only as good as those who 

defend it"
Genghis Khan



PEBKAC



HAVE NOTS HAVES

Capable of
custom tooling 
and operations

I Own
"Cyber Security"

Sucked up all the talent

Not capable

"Cyber Security" is 
not my business

Purely dependent upon 
commercial solutions

THE CAPABILITIES ASYMMETRY



RESISTANCE

Pass The Parcel

Rules, Signatures, 
Updates, Patches

The Next Short-Lived 
Security Product

Encumber 
Users

INFOSEC:
The business of 

selling FEAR



RESONANCE

Take Ownership

Build Defendable 
Systems

Security and 
Trustworthiness 
as a core feature

EMPOWER 
Users

INFOSEC:
The business of 
enabling TRUST



THE MORE 

THINGS 

CHANGE, THE 

MORE THEY 

REMAIN THE 

SAME

NAKATOMI SPACE:

THERE WILL BE 

BUGS

PRODUCTS ARE 

SHORT LIVED

BUGS: USE THEM 

OR LOSE THEM

DON'T OVERLOOK 

TECH DEBT

INVEST IN 

CAPABILITIES

PEOPLE > 

PRODUCTS

Takeaway Elements



We are not so different, 

you and I.

We've both spent our 

lives looking for the 

weaknesses in

one anothers'

systems.

George Smiley,

Tinker, Tailor, Soldier, Spy





THANK YOU

SAUMIL SHAH

@therealsaumil
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