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’Disclaimer

> All tests carried out have been under the permission
and supervision of the legitimate owners

> Performing any of the above techniques is
considered ILLEGAL if the necessary permission is
not obtained

= > All captured signals have been erased after the end
& of the investigation

< » The tests comply with data protection law and the
right to personal privacy

Y #HITB2023AMS

. I0Active.



: £
’# Whoami # V%i@u

> Associate Security Consultant at
|OActive

> Software engineering
> Love cars, evade and breaks things =)
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M‘E’ carlos.gomez@joactive.com

o @cgomezz_23

@ @cgomezquintana
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’SDR Introduction . i@gg\

Traditional Radio

#HITB2023AMS

V;:;:a Software Defined Radio
v
H Output
H | Pro« i
RF £ Flexible ool ADC P c an;’ ion g cess:iw >
o H 0f are
: ol Mixer | IFAmp »| Demod- _| Audio i T A N Sample Rate Hardware - Algorithms
Amphﬁer i 2 i Conversion * Middleware
& tuning Filter ulator Amplifier €| DAC lq_ « DSPs ; Midde Input
7'y 7y N SGEIS + Virtual Radio Machine [0
7 | | f |

Control

%(_J ;Y_)k J ~ J

Y
Local RF/IF A/D Digital Base Band
Oscillator D/A Front End Processing
ANTENNA
Waveform
~ — —
RF
Modem Network
“ ‘ AMPLIFIER| | AD L | "gor L Encryption —| Routing —— User
Sl L FITER D/A Correction GUI
u A N 7
Y v
HARDWARE SOFTWARE
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Arsenal

2¥ #HITB2023AMS

Which-SDR-should -l buy?
What do | want to do?

» Signal reception

» Emitting signals

» Reception of a certain band
> Profgssional use

HackRF: $300

L

o

Ubertooth:
$130

e ,zf-z.v.

REEee
Hesssan
L 2
LR
L
-

W{%;;&’. z:ik'-’:?h
Yard Stick One: $150
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WARNING N

i lai DON'T )

LQIO )

Disclaimer 2.0 TRY THIS =
AT HOME W

2¥ #HITB2023AMS

T;

Wait: That's illegal.

-
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’ What is RKE?

> Remote Keyless Entry system
. . AN
» Operate by radio frequencies

» European, Asian, and British cars on 433.92 MHz
» North American and Japanese cars on 315 MHz

=- » Lock/unlock doors, turn on the vehicle, etc.
Chips with cyphers

Y #HITB2023AMS
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’Modulation

» Process of modifying an information signal so that it
can be transmitted over a communication channel

» The modulating signal contains the information to be
transmitted, such as voice, music or data

/_\_/\5‘9"3‘ BitSteam {4 i g io i1 101!

2¥ #HITB2023AMS

Analog Modulation Digital Modulation

-
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’ Modulation (continued) “@;Q

&8 vost common MopuLATIONS B

2¥ #HITB2023AMS

I I I | | S R O I

A VU

FSK PSK

Frequency Shift Keying Phase Shift Keying

-
©2023 10Active, Inc. All rights reserved. 12 IOActlve@



Modulation (continued)
ASK

#HITB2023AMS

Frequency

2-FSK s deviation

a Mkrl 300 kHz

Ref 106 dBm #Atten 20 dB -0.090 dB
Samp [ ———— e s

Log i i i i i i
10 oo S S e | S Sl fromermend — frmrrrrm s
dB/ i i i _ i i i

‘Marker a | ! ; v ,

|| .l I rll |||| || I I 1|'1| | 300000 kHz ‘

! LAy -0.090 dB

200 |

H1 S2| : _ :
AR} 3 :

432,5M 433,92M 435,33M £ Lo

f>50k

Swp

Center 2.022 430 GHz Span 2 MHz
Res BH 18 kHz VBH 18 kHz Sweep 23.6 ms (1001 pts)

-
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Rolling Codes Rt

#HITB2023AMS

HOW RKE WORKS? care Looed @

FIXED CODES L — |

Generated Passcode List
168

169
170

171 .
Gl 172

https://harryli0088.github.io/rolling-code/ - IOActive

©2023 I10Active, Inc. All rights reserved.

Next Value: 168



https://harryli0088.github.io/rolling-code/

Rolling Codes (continued) Rt

#HITB2023AMS

FIXED CODES S J

Generated Passcode List

§ 168
169
Next Value: 168 170
i 171
: X
/ !
") i 172
3 [T T T T T T e T T H
= (NN . =, SO !
AN ROLLING CODES ,
%‘!«(” g Generated Passcode List
-l ;'f 940726474085962200
- 288638251346168640
.‘ Next Value: 940726474085962200 T
BZ
Q% 350431964959453600
NS =
' ilﬁf"./ 884465203000531000

https:/harryli0088.github.io/rolling-code/ o ionne e o JOMCEIVE.
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Rolling Codes (continued) N@;ﬁ

#HITB2023AMS

169 + (RANDOM HASH) = 91231834517631724

S

ROLLING CODE GENERATED

ROLLING CODES e i

Generated Passcode List

940726474085962200

288638251346168640

Next Value: 940726474085962200 397682136877814140
, 350431964959453600

i’u‘./ 884465203000531000

https://harryli0088.github.io/rolling-code/ oo e s+ JOACHIVE.
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Analysis @%\

RO

#HITB2023AMS

1. ComplexSignal ® @ @

abrir _avensis

» CHIP Codec: 4D70

Noise: 0,0055 &
Center: 0,0516 S
Samples/Symbol: 200 S
Error tolerance: 1 S I I I I I I | I I I I r
Modulation: Ak @ | F
Bits/Symbol: 1 &

Autodetect parameters

’, F-

‘ L NS

2

Y

-
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Analysis

#HITB2023AMS

1 ComplexSignal (® @ @
abrir _avensis .
Noise: 0,0055 3 > CHI P COdeC 4D70
Center: 0,0516 9 .
Samples/Symbol: 200 S > AS K m Od u I at I O n
Modulation: ASK ¢ ¥
Bits/Symbol: 1 s
Autodetect parameters

T
A

/N

(1]

A

-
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Analysis g@%’%\

#HITB2023AMS

2: ComplexSignal H ® @ @

abrir _avensis

:::r Zz:: 2 [0 1010100110010 » CHIP Codec: 4D70
Erro:oler:nce: 1 S > ASK mOdUIatlon
Modulation: Ak @ |

<

gt o » Not bit codification

Autodetect parameters

& 0 selected 0,00ns -codBm

101010011001010110101001100010101101010011001010110101001100101011010100110 [Pause: 8 samples]

&
X
.

o=

S

@
N

/]
/N

\/
&9

Y
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Analysis @gﬁ
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#HITB2023AMS

2: ComplexSignal H ® @ @

abrir _avensis

C— » CHIP Codec: 4D70

Center: 0,0516

FA- : » ASK modulation

Modulation: Ak B |~

gt A » Not bit codification

Autodetect parameters

& 0 selected 0,00ns -codBm

101010011001010110101001100010101101010011001010110101001100101011010100110 [Pause: 8 samples] Rol I i n g

919 | 920 | 921 922 | 923 | 924 | 925 | 926 927 928 | 929 | 930 | 931 932 | 933 A 934 935 936 | 937 | 938 | 939 940 941 942 | 943 | 944 | 945 946 947 K 948 | 949 | 950 951 | 952 & 953 /

[} 1 0 1 ] 0 1 1 (] [} 1 (] 1 ] 1 1 0 1 0 1 0 0 1 1 0 (] 1 0 1 0 1 1 0 1 [¢] C o d es
1 o 1 o 0 1 1 o 0 1 o 1 o 1 1 o 1 o 1 o 0 1 1 o 0 1 o 1 o 1 1 o 1 o 1

) o 1 1 0 0 1 o 1 ) 1 1 o 1 o 1 [ o 1 1 0 0 1 o 1 [ 1 1 o 1 o 1 ) o 1

[ 1 0 o 1 1 o o 1 [ 1 0 1 1 o 1 [ 1 0 o 1 1 o o 0 1 o 1 o 1 1 o 1 o 1

[ 1 0 o 1 1 o o 1 [ 1 0 1 1 o 1 [ 1 0 o 1 1 o o 1 0 1 0 1 1 o 1 ) 1 0

1 o 1 o 1 0 o 1 1 0 o 1 o 1 o 1 1 o 1 o 1 ) o 1 1 [ o 1 o 1 o 1 1 o 1

[ 1 [} o 1 1 o o 1 [ 1 0o 1 1 o 1 [ 1 0 o 1 1 o o 1 [ 1 0 1 1 o 1 ) 1 0

[ 1 1 o 1 0o 1 o 0 1 1 0 o 1 o 1 [ 1 1 o 1 ) 1 o 0 1 1 ] o 1 o 1 ) 1 1

) 1 [} o 0 1 1 o ] 1 o 1 o 1 1 o 1 o 1 o 0 1 1 o 0 1 o 1 o 1 1 o 1 o 1

(] 1 1 o 0 1 o 1 0 1 1 (] 1 [ 1 o (] 1 1 o 0 1 o 1 0 1 1 0 1 0 1 o [ 1 1

1 o 0o 1 1 ] o 1 0 1 o 1 1 [ 1 o 1 o 0 1 1 0 o 1 0o 1 o 1 1 0 1 o 1 o 0

0 o 1 1 0 0 1 o 1 0 1 1 o 1 o 1 [ o 1 1 0 ) 1 o 1 [ 1 1 o 1 o 1 ) o 1

-
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RollJam
Wireless Vehicle Entry Attack
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< | |

n§n ROI Ijam Samy Kamkar

=

ROLLJAM DEVICE 4J @samykamkar

https://samy.pl/

- |OActive.



https://samy.pl/

Replay “Unlock 1”

Y .Y Y | o)

“Unlock 2” unused code

A/
ﬁNEW CAR! :)

Unlock '

-
1
©2023 10Active, Inc. All riglhts reserved. 24 IOActlve@

Unlock
Lock 1

/N

\4

Lock

oL

&

No further uses

Cé’ . o710
S
: How Rolljam Works Mad
AN
§ Owner Jamming Device Vehicle Hacker (i Q%ﬂ@
= «h » ~—
- =
= W
r P > |
i Unlock 1 Jamming Lock i
1 1
1 1
i - i
' - Capture 1 !
| |
1 [}
| |
! - |- !
ki | Unlock 2 g ” !
X | Jamming Lock |
'S I 1
. 1 !
. :v : d :
; ' - Capture 2 '
| |
| |
1 1
1 1
1 1
1 1
1 1
| |
1 1
1 1
1 1
1
1
1

Y

Replay “Unlock 2”

\ 4




’ How Rolljam Works (continued)

2¥ #HITB2023AMS

ATTACK METHODOLOGY

Jamming + listening signal 1 £\ L

ol [
Jamming + Iistening Signal 2 u“!‘f“-.‘*ﬁl‘v\«‘d\‘-tr-.,f\\xfk.{'w ! |“~J|“lk It;' e ‘,‘L V]JL\-]"I'\
Stop the jamming device + Receive
send signal 1 Window

Signal 2 valid to use © 433.750 "\ 433575 ;4 o0  434.1

-
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#HITB2023AMS

Sample rate
RF gain
IF gain (_*

Freq St

BBgain |~

Executing Rolljam

Jammer

433952000 O

Ban Wi L T T T T i

Frequency Display

Relative Gain
(dB)

5E m Data 0
20 3
-40

T
425.000

[JMaxHold e

[] Min Hold

(M Display RF Frequencies

window: | Blackman-harris

T T T
430.000 435.000 440.000
Frequency (MHz)
Average

~

0

FFT Size: | 1024 %

%7<4Q

\,-\/

-
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Executing Rolljam

#HITB2023AMS

Jammer

. Jammer Gen =t X

Hopping Program

Sample rate
RF gain

IF gain
Freq 433952000 O

BB gain

Bandwidth

|
| Frequency Display

SR [ e s e L e T

Relative Gain
(dB)

T T T
425.000 430.000 435.000 440.000
Frequency (MHz)

) Max Hold Average

> 4

p [J Min Hold 0 <
b«/“ Display RF Frequencies FFT Size: 1024 v
‘f 4 Window: | Blackman-harris v

-
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#HITB2023AMS

Sample rate

RF gain

IF gain

Freq

BB gain

Bandwidth =

Frequency Di

A
S S o
Ll

Relative Gain
(dB)

[[J Max Hold

[CJ Min Hold

File

Edit View Run Tools Help

Executing Rolljam

jam.grc - /home/kali/Desktop/CleverJAM/sources

e
D-B-4Lx BE X5 ©o @9 vV S A mE QC
Options. QT GUI Range QT GUI Range QT GUI Range QT GUI Range QT GUI Range QT GUI Range
Output Language: Python Id: f_gain 1d: cent_freq 1d: f_gain 1d: bb_gain 1d: sample_rate ¥d: bandwidth
Generate Options: QT GUU Label: IF gain Label: freq Label: RF gain Label: 88 gain Label: Sample rate Label: Bandwidth

Default Value: 10 Default Value: 433 9521 Default Value: 10 Default Value: 10 Default Value: 1M Default Value: 20M
Start: 10 Start: 10M Start: 10 Start: 10 Start: 1M Start: 2M

Stop: 60 Stop: 60 Stop: 60 Stop: 60 Stop: 204 Stop: 50

Step: 10 Stap: 500 Stop: 10 Step: 10 Step: 10 Step: 10

XMLRPC Server
Address: localhost

Port: & 888k

Noise Source
Noise Type: Gauszian

‘osmocom Sink
Synet PC Clack
Number Channels: 1
Sample Rate (sps): 1M
Command| Cho: Frequency (Hz): 4339521

Cho: RF Gain (dB): 10
Cho: IF Gain (dB): 10
Cho: BB Gain (dB): 10
Cho: Antenna: 1

Cho: Bandwidth (Hz): 20M

C10: Frequency Corraction (ppm: 0 [

QT GUI Sink

Name:

Center Frequency (Hz): .52M
Bandwidth (Hz): 20M
Update Rate: 10

FET Size: 1024k Il

»
»

] Display RF

Window: | Blac}

Block paths:
Jusr/share/gnuradio/gre/blocks
Jusrflocal folocks

>>> Done

<<< Welcome to GNU Radio Companion 3.8.1.0 >>> d

Loading: “/home/kali/Desktop/CleverjaM/sources/jam.grc”

Imports

Variables

bandwidth <Open Properties>

bb_gain <Open Properties>
cent_freq  <Open Properties>
if_gain <Open Properties>
f_gain <Open Properties>

X X X X X + +

» ADS-B
» AoA
w Core

Audio

Boolean Operators
Byte Operators
Channelizers
Channel Models
Coding

Control Port
Debug Tools
Deprecated
Digital Television
Equalizers

Error Coding

File Operators
Filters

Fourier Analysis
GUI Widgets
Impairment Models
Industrial 1/0
Instrumentation
1Q Balance

Level Controllers
Math Operators
Measurement Tools
Message Tools
Misc

Modulators
Networking Tools
OFDM

Packet Operators
Peak Detectors
Resamplers

Stream Operators
Stream Tag Tools
Symbol Coding
Synchronizers
Trellis Coding
Type Converters
UHD

©2023 I0Active, Inc. All rights reserved.
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#HITB2023AMS

Executing Rolljam (continued

CleverJAM Trash (31 items)

REILET LR IT replay-jamming-
attack

Computer

Network:

presidencia_wifi
_2:01.cap

RTL-
SDR-20221026 11
81711-433 92...

screen.jpg

simplescreenrec
order-2023-04-1
3_13.04.05.mp4

$ 1234@ =

B replay-jamming-attack

jammer

\a\§
N\
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o
u\gtb‘t‘
A \P \
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\
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\‘u‘
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\
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\
{18 )

&)
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¢
\

N

)

e
It

# irefox - 2 windows

File Actions Edit View Help

Jjammer
kali@kali:

™ simpleScreenRecorder

jammer

hooping




Rollback
Time-Agnostic Re-Synchronization
Replay Attack

CVE-2022-36945
CVE-2022-37305
CVE-2022-37418

IOActive.




’ Original Disclosure

» Presented at Blackhat USA 2022

» Authors: Levente Csikor & Hoon Wei Lim
» US-22-Csikor-RollIBack-A-New-Time-Agnostic-Replay-Attack

» Official paper

» Rollback Paper G
blackhat

2¥ #HITB2023AMS
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https://i.blackhat.com/USA-22/Thursday/US-22-Csikor-RollBack-A-New-Time-Agnostic-Replay-Attack.pdf
https://arxiv.org/pdf/2210.11923.pdf

’ Demo Time

%)
=
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m
=
T
H*

u
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’What Is Rollback Exactly?

2¥ #HITB2023AMS

» Rollback is DIFFERENT than Rolljam

» Don’t need to JAM any signal

» Owner uses the vehicle/key fob as usual
» Vehicle acts as intended, can receive the signals as usual

*‘p‘f‘ > Attack — Re-synchronize the car with used codes
» 2 to 3 codes for resync

Original affected vehicles: Kia, Hyundai, Mazda, Nissan, and Toyota
» New discoveries: censored (2013), censered (2019) and censered (2022)

o
©2023 I0Active, Inc. All rights reserved. 33 IOAalvew




How Rollback Works

#HITB2023AMS

1: Complex Signal ® e e Y-Scale

5_signal_rollback

Noise: 0,0055

Center: 0,1894

Samples/Symbol: 600 <

Error tolerance: 2

Modulation: ASK ~
v

Bits/Symbol: 1

<>

<>

>

<>

&

Autodetect parameters

& 0 selected 0,00ns -codBm T Filter (moving average)

1010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010 '
1001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010
0110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001
1001010110101001100101011010100110010101101010001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011
0010101101010011001010110101001100010101101010011001010110101001100101011010100110010101011010011001010101101010100110100110100110001010110010101100110100110010101011010100101010
1011010100110011001100110010101101001011010101001 [Pause: 2912896 samples]

> 1010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100011001010110101001100101011

Signal view: Analog

Show dataas  Bits

> Bag of 5 old codes

-
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How Rollback Works

#HITB2023AMS

1: ComplexSignal |®| @ @ Re-Synchronization | Y-Scale
5_signal_rollback

Noise: 0,0055 <

Center: 0,1894 <

Samples/Symbol: 600 <

Error tolerance: 2 2

Modulation: ASK ~

Bits/Symbol: 1 <

Autodetect parameters

& 0 selected 0,00ns -codBm T Filter (moving average)

1010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010 '
1001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010
0110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001
1001010110101001100101011010100110010101101010001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011
0010101101010011001010110101001100010101101010011001010110101001100101011010100110010101011010011001010101101010100110100110100110001010110010101100110100110010101011010100101010
1011010100110011001100110010101101001011010101001 [Pause: 2912896 samples]

~ 1010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100011001010110101001100101011

Signal view: Analog

Show dataas  Bits

> Replay the first 2 codes

-
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How Rollback Works

#HITB2023AMS

1: ComplexSignal |®| @ @ Re-Synchronization | Open Signal | JaScale
5_signal_rollback

Noise: 0,0055 <

Center: 0,1894 <

Samples/Symbol: 600 2

Error tolerance: 2 2

Modulation: ASK -~

Bits/Symbol: 1 <

Autodetect parameters

& 0 selected 0,00ns -codBm T Filter (moving average)

1010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010 .
1001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010
0110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001
1001010110101001100101011010100110010101101010001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011
0010101101010011001010110101001100010101101010011001010110101001100101011010100110010101011010011001010101101010100110100110100110001010110010101100110100110010101011010100101010
1011010100110011001100110010101101001011010101001 [Pause: 2912896 samples]
1010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100011001010110101001100101011

Signal view: Analog

Show data as Bits.

> Replay the first 2 codes

» The vehicle is unlocked with the next code sent, the counters return to this state

-
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How Rollback Works

#HITB2023AMS

1: Complex Signal ® e e Vehicle Y-Scale
5_signal_rollback unlocks,
Noise: 0,0055 s / counters
rolled back
ter: 0,1894 < -
Center V n to this state.
Samples/Symbol: 600 <
Error tolerance: 2 <
Modulation: ASK &
Bits/Symbol: 1 <

Autodetect parameters

& 0 selected 0,00ns -codBm T Filter (moving average)

1010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010 '
1001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010
0110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001
1001010110101001100101011010100110010101101010001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011
0010101101010011001010110101001100010101101010011001010110101001100101011010100110010101011010011001010101101010100110100110100110001010110010101100110100110010101011010100101010
1011010100110011001100110010101101001011010101001 [Pause: 2912896 samples]

> 1010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100011001010110101001100101011

Signal view: Analog

Show dataas  Bits

> Replay the first 2 codes

» The vehicle is unlocked with the next code sent, the counters return to this state

-
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How Rollback Works (continued

#HITB2023AMS

1: ComplexSignal  ® @ @ Re-Synchronization | Open Signal | Y-Scale
5_signal_rollback 1

Noise: 0,0055 - 2

Center: 0,1894 -

Samples/Symbol: 600

Error tolerance: 2 <

Modulation: ASK &~

Bits/Symbol: 1 <

Autodetect parameters L Re-Synchronization Il Re-Synchronization Il

& 0 selected 0,00ns -codBm 77 Filter (moving average) L
1010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010 .
1001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010
0110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001

Signal view: Analog (<] 1001010110101001100101011010100110010101101010001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011

P 0010101101010011001010110101001100010101101010011001010110101001100101011010100110010101011010011001010101101010100110100110100110001010110010101100110100110010101011010100101010
. ’ﬂ @ Show dat Bt 1011010100110011001100110010101101001011010101001 [Pause: 2912896 samples]
o ow data as its > 1010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100011001010110101001100101011

> Send intercalated signals, in this case 2 and 4, to re-synchronise
the vehicle

-
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How Rollback Works (continued

1: ComplexSignal ® @ @ Re-Synchronization | Open Signal | Vehicle unlocks, | Y-Scale
counters rolled

#HITB2023AMS

5_signal_rollback 4 5 "

2 back to this
Noise: 0,0055 S state.
Center: 0,894 S

Samples/Symbol: 600

Error tolerance: 2 <

Modulation: ASK &

Bits/Symbol: 1 <

Autodetect parameters L Re-Synchronization Il Re-Synchronization Il Open Signal Il

& 0 selected 0,00ns -codBm 77 Filter (moving average) L
1010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010 .
1001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010
0110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001

Signal view: Analog (<] 1001010110101001100101011010100110010101101010001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011

P 0010101101010011001010110101001100010101101010011001010110101001100101011010100110010101011010011001010101101010100110100110100110001010110010101100110100110010101011010100101010
. ’ﬂ @ Show dat Bt 1011010100110011001100110010101101001011010101001 [Pause: 2912896 samples]
o ow data as its > 1010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100011001010110101001100101011

> Send intercalated signals, in this case 2 and 4, to re-synchronise
the vehicle

> Rollback on signal 5

-
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How Rollback Works (continued

#HITB2023AMS

1: ComplexSignal ® @ @ Vehicle unlocks, j Y-Scale
counters rolled
5_signal_rollback 4 5 .
plojlonger back to this

2 T
Noise: 0,0055 2 / valid state.

Center: 0,1894 = n

Samples/Symbol: 600 G

Error tolerance: 2 <

Modulation: ASK &

Bits/Symbol: 1 <

Autodetect parameters L Re-Synchronization Il Re-Synchronization Il Open Signal Il

& 0 selected 0,00 ns -00 dBm ] Filter (moving average) L
1010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010 '
1001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010
0110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001

Signal view: Analog 1001010110101001100101011010100110010101101010001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011

M 0010101101010011001010110101001100010101101010011001010110101001100101011010100110010101011010011001010101101010100110100110100110001010110010101100110100110010101011010100101010
. ’ﬂ @ Show dat Bits 1011010100110011001100110010101101001011010101001 [Pause: 2912896 samples]
o ow data as ~ 1010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100110010101101010011001010110101001100101011010100011001010110101001100101011

> Send intercalated signals, in this case 2 and 4, to re-synchronise
the vehicle

> Rollback on signal 5

> Red sync no longer valid

-
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’ Rollback

> |s it possible to carry out a rollback

SV #HITB2023AMS

|

attack on different days? ———

> |s it possible to execute the attack with
obsolete codes collected on different
days?

NG
AR2A) B S

WA i e —
vv ’}{2“ F‘,Ty{; s A

£
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’ Rollback
> |s it possible to carry out a rollback /!
attack on different days? ———
> |s it possible to execute the attack with
obsolete codes collected on different
1 11 days?
¥ = > Perform Rollback on different days

» Perform Rollback on a run of 50 old
codes

a7y #HITB2023AMS

-
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Rollback Principles

2¥ #HITB2023AMS

We do not need jamming

Signals do not need to be sequential
» In some cases they need to be strictly sequential

Signals persit over time

Loose, strict, and timeframes

u
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oY #HITB2023AMS

Rollback: First New Scenario =7

<5, | Center:

¢

“‘. Samples/Symbol:
>

>4 . | Error tolerance:

* Modulation:

2: Complex Signal G) 6 6

4 signals_rollback_days_diff

0,0055
0,0692
1600

95

PSK e

> Bag of 20 old codes

-
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@ \\\ A~
Q)
5 \Fj S ( I/)i
| P
¢ (B8 Rollback: First N i ()
& OolipacCK: rIrst New ocenario =
A —~\
= =
=
I
N o
Is)
N 2: ComplexSignal | @ @
i | | signats_rollback_days_ditt 1 2 3 4 5 6 7 8 9 10 1 12 13 14 15 16 17 18 19 20
4 Noise: 0,0055 <
\\é Center: 0,0692 & I' Il l'
51| samples/symbol: 1600 2 Il I' Il Il
4. | Errortolerance: 95 <
A3 Modulation: PSK &~

> Bag of 20 old codes
> Five days of grabbing

-
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Rollback: First New Scenario

oY #HITB2023AMS

2: Complex Signal ® 6 0
. 4 signals_rollback_days_diff 1 7 19 Open
i d | noice: 0,0055 2 /
o) | Center: 0,0692 S I' Il IF Il I' Il Il
' Samples/Symbol: 1600 2
» A.\ Error tolerance: 95 v Day 1 Day 2 Day 5
| | Modulation: PSK -~

> Bag of 20 old codes
> Five days of grabbing
> Replay 1, 7, and 19 — Open

-
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#HITB2023AMS
By
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O

Ho

2: Complex Signal ) @ @

signals_rollback_days_diff 1 7 14

Noise: 0,0055 <

Center: 0,0692 < “ “ Il “ “_“_“_“7
Samples/Symbol: 1600 2

Error tolerance: 95 G Day 1 Day 2 Day 3

Modulation: PSK e

> Replay 1, 7, and 14

-
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oY #HITB2023AMS

Rollback: First New Scenario (continued)

AO)

/
Ve
O
}\im:\.»fl]
I~ )
O—~4)

\\ ~N
l}é{f\‘/ (=)

( pri
' \J[\

C
Ul

f&:}: —

Ho

2: Complex Signal &) @ @

signals_rollback_days_diff

Samples/Symbol: 1600

Error tolerance:

Modulation:

0,0055

0,0692

95

PSK &~

Day 1

Day 2

14 /GoHome
NIRRT .
Day 3

> Replay 1, 7, and 14 — Go Home

-
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2: ComplexSignal ) @ @

signals_rollback_days_diff 1 7 14 / Go Home

Noise: 0,0055 < /

Center: 0,0692 < “ “ Il “ ll l' ll I'
Samples/Symbol: 1600 2

Error tolerance: 95 < Day 1 Day 2 Day 3

Modulation: PSK e

-
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#HITB2023AMS
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> Even signal: 1
» Odd signal: 2

-
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> Evensignal: 1 » Displacement of the peak
» Odd signal: 2

-
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2¥ #HITB2023AMS

2: Complex Signal G) [ I%]

signals_rollback_days_diff
Noise: 0,0055
Center: 0,0692

Samples/Symbol: 1600

Error tolerance: 95

Modulation: PSK e

> Odd + odd = open
> Even + even = open
> Odd + even = go home

-
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Y #HITB2023AMS

Rollback: Second New Scenario

TIMING TIME :D STRICT SEQUENCE!

2: Complex Signal H ® o 0

3_signal_1.5_rollback

Noise: 0,0055

Center: 0,102 ° 1.5 seconds 1.5 seconds
Samples/Symbol: 1400 I ny—— 1 § |

Error tolerance: 32

Modulation: ASK P

Bits/Symbol: 1

> 3 different signals

-
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Rollback: Second New Scenario

SV #HITB2023AMS

TIMING TIME :D STRICT SEQUENCE!

2: ComplexSignal H ® @ @
3_signal_1.5_rollback

Noise: 0,0055

> 3 different signals
> Timeframe of 1.5 between signals

A

B
Center: 0,102
<)
. Samples/Symbol: 1400
5 ‘ Error tolerance: 32
,*1; Modulation: ASK >
= - Bits/Symbol: 1
]
Py
K3 g~
S0
e

W
4

£

-
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Rollback: Second New Scenario

SV #HITB2023AMS

TIMING TIME :D STRICT SEQUENCE!

2: ComplexSignal H ® @ @
3_signal_1.5_rollback

Noise: 0,0055

X A Unlock Phase
Center: 0,102 9 5 seconds 5 /
|/ me d & -
Samples/Symbol: 1400 < | !
Error tolerance: 32
Modulation: ASK &

Bits/Symbol: 1

> 3 different signals
> Timeframe of 1.5 between signals

-
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Rollback: Second New Scenario

SV #HITB2023AMS

TIMING TIME :D STRICT SEQUENCE!

2: Complex Signal H ® o 0
3_signal_1.5_rollback
Noise: 0,0055
Center: 0,102
Samples/Symbol: 1400

) " Error tolerance: 32
Modulation: ASK &

- Bits/Symbol: 1

> 3 different signals
> Timeframe of 1.5 between signals

-
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Rollback: Second New Scenario

SV #HITB2023AMS

TIMING TIME :D STRICT SEQUENCE!

2: Complex Signal H ® o 0
3_signal_1.5_rollback
Noise: 0,0055
Center: 0,102
Samples/Symbol: 1400

) " Error tolerance: 32
Modulation: ASK &
Bits/Symbol: 1

> 3 different signals
> Timeframe of 1.5 between signals
> Four days of signal capturing

-
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Rollback: Second New Scenario

SV #HITB2023AMS

TIMING TIME :D HACKED :) STRICT SEQUENCE!

2: ComplexSignal H ® @ @
3_signal_1.5_rollback
Noise: 0,0055
Center: 0,1102
Samples/Symbol: 1400

b W Error tolerance: 32
Modulation: ASK -~
Bits/Symbol: 1

> 3 different signals
> Timeframe of 1.5 between signals
> Four days of signal capturing

> Bag of 50 codes! .
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’Trust the Process

> No methodology
> No a priori indications
> Not access to official documentation

2¥ #HITB2023AMS
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FT
Demo Time } | N@EQ

oY #HITB2023AMS

-
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Demo Time

s¥ #HITB2023AMS
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’Findings

» Modern vehicles still affected
> Jamming is not necessary

> Design flaw in some manufacturers

» Can be "fixed" by vehicle manufacturers with
software/firmware updates

More powerful than we thought

» Repeatable with jumps of up to 50 old codes! %
Depends on code hoping, not days hoping

2¥ #HITB2023AMS

-
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’ Mitigations

Discard old codes used by vehicle manufacturers
Mandatory physical resynchronisation of the RKEs

Precautionary measures for most-based jamming
attacks

Establish anti-jamming technology by manufacturers
(detect jamming of signals for example)

SV #HITB2023AMS

-
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Q&A
THANKSIFOR
I0Active @ YOURATTENTION

» Alfredo Pironti
» Jose Antonio Maldonado

Hack In The Box

Eduardo Arriols (@_Hykeos)
Joel Serna (@JoelSernaMoreno ) =y carios.gomez@ioactive.com
O @cgomezz_23

@ @cgomezquintana

>

2¥ #HITB2023AMS

DONOT/ASK
QUESTIONS.JUST CLAP

-
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