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Who am I?

u Security Researcher @ Forescout
I Focus on OT / loT, embedded systems in general

u Joined Forescout in 2018 via SecurityMatters
I OT-focused cybersecurity vendor

u Previously, researcher @ University of Twente (NL)

u Frequent speaker at security conferences, such as |
Black Hat, DEF CON, CCC, HITB, etc. jos.wetzels@forescout.com

twitter:; @s4mvartaka

https://www.linkedin.com/in/jos-w-61539598/
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Nakatomi (Cyber)space* Architectural elements with
latent potential to enable

u OT has lot of “network crawl space” traversing it in unintended and
i Highly complex systems-of-systems often overlooked ways

u Lot of stuff beyond typical Ethernet networks
i Fieldbus networks (PROFIBUS/NET, CANopen, etc.)
I RF networks (WirelessHART, 900MHz, TETRA WAN)
i PTP links to 3@ party systems

u Often complete lack of visibility
I Perimeters at this level often unacknowledged

I Little awareness of possibility for maneuver

I No ability to detect activity

* https://bldgblog.com/2010/01/nakatomi-space/




Deep Lateral Movement Focus
East-West @ L]

Local HMIs “‘Deep downstream”
Level 2 HE EWS
Area Supervisory D000 == |2 Servers (App/DB)
Gateway
1 = ce Examples
() .
- | RTUS Nested Fieldbus
200000
IEDS ' i
CIO|  pested O (1) | Industrial Wireless
000800  ryaldbus 5555338 Industrial 3rd
Level 1 ‘ CJO| wireless
eve I | ano?ub ((p)
control 299900 999990 |
% % ." 379 party O

packaged unit

000000

Different Networks

Level 0 Sensors Non-routable (PTP)
Process EE] ”ﬂﬁ% @ actuators Non-IP (serial, RF)

B Field Devices

299999

safety LIO] SIS

0000060




