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Computer Architecture
e CPU, memory, kernel mode & user mode

Drivers
e Hardware & software kernel drivers

Kernel Malware
e A true attack, which we will also carry out

Development / Exploitation
¢ Becoming the APT
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COMPUTER ARCHITECTURE 101

—

0x82AD1000 0x70
Virtual memory int 0x82AD1001 0x61
= Jlsass.exe 4 bytes 0x82AD1002 0x73
0x82AD1003 0x73
. 0x82AD1004 0x00

Virtual
frax] Memory 0x82AD1005 0x00

mov rax rax

: . : 0000 0x82AD1006 0X00

rax contains address of some LSASS credential ——
0x82AD1007 0x00
0x82AD1008 0x00
0x82AD1009 0x00
0x82AD100A 0x00
0x82AD100B 0x00
0x82AD100C 0x00

0x82AD100D 0x00
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COMPUTER ARCHITECTURE 101

—

0x82AD1000 0x00
Virtual memory int 0x82AD1001 0x00
= my_malware.exe 4 bytes 0x82AD1002 0x00
0x82AD1003 0x00
_ 0x82AD1004 0x00

Virtual
frax] Memory 0x82AD1005 0x00

mov rax rax

. d : 0000 0x82AD1006 0x00

rax contains address of some LSASS credential ——
0x82AD1007 0x00
0x82AD1008 0x00
0x82AD1009 0x00
0x82AD100A 0x00
0x82AD100B 0x00
0x82AD100C 0x00

0x82AD100D 0x00
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COMPUTER ARCHITECTURE 101

ohysical memory

= lsass.exe 0x82AD1000 0x70 0x11AF0000 0x00
int 0x82AD1001 0x61 O0x11AF0001 0x00
4 bytes 0x82AD1002 0x73 0x11AF0002 0x70
0x82AD1003 0x73 0x11AF0003 0x61
0x82AD1004 0x00 0x11AF0004 0x73
Virtual
Memory 0x82AD1005 0x00 . Ox11AF0005 0x73
|

— ] DDDD 0x82AD1006 0x00 0x11AF0006 0x00

ASS credential TT—TTTT
0x82AD1007 0x00 0x11AF0007 0x00
0x82AD1008 0x00 0x11AF0008 0x00
0x82AD1009 0x00 0x11AF0009 0x00
0x82AD100A 0x00 0x11AFOO0A 0x00
0x82AD100B 0x00 0x11AFO00B 0x00
0x82AD100C 0x00 0x82AD100C 0x00
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COMPUTER ARCHITECTURE 101

ohysical memory

= my_ma lware.exe 0x82AD1000 0x00 Ox11AF0000 0x00
int 0x82AD1001 0x00 O0x11AF0001 0x00
4 bytes 0x82AD1002 0x00 0x11AF0002 0x70
0x82AD1003 0x00 O0x11AF0003 0x61
. 0x82AD1004 0x00 0x11AF0004 0x73
Virtual
| Memory 0x82AD1005 0x00 0x11AF0005 0x73
— ] DDDD 0x82AD1006 0x00 0x11AF0006 0x00
ASS credential TT—TTTT
0x82AD1007 0x00 0x11AF0007 0x00
0x82AD1008 0x00 B 0x11AF0008 0x00
0x82AD1009 0x00 0x11AF0009 0x00
0x82AD100A 0x00 0x11AF000A 0x00
0x82AD100B 0x00 _ Ox11AF000B 0x00
0x82AD100C 0x00 0x82AD100C 0x00
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Windows Memory Mapping

COMPUTER ARCHITECTURE 1 Runs in kernel mode
Lot e
0x82AD1000 0x00 0Ox11AF0000 0x00
0x82AD1001 0x00 Ox11AF0001 0x00
0x82AD1002 0x00 B Ox11AF0002 0x70
0x82AD1003 0x00 Ox11AF0003 Ox61
0x82AD1004 0x00 Ox11AF0004 0x73
0x82AD1005 0x00 . Ox11AFO005 0x73
0x82AD1006 0x00 Ox11AF0006 0x00
0x82AD1007 0x00 Ox11AF0007 0x00
0x82AD1008 0x00 B 0x11AF0008 0x00
0x82AD1009 0x00 0x11AF0009 0x00
0Ox82AD100A 0x00 Ox11AF000A 0x00
0x82AD100B 0x00 __ Ox11AF000B 0x00
0x82AD100C 0x00 0x82AD100C 0x00

Ox82AD100D 0Ox00 NveIAND10N0N NvON
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COMPUTER ARCHITECTURE 101

User mode to kernel mode

EXE

mimikatz

&

10
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COMPUTER ARCHITECTURE 101

User mode to kernel mode

KERNEL32.dll
EXE OpenProcess

mimikatz

&
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COMPUTER ARCHITECTURE 101

User mode to kernel mode

KERNEL32.dll
OpenProcess

EXE

mimikatz

&j NTDLL.dII
NtOpenProcess

Icon(s) from Icons8
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COMPUTER ARCHITECTURE 101

User mode to kernel mode

KERNEL32.dll
OpenProcess

EXE

mimikatz

&j NTDLL.dII

NtOpenProcess
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USER MODE

v

KERNEL MODE

Syscall table
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COMPUTER ARCHITECTURE 101

User mode to kernel mode

KERNEL32.dll
OpenProcess

EXE

mimikatz

&j NTDLL.dII

NtOpenProcess
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USER MODE

v

KERNEL MODE

Syscall table

NtOsKrnl.exe
NtOpenProcess

14
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COMPUTER ARCHITECTURE 101

User mode to kernel mode

KERNEL32.dll
OpenProcess

EXE |

mimikatz

&

NTDLL.dII

NtOpenProcess

KERNEL32.dll P
ReadProcessMemory h
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A\ 4
a

USER MODE

A 4

KERNEL MODE

Syscall table

NtOsKrnl.exe
NtOpenProcess
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COMPUTER ARCHITECTURE 101

User mode to kernel mode

KERNEL32.dlIl

mimikatz

y NTDLL.dII

A\ 4
a

NtOpenProcess
KERNEL32.dIl )
ReadProcessMemory h
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USER MODE

A 4

KERNEL MODE

Syscall table

Administrative rights?
Process is not protected?

NtOsKrnl.exe

NtOpenProcess

16
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= MmMaploSpace function (wdn X -+

& G ) https://learn.microsoft.com/en-us/windows-hardware/drivers/ddi/wdm/nf-wdm-mmmapiospace

Windows Hardware Developer Explore v Downloads v Windows Driver Kit samples Resources v

N¢ Filter by title

/ Windows / Windows Drivers / APl / Kernel / Wdm.h /

Kernel
Aux_klib.h
loaccess.h
lointex.h
Miniport.h
Ntddk.h
Ntddsfio.h
Ntddsysenv.h
Ntifs.h
Ntintsafe.h
Ntpoapi.h
Ntstrsafe.h
Pcivirt.h
Pep_x.h
Pepfx.h

! Download PDF

MmMaploSpace function
(wdm.h)

Article »+ 01/13/2023 + 2 minutes to read ¢y Feedback

The MmMaploSpace routine maps the given physical address range to nonpaged
system space.

Syntax

C++

PVOID MmMapIoSpace(
[in] PHYSICAL_ADDRESS PhysicalAddress,
[in] SIZE_T NumberOfBytes,
[in] MEMORY_CACHING_TYPE CacheType

);

. o
Dashboard
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DRIVERS 101

Hardware drivers

User

5L

Icon(s) from Icons8

\ 4

Peripherals

KERNEL

\4

=

Computer

DRIVER l

KERNEL

\4

\4

=

DRIVER l

|

18
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DRIVERS 101

Software drivers

Firmware update utility

‘Q Dell Command | Update

Computer
Selected Updates (2 of 2; 63.1 MB)

User

OpthteX 7050 | Critical Updates (1 of 1: 17.3 MB) KERNEL
Service Tag: — DRIVER

¥| Recommended Updates (1 of 1; 45.8 MB)
Last Check: 2:38 PM Today

Last Update: 5:11 PM 10/23/2018

Update History
System Information

Activity Log

| Automatically restart system (when required)

CUSTOMIZE

(% Give us your feedback

Icon(s) from Icons8

)
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DRIVERS 101

Input/output control codes (IOCTL's)

Firmware update utility

Computer
I ——— > Input/output control code (IOCTL)
P 0x8000400C: Read firmware status
Selected Updates (2 of 2; 63.1 MB) -
OptiPlex 7050 ) Crtcal Updstes (1 of 1; 173 MB) KERNEL @
= DRIVER
Input/output control code (IOCTL) E
0x8000500D: Update firmware to given binary f

Note: These IOCTLs are fictional

Icon(s) from Icons8 20
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Input/output control codes (IOCTL's)

Firmware update utility

Input/output control code (IOCTL)
Tt Dell Command | Update vases 0x8000500D: Update firmware to given binary

char *x data

| size t size

HANDLE handle = CreateFile("\\\\.\\dbutil 2_3", ...)

0x1000;

OptiPlex 7050

DevicelIoControl(handle, 0x8000500D, data, size, ...)

) Automaticly restart ystem whn recied) Computer

\ 4

KERNEL <f>
DRIVER )
==

Note: This example is fictional
Icon(s) from Icons8
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DRIVERS 101

Switch statement of supported IOCTL's in driver source code

void IRP_MJ_DEVICE_CONTROL (DEVICE_OBJECT* device, IRP* irp) {
DeviceIoControl* IoControl = irp->Tail->CurrentStackLocation->DeviceIoControl;
VOID* UserBuffer = irp->Associated Irp->SystemBuffer;

When someone calls DeviceloControl(...) switch (IoControl->IoControlCode) {
case 0x8000400C:
_ | KERNEL UserBuffer readFirmwareStatus();
"1 DRIVER 5<—> break;
case 0x8000500D:

writeFirmware(UserBuffer);
break;
case Ox8000600E:
break;
default:
puts("Unknown IOCTL");

Note: These IOCTLs are fictional

Icon(s) from Icons8 22
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Waiting for Intel(R) ME FW Update to complete

Flash Progress s Emm—— 84%
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Installation

= Driver signing useful for threat actors,
but probably not for red teams.

= |n this lab we'll exploit an existing driver instead!
dbutil_2_ 3.sys

24
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A TRUE ATTACK (2021)

Lazarus
{4zpR0° Phishing
operations

XK

=

Phishing
message

Research by ‘ es

Computer of an aerospace company in the Netherlands

WH] g

Malware

|

C&C

Icon(s) from Icons8

(D)
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A TRUE ATTACK (2021)

Research by ‘ es|eT ’

Computer of an aerospace company in the Netherlands

Lazarus
£42pRV° Phishing Phishing
operations message Malware
C&C
I > C:\

I~

Install vulnerable driver
& disable defensive measurements

Icon(s) from Icons8

_ | dbutil_
“12 3.sys

26
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EXERCISES

Icon(s) from |cons8 Download the exercise files at https://tij.me/exercise1l-good-luck.zip
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PROGRAMMING j

Com plllng C files x64 Native Tools Command Prompt for VS
2022
1. Start “x64 Native Tools Command Prompt For VS” 1

x64 Native Tools Command

Prompt for VS 2022 " Open

App

Run as administrator
. Open file location
2. Compile your code

Pin to Start

cl.exe <filename.c> 2 pin to taskbar

| Uninstall

Icon(s) from |cons8 Download the exercise files at https://tij.me/exercisel-good-luck.zip, easy mode cheatsheet at https://tij.me/exercise-cheatsheet.pdf 28
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BECOMING THE APT

Exercise 1 |25 min ©

1
2
3.
4

Icon(s) from Icons8

Boot your virtual machine (64-bit Windows 10).

Download the exercise files at tij.me/exercisel-good-luck.zip.

Enable LSASS PPL by running enable-lsass-ppl.reg.

Install the vulnerable driver.

sc.exe create dbutil_2_3 binPath= "c:\dbutil _2_3.sys" type= kernel start= auto
sc.exe start dbutil_2_3

Reboot your virtual machine.
#protip: create a snapshot you can revert to.

Find the driver device name using WinObj (sysinternals).

Compile exercisel.c and use it to open a handle to the driver.

x64 Native Tools Command Prompt f

x64 Native Tools Command
Prompt for VS 2022

App

== pin to Start
<= pin to taskbar

| Uninstall

Download the exercise files at https://tij.me/exercisel-good-luck.zip, easy mode cheatsheet at https://tij.me/exercise-cheatsheet.pdf 29
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DEBUGGING Start debugging

Debugging the kernel using WinDBG =
=/ Launch executable SRS Local
1. Enable debugg|ng mOde. E; ‘ No debugger configur
. Launch executable (advanced) A e g
bcdedit.exe —debug on - Supports Time Travel Debugging

. . Attach to process
2. Reboot your virtual machine. Supports Time Travel Debugging

#protip: create a snapshot you can revert to.
| Open dump file

3. Start WinDBG (sysinternals) as administrator.
4 Open trace file

*_ :; Connect to remote debugger

'. Connect to process server

u Attach to kernel

Launch app packaae

Icon(s) from |cons8 Download the exercise files at https://tij.me/exercisel-good-luck.zip, easy mode cheatsheet at https://tij.me/exercise-cheatsheet.pdf 30
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DEBUGGING

Calling convention

sub_15294 proc near
1. Suppose we perform a memmove.

memmove (voidx dst, voidx src, size_t len);

2. Then:

rcx = <dst>
rdx = <src>
r8 = <length>
call memmove

.ignore

rO4+

], rax .unk2
[rbx+

]
2
+ rax .unkl
+
>

~ax

short loc_152E1

Icon(s) from Icons8
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REVERSING KERNEL
DRIVER DEMO

Icon(s) from |cons8 Download the exercise files at https://tij.me/exercise1l-good-luck.zip, easy mode cheatsheet at https://tij.me/exercise-cheatsheet.pdf
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RecycleBin

‘Microsoft
g

A

32

Activate Windows
Go to Settings to activate Windows.
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BECOMING THE APT

Exercise 2 |45 min ©

1. Download the exercise file at tij.me/exercise2-you-can-do-it.c.

2. Use IDA Free to reverse the vulnerable driver.
2.1. Find the I/O control code (IOCTL) callback function. ® Windows Secuity

2.2. Find the given vulnerable IOCTL numbers. S ———
3. Adjust exercise2.c to interact with the IOCTL (legitimately). O i Aabahad

details.

Dismiss

"7 o

: : .
Aa Bl TO% 50nm "

34
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WINDOWS KERNEL 101

You can find most structs on vergiliusproject.com

EPROCESS (System) EPROCESS (LSASS)

KPROCESS PCB; KPROCESS PCB;
PVOID UniqueProcessld = 4; PVOID UniqueProcessld = 1279;
ﬂ LIST_ENTRY ActiveProcessLinks; <« ... <> LIST_ENTRY ActiveProcessLinks;

EX_FAST_REF Token; EX_FAST_REF Token;
FILE_OBJECT *ImageFilePointer; FILE_OBJECT *ImageFilePointer;
UCHAR ImageFileName = “System”; UCHAR ImageFileName = “Lsass.exe”;
PS_PROTECTION Protection; PS_PROTECTION Protection;

Size: up to 2624 bytes Size: up to 2624 bytes

Note: some fields have been omitted Note: some fields have been omitted

» .. «— Current process < > ... <

Icon(s) from Icons8
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WINDOWS KERNEL 101

You can find most structs on vergiliusproject.com

typedef struct _LIST_ENTRY {

struct _LIST_ENTRY xFlink;
struct _LIST_ENTRY xBlink;

} LIST_ENTRY, *PLIST_ENTRY, PRLIST_ENTRY;

Icon(s) from Icons8
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g KD ", Local Connection - WinDbg 1.2210.3001.0 (Administrator)
Home View Breakpoints Time Travel Model Scripting Source Memory Comm

" } {J StepOut %'} Step Out Back Q O Restart ouch 0 E
10101
{*) Stepinto  {*} Step Into Back _ i

B Stop Debugging

Break Go Go Settings Source |Assembly| Local Feedback
s w Step Over Vrﬁ Step Over Back pack A Detach Help~ Hub
Flow Control Reverse Flow Control End Preferences Help

Command X

Microsoft (R) Windows Debugger Version 10.0.25200.1603 AMD64
Copyright (c) Microsoft Corporation. All rights reserved.

Connected to Windows 1@ 19041 x64 target at (Sat Apr 15 15:35:51.€49 2623 (UTC + 2:00)), ptr64 TRUE
Symbol search path is: srv*

Executable search path is:

Windows 1@ Kernel Version 19841 MP (4 procs) Free x64

Product: WinNt, suite: TerminalServer SingleUserTS

Edition build lab: 19841.1.amd64fre.vb_release.1912086-1486

Machine Name:

Kernel base = @xfffff800 53000000 PsLoadedModuleList = exfffff800@ 53c2a29@

Debug session time: Sat Apr 15 15:35:52.628 2023 (UTC + 2:08)

System Uptime: @ days ©:04:41.610
nt!_eprocess
+0x0800 Pcb : _KPROCESS
+9x438 ProcesslLock ¢ _EX_PUSH_LOCK
+0x440 UniqueProcessId : Ptr64 Void

0 fowapy si5163y Aquassesig

Icon(s) from |cons8 Download the exercise files at https:,

ou-can-do-it.c, easy mode cheatsheet at https://tij.me/exercise-cheatsheet.pdf
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BECOMING THE APT

Exercise 3 |20 min + your own time &)

1.
2.

Icon(s) from Icons8

Download the exercise file at tij.me/exercise3-final-boss.c.

Understand the vulnerability.

Adjust exploit.c to exploit the vulnerability.
2.1. Find PsInitialSystemProcess.

2.2. Iterate over all other EPROCESS's.

2.3. Identify which EPROCESS is LSASS.

2.4. Disable Protected Process Light on LSASS.

Use ProcDump to dump LSASS!

procdump —-ma lsass.exe lsass.dmp

* Windows Security
Windows Security
Threats found
Microsoft Defender Antivirus found threats Get

details.

Dismiss

"7 .
E::’ D™ 2 @

na
~ e e

Download the exercise files at https://tij.me/exercise3-final-boss.c , easy mode cheatsheet at https://tij.me/exercise-cheatsheet.pdf
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