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Simple file enumeration in C



Show code









When will machines enslave mankind?
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A malicious playground
polymorphic cat

Polywhat???

PoC || GTFH && alternatives

AIs, generation models,
filters, tokens && stuff

Agenda

ChattyCaty

Polymorphic code

Demos & Future

Generative AI

 



Generative AIs
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Chatbots







GPT Models



Models cont.



Models cont.



GPT-3.5-turbo





Filters





Bypassing Filters





Text-Davinci-003







And for the thing that matters





Text-Davinci-003 for the win



Tokens



Tokenizing examples



Price



210 tokens = 0.005$



Temperature



GPT-4



Polymorphic Code
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Polymorphic malware



Encryption & Obfuscation Approach



Virlock



Polimorphic malware



Virtual Machine Packers Approach



Polymorphic Engine



Not so much as a PoC level





Prompt Engineering & Context





Chatty Caty
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What?



How?



C&C

Malware/AgentValidator



C&C

Malware/AgentValidator



C&C

Malware/AgentValidator



C&C

Malware/AgentValidator



Challenges



Challenge I



Scripting Language!



Python



Cross-platform



Make it polymorphic



Challenge ||



Validation Scenarios



Challenge |||



Challenge ||



Dependencies



Install Modules on the Fly



The Davinci Bug





Demo time
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Demo time
04



We didn’t fuck up!



Problems



Where to now?



Improving the code



Creating a bank



Finding new bugs



Mitigation



GPT Alternatives













OpenAI doesn’t care about our needs



Regulation



Closing words



“The Real risk with AI isn't 
malice, but competence.”
Stephen Hawking
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  @EranShimony              @OmerTsarfati 

Blog postChattyCaty Repo


