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Active Directory (AD) Overview

and What is Operation Security
(OPSEC)?
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Active Directory

Active Directory (AD) is a directory service developed by Microsoft for
Centralized Domain Management Initially

Nowadays, Active Directory became an umbrella title for a broad range of directory-based identity-
related services

Key features in Active Directory: Lightweight Directory Access Protocol (LDAP) versions
2/3, Microsoft's version of Kerberos, and DNS

Many companies use Active Directory for Single Sign-On(SSO),
which allows internal services such as site, email access and other servers to
authenticate users is based on AD

txOne
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Blue Team:

We are aware of the importance of Active Directory and try to take
some corresponding actions to detect and prevent AD attacks

) ne



Red Team:
We have Operation Security (OPSEC)

“Determine if friendly actions can be observed by enemy intelligence
that could compromise the operation”
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OPSEC Approach for Active Directory Attacks

The three OPSEC steps for AD can be:
1. Enumerate the security posture of the target
2. Enumerate possible detection indicators for tradecraft used
3. Attempt to make these indicators align the baseline for detection prevention

__________________________________________________________________________________________________________

i * As there can be multiple methods for a specific abuse primitive, we can always
OPSEC i choose the one that has fewer indicators for detection

. . . * Most Attacks in Active Directory are in a form of abuse primitive
MISCOHfIgu ration * The detection is heavily based on the behavior

e Attack Action performed must be considered for the risk of being detected
* Once the Blue Team is alerted, the campaign is mostly burn
* Indicators should be avoided as must as possible

txOne
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Attack Path | Overview

From Kerberoasting to Group Policy Abuse for Ransomware Infection

. . Dump Ticket from DNSAdmins Group Policy Abuse to
Kerberoasting Pass the ticket . . . .
Logon Session Group Privilege Ransomware Infection
@ I> @ I> E I> [ I> — I> L TIT
[ ) [ =1 [ . = = :”
=
Attacker Domain Service Account Domain Computer Domain User Domain Controller Domain Computers
MSSQL_SVC MSSQLO1 Alicia.anne corp.local P
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Kerberos Authentication Overview

e Authentication Server (AS)
¢ Ticket Granting Service (TGS)

dc01.txone.corp.local

Domain Controller

pcO1.txone.corp.local app01l.txone.corp.local
User Application Server

txOne
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Attack Path Preview - Kerberoasting

When we want to use a service, the service ticket is requested first and
presented to the service for access (TGS-REQ/REP)

The portion of the service ticket is encrypted by

as the key that is prone to attack
The attacker brute force the password by attempting to decrypt the encryption part
Service tickets that are abused in kerberoasting are often in RC4 encryption type

Attack Procedures
Enumerate user account with SPN set
Perform TGS request for the target service ticket
Brute Force the encryption part of the ticket for the service account password
This step is done in the attacker’s local machine and will not be considered for OPSEC

txOne
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Attack Path Preview - Pass the Ticket

Attackers use stolen/forged Kerberos tickets to authenticate as a domain
account and access the system

Attack Procedure

Obtain a ticket through various means

Use stolen password hash
Forged Golden(TGT)/Silver(Service) ticket
Dumped TGT/Service ticket

(Windows) Import this obtained TGT/Service Ticket into the logon session to
impersonate the target user and access a service

(Linux) Directly supply obtained TGT/Service Ticket to impersonate the target user
and access a service

txOne

TXOne Networks | Keep the Operation Running networks



DNS Server Management Protocol

DNS Server Management Protocol is on top of Microsoft Remote Procedure Call (RPC),
and contains methods to
UUID is 50ABC2A4-574D- 40B3-9D66-EE4FD5FBAQ76

One of the DNS operations, the ServerLevelPluginDIl, allows the DNS to have a custom
plug-in using a function

For resolving name queries that are outside the scope of all locally hosted zones
e.g. non-domain joined Linux machine
3.1.4.1 R_DnssrvOperation (Opnum 0)

Article = 08/11/2021 « 79 minutes to read & Feedback

Methods in RPC Opnum Order

The R_DnssrvOperation method is used to invoke a set of server functions specified by pszOperation.

Method Description
LONG R_DnssrvOperation(
R_DnssrvOperation Invokes a specified set of server functions. This method is obsoleted by [in] handle t hBindingHandle,
R_DnssrvOperation2 (Opnum 5) (section 3.1.4.6). [in,Runique;Estring] LS FPESERERTEL 2
[in, unique, string] LPCSTR pszZone,
[in] DWORD dwContext,
Opnum: 0 [in, unique, string] LPCSTR pszOperation,
[in] DWORD dwTypeId,
[in, switch_is(dwTypeId)] DNSSRV_RPC_UNION pData
)s

txOne
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Attack Path Preview - DNSAdmins Group Privilege

When the ServerLevelPluginDlI| feature is configured, the dll path value is
stored in the registry key

KEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\DNS\Parameters\Serv
erLevelPluginDll

the DLL must contain the three functions DnsPlugininitialize, DnsPluginCleanup,
and DnsPluginQuery. Otherwise, the loading will fail

The return integer value must be 0 to indicate the success of function execution

Only after the restart of the DNS service, will the DLL specified in the
registry will then be loaded

If the DLL fails to load for any reason, the DNS service

TXOne Networks | Keep the Operation Running T petworks



Attack Path Preview - Group Policy Abuse

Group Policy has a huge number of settings to manipulate, giving you
several opportunities to compromise machines and users

Possible scenarios you would consider abusing GPO
You compromised a user that has edit right over a GPO
You have Domain Admin(DA) access in the environment, using GPO for persistence

Overall, you are
Add the user to the local administrators group
Add new computer startup script
Edit user logon script

txOne
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Operation Security - Kerberoasting

Before service ticket is requested, attacker will

Possible Detection Indicator
LDAP query that specifically asks for user accounts with SPN set

OPSEC Actions

Search LDAP entire users and filter them manually for having SPN set
Request specific target service target later

Event Properties - Event 30, LDAP-Client
General Details

O Friendly View @ XML View

Get-DomainUser | ?{S_.serviceprincipal -ne Snull}

- <Event xmins="http://schemas.microsoft.com/win/2004/08/events/event">
+ <System>
] - <EventData>
| r —— o RS SUHED FICHT O PN TS S N NI Em S SN SN S N SN N SN N SN SN SN SN S S S e
i <Data Name="SearchFilter">(&(samAccountType=805306368)(servicePrincipalName=*)(!samAccountName=krbtgt)
(!(uUserAccountControl:1.2.840.113556.1.4.803:=2)))</Data>

o O e AT TGS ITE SN ST 8. BRE e OFD MO geo i e e
. X 1 <Data Name="AttributeList" />
<Data Name="AttributeList" />

<Data Name="ProcessId">0x14F4</Data>

<Data Name="ProcessId">0x1B20</Data>
</EventData>
- <RenderingInfo Culture="en-US">
. . . . . <Level=Log Always</Level>
When query for entire users, LDAP query will the detection indicator - <Keywords>
jord=search</Keyword>
rds>
I>Microsoft-Windows-LDAP-Client/Debug</Channel>
</RenderingInfo>
</Event>

TXOne Networks | Keep the Operation Running o
LDAP query that specifically asks for user accounts
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Operation Security - Kerberoasting

After a service account is targeted, the attacker performs TGS request to

Obtain for brute fo rce @EventProperties-Event4769,Microsoft\".’indows:-ecurityauditing.
Possible Detection Indicator _
The service Ticket field could be baselined for detection Y
Ticket Options = 0x40810010 (used by tools such as Rubeus) [lEEEES"

The baseline value is 0x40810000 by default

Encryption Type = 0x17 (RC4 Encryption for brute force)
The baseline value can be 0x12 if it is enabled

0x40810010

d .
icke ions:
Ticket Encryption Type:  0x17 I
l-HHM'EbUE:----'UkU'---
O P S E C Act i O n S ' Transited Services: =

Enumerate encryption type supported by target account and baseline of ticket
options in the target environment

Tuning the tradecraft respectively

e.g., use /enctype flag in Rubeus to specify encryption type to AES256 if target account supports it

Use Orpheus, written by TrustedSec, to manually configure the ticket options in TGS request to
0x40810000

TXOne Networks | Keep the Operation Running
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Operation Security - Pass the Ticket

Attackers use stolen password hash to request Kerberos ticket and
impersonate the target user and access a service

Source Destination Protocol Length Info

[ ] [ ] [ ]
Possible Detection Indicator yalsom iy wmiesere D i bntenes(s) "oon” e

172.16.90.137 172.16.90.136 KRB5 279 AS-REQ

Send AS_REQ Wlth pre_authentlcatlon dleCt'Y 172.16.90.136 172.16.90.137 KRBS 1414 AS-REP
Rubeus ask TGT with

There is no PREAUTH_REQUIRED error pre-authentication directly by default

Source Destination Protocol Length Time Info
4172.16.90.137 172.16.90.136 KRBS 281 0.001933 [AS-REQ
5172.16.90.136 172.16.90.137 KRB5S 266 0.002906 KRB Error: KRBSKDC ERR _PREAUTH REQUIRED |
12 172.16.90.137 172.16.90.136 KRBS 361 0.009418 AS-REQ
14 172.16.90.136 172.16.90.137 KRBS 70 0.010735 AS-REP

Frame 4: 281 bytes on wire (2248 bits), 281 bytes captured (2248 bits) on interface \Device\NPF_{9FC2249F-7080-

Ethernet II, Src: VMware_cc:8c:c6 (00:0c:29:cc:8c:c6), Dst: VMware 6e:d6:b2 (00:0c:29:6e:d6:b2)

Internet Protocol Version 4, Src: 172.16.90.137, Dst: 172.16.90.136

Transmission Control Protocol, Src Port: 59406, Dst Port: 88, Seq: 1, Ack: 1, Len: 227

Kerberos No. Source Destination Protocol Length Time Info

Record Mark: 223 bytes 4172.16.90.137 172.16.90.136 KRBS5 281 0.001933 AS-REQ
5172.16.90.136 172.16.90.137 KRBS5 266 0.002906 KRB Error: KRB5KDC_ERR_PREAUTH_REQUIRED

12 172.16.90.137 172.16.90.136 KRBS5 361 0.009418 AS-REQ
msg-type: krb-as-req (10) 14 172.16.90.136 172.16.90.137 KRB5 70 0.010735 AS-REP
v pagatZ’f 1 item a Frame 12: 361 bytes on wire (2888 bits), 361 bytes captured (2888 bits) on interface \Device\NPF_{9FC2249F-7080-4C39-9C62-4441BC31F879}, id @
Ethernet II, Src: VMware_cc:8c:c6 (00:0c:29:cc:8c:c6), Dst: VMware 6e:d6:b2 (00:0c:29:6e:d6:b2
v PA-DATA pA-PAC-REQUEST Internet Protocol Versiol

¥ padata-type: pA-PACREQUEST (128) ssaadeilele 2. \Windows will request the TGT with pre-authentication

v padata-value: 3005a0030101ff v Kerberos
include-pac: True Record Mark: 3@3 bytes . . .
" sereq after first-time request fails

pvno: 5

1. Windows will request the TGT without msg-type: krb-as-req (10)

v as-req
pvno: 5

_ . . . v PA-DATA pA-ENC-TIMESTAMP
pre-authentication first by default L T st () I
I v padata-value: 3841a003020112a2358A38cae32059475063f2ddd134990eb3841edafc21(09d7495453&"I

1 etype: eTYPE-AES256-CTS-HMAC-SHA1-96 (18)

|
b o e e e P B e 353 205 94 906 35200 240 80P R3S AL A G20 GO202404536500/ 02D 10D 188 G635 930 304 e mal txone
. . v PA-DATA pA-PAC-REQUEST
TXOne Networks | Keep the Operation Running v padata-type: pA-PAC-REQUEST (128) networks

v padata-val 005200301011
include-pac: True
req-body



Operation Security - Pass the Ticket

OPSEC Actions

We can use /opsec handle in Rubeus to request a TGT that mimic windows

behavior

Send AS-REQ requests without pre-authentication first and with pre-authentication after first-
time request fails

Action: Ask TGT

Using domain controller: DC@l.corp.local (172.16.90.136)

Pre-Authentication required!
AESZ5b Salt: (URF.LUUALmars.cheng

Using aes256_cts_hmac_shal hash: 3D75B8F477A8B9DOEC@40539ECES8CO1C51BBC4AF7CCBDCOB5A1B43AD9C42C292
Building AS-REQ (w/ preauth) for: 'corp.local\mars.cheng'

Using domain controller: 172.16.90.136:88
TGT request successful!
baseb4(ticket.kirbi):

TXOne Networks | Keep the Operation Running

pre-authentication first

: kerberos

Source
490 172.16.90.137
491 172.16.90.136
511 172.16.90.137
512 172.16.90.136

Frame 490: 272 bytes on wire (2176 bits), 272 bytes captured (2176 bits) on interface \Device\NPF_{9FC2249F-7080-4C39-9C62-4441BC31F879}, id @
Ethernet II, Src: VMware_cc:8c:c6 (00:0c:29:cc:8c:c6), Dst: VMware 6e:d6:b2 (00:0c:29:6e:d6:b2)
Internet Protocol Version 4, Src: 172.16.90.137, Dst: 172.16.90.136
Transmission Control Protocol, Src Port: 60312, Dst Port: 88, Seq: 5, Ack: 1, Len: 218
[2 Reassembled TCP Segments (222 bytes): #488(4), #490(218)]

Kerberos

Destination Protocol Length Time Info

172.16.90.136 KRB5 272 213.3646.. AS-REQ[BoundErroruUnreassembled Packet]

172.16.90.137 KRB5 242 213.3662.. KRB Error:
172.16.90.136 KRB5 283 216.0208... AS-REQ
172.16.90.137 KRB5 1508 216.0230.. AS-REP

Record Mark: 218 bytes

v as-req
pvno: 5

msg-type: krb-as-req (10)

v padata: 1 item

v PA-DATA pA-PAC-REQUEST
v padata-type: pA-PAC-REQUEST (128)
v padata-value: 30052003010101
include-pac: True

req-body

With /opsec handle, Rubeus will request the TGT without

KRBSKDC_ERR_PREAUTH_REQUIRED

txOne
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Operation Security - Pass the Ticket

In Windows, attacker

into the

logon session to impersonate the target user and access a service

Possible Detection Indicator

Imported TGT/Service Ticket username is different from
logon session username

OPSEC Actions

After attacks actions for target users are done,
purging the imported TGT/Service Ticket to

clean up the trace

e.g., “klist.exe purge”

TXOne Networks | Keep the Operation Running

S C:\Users\mars.cheng\Desktop> .\Rubeus.exe logonsession /luid:@x7b8fcc

(— |1
D B S -
{4 I A N A B B B V2D
{1 Yy 0 T ) I ) P |
- o ) (v
2.2.2
LUID : @x7b8fcc (8097740)
UserName : mars.cheng
LogonDomain : CORP
SID : 5-1-5-21-4048269214-1123341211-3658342892-1213
AuthPackage : Negotiate
LogonType : NewCredentials (9)
Session : 0
LogonTime 1 4/10/2023 12:54:42 AM
LogonServer :
DnsDomainName : CORP.LOCAL
Upn : mars.cheng@corp.local

S C:\Users\mars.cheng\Desktop> .\Rubeus.exe triage /luid:@x7b8fcc

(— |

) = -

{4 I A N A B B B V2D

{1 A Y 0 T ) I ) (O |

S O 4 P R M J G

Plogdogd

t T ge Kerb Tickets (All Users)

] get LUID @x7b8fcc

] Current LU ID @x49bed4
| LuIiD | UserName | Service | EndT |
| ex7b8 | 1_svc @ CORP.LOCAL | krbtgt/corp.local | 4/10/2023 10:54:43 AM

txOne
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Operation Security - Dump Ticket

Attacker

the TGT/Service Ticket from logon session in a machine

Possible Detection Indicator

name to get an LSA handle and dump

Rubeus intentionally put the logon process as “User32LogonProcess:” with three s

in the end

OPSEC Actions

Modify the code in Rubeus,
removing the extra “s”, to make
logon process name looks normal

TXOne Networks | Keep the Operation Running

public static IntPtr LsaRegisterLogonProcessHelper()

// helper that establishes a connection to the LSA server and verifies

// used for Kerberos ticket enumeration for ALL users

var logonProcessName = "User32LogonProcesss"; /, yes

INterop . LSA_STRING_ IN"LSASTIINng;
var lsaHandle = IntPtr.Zero;
UInté4 securityMode = 0;

A trusted logon process has been registered with the Local Security Authority.
This logon process will be trusted to submit logon requests.

SYSTEM
DCo1$
CORP

txOne
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Operation Security - DNSAdmins Abuse

DNSAdmins abuse primitive is specifically required to config
ServerlLevelPluginDIl for command execution

Possible Detection Indicator

Registry key

“HKEY_LOCAL _MACHINE\SYSTEM\CurrentControlSet\services\DNS\Parameters\Se

rverLevelPluginDII” after being abused for command execution on DC
OPSEC Actions

Remove the configuration from the registry key when the abuse is done might not
leave a trace for the defender

Members of DNSAdmins have full control of DNS Service, it can also be leveraged
for NTLM relay by modifying the existing DNS record with DNSAdmins permission

e.g., change the DC record to attacker compromised machine
txOne
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Attack Path Il Overview

Abuse AD CS to Compromise Entire Domain

Certificate
Certificate Template Authentication Unconstrained DCSVNC
Abuse via PKINIT Delegation y
S = = &= [ = [ =
- Domain Controller Domain Controller Domain Controller
Attacker Certificate Template
corp.local txone.local txone.local

txOne
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Attack Path Preview - Certificate Template Abuse

Vulnerable template allow attacker to abuse it to obtain a privileged user
certificate that can be used for Kerberos authentication (PKINIT)

Enterprise CA Server

2. Client sends a certificate request(CSR) to

CodeSign Template

sl EKU: Code Signing
A2 NSRS Enrollment Permissions: Domain Users

Certificate Request(CSR)

CSR
Template:CodeSign
Subject: Corp/user
EKU: Code Signing

User

1. Client generates
public/private key pair

Public Key: <public key>

5. Client stores the certificate in the
Windows Certificate store and uses

it to perform actions allowed by the

certificate(authentication, code
signing, etc.) 4. Return Certificate

TXOne Networks | Keep the Operation Running

Request Approval? No

Active Directory Certificagte Service

Enterprise CA
3. Check the following requirements

« Areinformation specified by CSR allowed in the certificate
template settings?
txOne
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Attack Path Preview - Certificate Template Abuse

ENROLLEE_SUPPLIES_SUBIJECT flag is enabled
Excessive Permissions on Enrollment Agent Certificate
EDITF_ATTRIBUTESUBJECTALTNAME?2 setting on CA

CA Name

Template Name

Schema Version

Validity Period

DAanaiial NDani A4
msPKI-Certificates-Name-Flag
mspki-enrollment-flag
Authorized Signatures Required

: ca@l.training_a.local\training_a-CA@1-CA
¢ VulnCert

5 2

¢ 1 year

« £ vinnl~

ENROLLEE_SUPPLIES_SUBJECT, SUBJECT_ALT_REQUIRE_DOMAIN_DNS

: NONE
]

pkiextendedkeyusage : Client Authentication, KDC Authentication, Server Authentication, Smart Card Logon
mspki-certificate-application-policy : Client Authentication, KDC Authentication, Server Authentication, Smart Card Logon
Permissions
Enrollment Permissions
Enrollment Rights : NT AUTHORITY\Authenticated Userss-1-5-11
NT AUTHORITY\ENTERPRISE DOMAIN CONTROLLERSS-1-5-9
training_a\Domain Admins S-1-5-21-4048269214-1123341211-3658342892-512

training_a\Domain Controllers S-1-5-21-4048269214-1123341211-3658342892-516
training_a\Enterprise Admins S-1-5-21-4048269214-1123341211-3658342892-519

training_a\Enterprise Read-only Domain ControllersS-1-5-21-4048269214-1123341211-3658342892-498

AutoEnrollment Rights : NT AUTHORITY\ENTERPRISE DOMAIN CONTROLLERSS-1-5-9
training_a\Domain Controllers S-1-5-21-4048269214-1123341211-3658342892-516

training_a\Enterprise Read-only Domain ControllersS-1-5-21-4048269214-1123341211-3658342892-498

Object Control Permissions

Owner : training_a\Administrator S-1-5-21-4048269214-1123341211-3658342892-500
WriteOwner Principals : training_a\Administrator S-1-5-21-4048269214-1123341211-3658342892-500
training_a\Domain Admins S$-1-5-21-4048269214-1123341211-3658342892-512
training_a\Enterprise Admins S-1-5-21-4048269214-1123341211-3658342892-519
WriteDacl Principals : training_a\Administrator S-1-5-21-4048269214-1123341211-3658342892-500
training_a\Domain Admins S-1-5-21-4048269214-1123341211-3658342892-512
training_a\Enterprise Admins S-1-5-21-4048269214-1123341211-3658342892-519
WriteProperty Principals : training_a\Administrator S-1-5-21-4048269214-1123341211-3658342892-500
training_a\Domain Admins S-1-5-21-4048269214-1123341211-3658342892-512
training_a\Enterprise Admins S-1-5-21-4048269214-1123341211-3658342892-519

TXOne Networks | Keep the Operation Running
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Attack Path Preview - Certificate Authentication (PKINIT)

pcO1l1.txone.corp.local dcO1.txone.corp.local
user 1. AS-REQ (request TGT) Domain Controller
Pre-Authentication request sent to Domain Controller. Authentication Server (AS)
signedAuthPack = {Encrypt private key(Timestamp),...} 1. Client Certificate Chain

AS-REQ = {sighedAuthPack, User Certificate...} Validation

2. Decrypt signedAuthPack via a
public key and verify the
2. AS-REP (receive TGT+Session Key) timestamp

-
«

The KDC verifies Authentication Data and replies with TGT

TGT=ticket-granting-ticket
. £ E txOne
TXOne Networks | Keep the Operation Running
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Unconstrained Delegetion Concept
N

Microsoft

SQL Server

1. AS-REQ (requcst TGT)

DCO1 Properties ks X

Object Security Diakin Attribute Editor I
Operating System Member Of Delegation Location

2. AS-REP (receive TGT) ‘

3. TGS-REQ (TGT+ Request Ticket for 1S Servi;ii |
4. TGF-REP (Service Ticket for 11S Service +Session Keg) :

5. TGS-REQ( Reclucst Forwarded Ticket for 1S Servic_c) 1

rity-sensitive operation, which allows services to act on
ser.

wwww-—-—I

lelegation to any service (Kerberos only)
T I S e T e el STy =

nconstrained Delegation

Service Type  User or Computer Port Service N¢

Forwarded TGT is cached for
IIS to request service ticket

6. TGS-REP (Receive Forwarded Ticket) Hor SQL Service

7. AP—REQ(Prcscnt TGS for access §nd clclcgatc his TGT)

g 8. TGS chucst to SQL Scrvic using
i the user’s TGT

B
9. TGS for the user to SQL Service

» £ 10 . The IS Service imPersonatcs the

user with the obtained TGS txOne

networks

>
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Attack Path Preview - DCSync

It is possible to have multiple domain controllers in the domain

A change to one DC needs to be synced to another DC
This is called the domain replication
The DS-Replication-Get-Changes as well as DS-Replication-Get-Changes-All rights

We can exploit replication protocol (user replication) to obtain user's

password hashes
1. Attacker MIMICS DC(MS-DRSR)

Discover DC and Mimic Replication

‘ 2. Request User Replication

Request Replication for credentials via GetNCChanges dc01.txone.corp.local
Domain Controller

Attacker

txOne
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Operation Security — Certificate Template Abuse

The attacker exploits a vulnerable certificate template to obtain a

dS d
privileged account.
Possible Indicator
The defender could the enrollment event for “subject” or “subject
alternative name” that has High privileged account specified
OPSEC Actions

Instead of targeting high privileged accounts, such as administrator, for certificate
template abuse, we can target the account that has specific rights we want

e.g.,
Use exchange server account in certificate template abuse for DCSync attack
Use a specific account that is the local admin to the machine we want to compromise

TXOne Networks | Keep the Operation Running
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Operation Security — Certificate Authentication (PKINIT)

The attacker uses the obtained certificate for Kerberos Authentication
(PKINIT) and impersonates the target user to access a service

Possible Indicator

PKINIT can be alerted by monitor the “certificate information” in TGT request
event (4768)

OPSEC

PKINIT may be rarely happening in the target environment, using the certificate for
Kerberos authentication may easily be stood out

[iEvent Properties - Event 4768, Microso indows security auditing

ation:

tion Type: 1

TXOne Networks | Keep the Operation Running
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Operation Security - Unconstrained Delegation

Attacker abuses the unconstrained delegation to dump the TGTs of users
who access the computer that has the setting configured
In the scenario of cross forest trust, default unconstrained delegation on DC is

often leveraged with coerce authentication, such as printer bug, to obtain the TGT
of foreign DC

Possible Indicator

For ticket dump, that is
defined as Tier-0 asset e.g., LSA handle request mentioned earlier

OPSEC

For cross forest trust scenario, we can configure unconstrained delegation settings

on a regular domain computer compromised to avoid the heavy monitor for dump
tickets on DC

txOne
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Operation Security - DCSync

Attacker leverage DCSync to dump the password hash of domain accounts

Possible Indicator
Monitoring traffic for DsGetNCChanges requests from not whitelisted machine

OPSEC Actions

We can attempt to find a machine that “might” be in the whitelist such as AAD
connect or just having a shell on a DC to avoid traffic monitoring

265 172.16.90.126 172.16.90.136 DRSUAPI 394 65.498342 DsGetNCChanges request
268 172.16.90.136 172.16.90.126 DCERPC 1406 65.499269 Response: call id: 5, Fragment: 1st, Ctx: ©
270 172.16.90.136 172.16.90.126 DCERPC 342 65.500032 Response: call id: 5, Fragment: Last, Ctx: o

Frame 265: 394 bytes on wire (3152 bits), 394 bytes captured (3152 bits) on interface \Device\NPF_{9FC2249F-7080-4C39-9C62-4441BC31F879}, id @
Ethernet II, Src: VMware 92:11:d7 (00:0c:29:92:11:d7), Dst: VMware 6e:d6:b2 (00:0c:29:6e:d6:b2)
Internet Protocol Version 4, Src: 172.16.90.126, Dst: 172.16.90.136

Transmission Control Protocol, Src Port: 58276, Dst Port: 49667, Seq: 871, Ack: 1615, Len: 340
Distributed Computing Environment / Remote Procedure Call (DCE/RPC) Request, Fragment: Single, FraglLen: 340, Call: 5, Ctx: @, [Resp: #268]
v DRSUAPI, DsGetNCChanges
Operation: DsGetNCChanges (3)

Response in frame: 268

Encrypted stub data: e@432ef75a7372875c6266b5cb9057bdof3354394b064c492d7165040746eeaa78ctd32c..

txOne
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Attack Path lll Overview

From Password Spray to Abuse ADFS Golden SAML Token

ACL Abuse + UnPAC the hash + ADFS Golden
shadow credential silver ticket SAML

AI>A —~ |T| = 7| =

Attacker Domain User ADFS Server ADFS Server Exchange Server
adfs.corp.local adfs.corp.local Exchange.corp.local

Password Spray

txOne
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Attack Path Preview - Password Spray

To obtain more access to accounts, adversaries may leverage the services
that will check for the validity of credentials to brute force the password

Password Spraying is a type of brute force attack where the attacker uses a

Mars/Password123

|

Attacker

Mars/p@sswOrd

Mars/Admin123

Mars/...

General Brute Force Attack

TXOne Networks | Keep the Operation Running

Server

Attacker

Mars/Password123

Dexter/Password123

Alex/Password123

John/Password123

Password Spray Attack

Server

txOne
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Attack Path Preview - ACL Abuse

In Active Directory, every resource is managed and stored as domain object and each
domain object can grants certain security principals some rights (ACL) such as write
property and full control

For different domain object type and different right, there are various way of attacks
implementation

e.g.,
Force change the password to compromise a domain account

Add compromised account to the member of DC groups for DCSync attack

Permission Equivalent to ACL abuse
writeOwner RIGHT_WRITE_OWNER Change the object's owner to grant ourself for writeDacl rights
writeDacl RIGHT_WRITE_DAC Escalate to genericAll grant ourself specific rights e.g. change passwd

genericWrite

RIGHT_READ_CONTROL RIGHT_DS_WRITE_PROPERTY
RIGHT_DS_WRITE_PROPERTY_EXTENDED

From attacker's perspective it is the same as genericAll

genericAll

RIGHT_DELETE
RIGHT_READ_CONTROL
RIGHT_WRITE_DAC

Modify object attribute or add extended right to exploit

TXOne Networks | Keep the Operation Running
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Attack Path Preview - Shadow Credential

Certificate (Shadow Credential) used for authenticating an account can be
configured in “msDS-KeyCredentialLink” attribute to enable PKINIT
without AD CS installed

The attacker often abuses the ACL to configure the certificate on an account object
to ask TGT and impersonate this account

Pre-authentication data containing the client's public key
and a timestamp encrypted with the client's private key

txOne
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Attack Path Preview - UnPAC the hash

When a TGT is requested through PKINIT, the RC4 password hash of the
user is included in the PAC of that ticket

The attacker can use this TGT to request a U2U service ticket and obtain the RC4
password hash of the target user by decrypting the service ticket PAC with the

session key

Credentiallnfo
Version : O
EncryptionType : rcd _hmac
CredentialData -
CredentialCount - |
NTLM : A6FF4DO34DBCFOC1DA62F86D34D45754

txOne
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Attack Path Preview - Silver ticket

Attacker who has the password hash of a target service account may forge
the service ticket with arbitrary principal that can be specified for
accessing the service

UnPAC the hash can be leveraged to forge the silver ticket and compromise a
computer system

g ¢ Authentication Server (AS)
¢ Ticket Granting Service (TGS)

T
Domain Contraller “\ 3. Since the PAC validation
dcO1.corp.local e is usually disable, the
R %/47 service only validate with
%, 6’/%4) its own hash
1. Service ticket is encrypted 9”’0% 6’90%
using target service e 70,,
account's NTLM password “ % ’/o%/
hash = 7
/7‘9//

2. Service opens this

service ticket using
its password hash as
key

User
pcOl.corp.local

TXOne Networks | Keep the Operation Running
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Attack Path Preview - ADFS Golden SAML

Attackers forged the token to access any application that supports SAML
authentication enabled by ADFS
The SAML token can be any user we desired for target application

Identity Provider - ADFS Client - mars.cheng Exchange — Service Provider
0. Accesses an Application 1. Login Request 1.1 Find the identity provider to
2.1 Authenticates the user y authenticate the user
and generate a SAML Token : :
2. Redirects user to Idp with SAMLRequest 1.2 Generate SAML AuthnRequest

and SAMLResponse -

3.1 Verify the SAMLResponse’s
signature/encryption source as a
trusted Idp

2.2 Return the
SAMLResponse to the
service provider

4. Provides service 3.2 Logs user in
txOne

networks
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Operation Security - Password Spray

The attacker attempts to brute force each password against a list of

domain users
Possible Indicator

The high volume of logon failures or account disabled in a short period of time

OPSEC Action

Increase the time between brute force attempts and track the counter of bad
password attempts for not exceeding the threshold that will disable the account

TXOne Networks | Keep the Operation Runn

ing

Demon » get_password_policy
[*] Tasked demon to obtain the password policy
[+] Send Task to Agent [4393 bytes]
[+] Received Output [254 bytes]:
Minimum password length: 4
Maximum password age (days): 42
Minimum password age (days): 1
Forced log off time (seconds): Never
Password history length: 24
Lockout duration (minutes): 30
Lockout observation window (minutes): 30 txOne

networks

Lockout threshold: 5



Operation Security - ACL Abuse for Shadow Credential

Attacker leverage ACL abuse to configure a certificate (shadow credential)

on a domain account object for Kerberos Authentication (PKINIT) and
impersonates the target user to access a service

Possible Indicator

Shadow Credential can be alerted by monitoring write event of “msDS-
KeyCredentialLink” attribute for account object

OPSEC

Depending on the target environment, configure certificate via writing “msDS-
KeyCredentiallLink” attribute may easily be stood out

txOne
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Operation Security - UnPAC the Hash for Silver Ticket

After the shadow credential is configured, the attacker obtains the
password hash via UnPAC the hash and leverage it to forge the silver ticket

Possible Indicator

Since the password hash obtained from UnPAC the hash technique is RC4, the

silver ticket forged will have an encryption type limited to RC4, using RC4 will be
alerted

OPSEC Action

Instead of leveraging UnPAC the hash + silver ticket to compromise computer

system after the shadow credential is configured, an alternative option can be
using S4U2Self

TXOne Networks | Keep the Operation Running
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Operation Security - UnPAC the Hash for Silver Ticket

After shadow credential is configured for a computer account, we can ask
the TGT and leverage S4U2Self to impersonate a privileged user for access

The encryption type for ticket from S4U2Self will align to the baseline since it is

[*] Action: Ask TGT

[*] Using PKINIT with etype aes256_cts_hmac_shal and subject: CN=ADFS@1%
¥ ] =2uilding- AS=REQ=(w/=PKINIT=prazuth) for:~'corp.local\ADFSO1%'

[*] Using domain controller: 172.16.90.136:88

[+] TGT request successful!

[*] base64(ticket.kirbi):

doIFzDCCBcigAwIBBaEDAgEWOOIE2DCCBNRhgg TQMIIEzKADAgEFoQwbCkNPULAUTESDQL
FkvdtMpMr9yWIXsMaOhHp3ey57c7EcOekpvI6nU2ZGZSypWhxV1cz3Z0AmDFMI09BXocpZbiDMcc
frv7nsUIh+sOyT8YadMyNUAt//n/6TdnvVwPduXQmL1aGOcrATrnuTOVe/JFYtCQqgjgqrcpeNxn
dL2RVIEZJI8Y4+R1dCbP3YjWPI4cvycZ55xgqllcc10wHOGVID22jXy+8qq8ctMPpo6AAQFPFWZA]

PKINIT

[*] Action: S4U

[*] Building S4U2self request for: 'ADFS@1$@CORP.LOCAL'

[*] Using domain controller: DCOl.corp.local (172.16.90.136)

[*] Sending S4U2self request to 172.16.90.136:88 [*] Action: Describe Ticket

[+] S4U2self success!

[*] Substituting alternative service name 'cifs/a

[*] Got a TGS for 'administrator' to 'cifs@CORP.L SeryviceName

[*] baseb4(ticket.kirbi): ServiceRealm
UserName

S4u25e If UserRealm
StartTime
EndTime
RenewTill
slags

TXOne Networks | Keep the Operation Running KeyType

Racasd(lav)

cifs/adfs@l.corp.local

CORP.LOCAL

administrator

CORP.LOCAL

4/11/2023 10:51:01 PM

4/12/2023 8:48:55 AM

4/18/2023 10:48:55 PM

nema_cononicalizey pre_authent, renewable
aes256_cts_hmac_shal
Shilmlc=2ASuh7 o9 8% GATTxwPnx(1IG7 FNAKFo3Fu=

[+] Ticket successfully imported!
PS C:\Users\mars.cheng\Desktop> 1s \\adfs@l.corp.local\c$

Directory: \\adfs@l.corp.local\c$

Mode LastWriteTime Length Name

d----- 3/27/2023 4:27 AM ExchangeSetuplogs
d----- 9/15/2018 12:19 AM Perflogs

d-r--- 8/29/2021 1:46 PM Program Files
d----- 9/15/2018 2:08 AM Program Files (x86)
d-r--- 3/23/2023 10:35 PM Users

d----- 3/27/2023 9:08 PM Windows

Access target

txOne
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Operation Security - ADFS Golden SAML

The attacker dump credential, DKM key, and configs, from the ADFS server
to forge the SAML token and access the application

Possible Indicator

Places, such as DB and registry key, that save the credential could
which is defined as a Tier-0 asset

OPSEC Action

Instead of dumping the credential locally on the ADFS server, methods exist to
dump them remotely

Leverage LDAP or DCSync for DKM key
Leverage AD FS replication service for configurations

TXOne Networ ks | Keep t he Operation Running
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Coerce
Authentication

‘|>

An attacker with the
domain user
credential

TXOne Networks | Keep the Operation Running

Attack Path IV Overview

Leverage Printer Bug for Shadow Credentials

NTLM Relay +
Shadow Credential

N —

Exchange Server
ex01.corp.local

Exchange Server
ex01.corp.local

DCSync +
Diamond Ticket

—

Domain Controller
corp.local

SID-history
Injection

= b

Domain Controller
siteb.local

txOne
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Attack Path Preview - NTLM Relay + Shadow Credential
NTLM Reply

[

Client Server

1. Negotiate

4.Challenge

<

5.Authenticate

—= txOne

networks
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Attack Path Preview - Diamond Ticket

The attacker uses to a privileged group to the
to a valid TGT requested or stolen

Instead of forging a new ticket like Golden/Silver ticket, a Diamond ticket evades
the common detection indicator (such as 10 years valid time or non-baseline
encryption type) for a forged ticket

Attack Procedure
Request a TGT for an arbitrary user
Decrypt the PAC in TGT using the krbtgt password hash
Modify the desired field in PAC for privileged access
Encrypt the PAC again using the krbtgt password hash

txOne
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Attack Path Preview - SID-history Injection

The SID-History injection is done by adding SIDs to the SID-History field in
the PAC of a TGT by using the krbtgt password hash

Allow an account to hold additional identity

S-1-5-21-<Domain>-500 Administrator
S-1-5-21-<Domain>-512 Domain Admins
S-1-5-21-<Domain>-516 Domain Controllers

By adding the SID of the foreign domain administrator, the attacker will
have admin privilege for the foreign domain controller

nnnnnnnn



ServiceName

: krbtgt/CORP.LOCAL

ServiceRealm : CORP.LOCAL
UserName : Administrator
UserRealm : CORP.LOCAL
StartTime : 4/23/2022 9:16:33 PM
EndTime : 4/24/2022 7:16:33 AM
RenewTill : 4/30/2022 9:16:33 PM
Flags : name_canonicalize, pre_authent, initial, renewable, forwardable
KeyType : aes256 cts_hmac_shal
Decrypted PAC
Logonlinfo
LogonTime :4/23/2022 8:49:32 PM

PasswordLastSet  :4/22/2022 10:00:23 PM
PasswordCanChange :4/23/2022 10:00:23 PM

EffectiveName : Administrator
Groups :512,513,520,518,519
UserFlags : (32) EXTRA_SIDS

LogonDomainld :S-1-5-21-4048269214-1123341211-3658342892
UserAccountControl :(528) NORMAL ACCOUNT, DONT_EXPIRE_PASSWORD
ExtraSIDCount 01

ResourceGroupCount :0

UpnDns :
DNS Domain Name : CORP.LOCAL
UPN : Administrator@corp.local
Flags 01
ServerChecksum
Signature Type  : KERB_CHECKSUM_HMAC_SHA1 96 AES256
Signature : CCADFF201F1B89A3BE1EES60 (VALID)
KDCChecksum

Signature Type  : KERB_CHECKSUM_HMAC_SHA1_96_AES256
Signature : 6F370E92E7B86AD46CA93215 (VALID)

I

ServiceName : krbtgt/corp.local

ServiceRealm : CORP.LOCAL
UserName : administrator
UserRealm : CORP.LOCAL
StartTime : 4/24/2022 04:49:14
EndTime : 4/24/2022 14:49:14
RenewTill : 5/1/2022 04:49:14
Flags : pre_authent, initial, renewable, forwardable
KeyType : rc4d_hmac
Decrypted PAC
Logonlinfo

LogonTime :4/24/2022 04:49:14

PasswordLastSet

PasswordCanChange

EffectiveName : administrator

Groups :520,512,513,519,518

UserFlags : (32) EXTRA_SIDS

LogonDomainld :5-1-5-21-4048269214-1123341211-3658342892

UserAccountControl :(16) NORMAL _ACCOUNT
ExtraSIDCount 01

ResourceGroupCount :0

UpnDns :

DNS Domain Name : CORP.LOCAL

UPN : administrator@corp.local

Flags :0
ServerChecksum

Signature Type  : KERB_CHECKSUM_HMAC_MD5

Signature : 529D718A03362A7D2BD59415238C020F (VALID)
KDCChecksum

Signature Type  : KERB_CHECKSUM_HMAC_MD5

Signature : 658F7F1CF6848ADBCA318C898E762C7A (VALID)



Kerberos Authentication on Forest Trust

— e  Authentication Server (AS)
[

Active Directory e Ticket Granting Service (TGS)

1. AS-REQ
(request TGT) 5> AS-REP dcO1.corp.local
(receive TGT) Domain Controller
4. TGS-REP
(Inter-realm TGT —

Active Directory

(TGT

+ Request Ticket) +Session Key)

5. TGS-REQ
(TGT
+ Request Service Ticket
6 . TGS-REP
(Service Ticket + Session Key)

7. AP-REQ(present TGS foM
—_ /

— txOne
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8. AP-REP(optional, used when mutual authentication is requested)

Windows

[ |
B Server

F
app01.corp.local
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Operation Security - Diamond Ticket

Atta C ke I h ave e I evate d access by {4] Event Properties - Event 4627, Microsoft Windows security auditing.
the membership of PAC for a TGT G EREE

POSSi b | e I n d icato r i |-oc“;;::urity ID: gORP\d:xter.chenq
Account Namef : exter.cheng
PAC’s value and actual AD relationship can be used loqon D o
as detection indicator Event in sequence: Tof 1
e.g., PAC in a TGT defines user in Administrators 1 b
group but in fact it is not BUILTINNsers

BUILTIN\Pre-Windows 2000 Compatible Access
BUILTIN\Administrators

O PS EC Act i O n NT AUTHORITYA\NETWORK

NT AUTHORITY\Authenticated Users|

NT AUTHORITY\This Organization

We can also use sapphire ticket which leverage CORP\Domain Admins |
. . Authentlca.tlon authority asserted |d.ent!ty
S4U2self and U2U to obtain target user ticket for S e e

corresponding PAC value

txOne
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Takeaways

Abuse Primitives are still the main trend for attacking AD since they are
hard to be completely prevented

There will be more detection mechanism deployed gradually for Active
Directory abuse primitives

Operation Security(OPSEC) should be considered before an action is
performed
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Thank you for your attention

Keep the operation running!

Mars Cheng, mars_cheng@txone.com, @marscheng_
Dexter Chen, dexter_chen@txone.com
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