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Cooking today
Automated vulnerability research for smart embedded devices

- Challenges in firmware testing
- Black-box fuzzing
- Device firmware update
- Conclusions & future directions
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Today’s IoT Landscape
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20y old vulnerabilities are back!



Firmware Testing: Challenges
Hardware-dependent 

Unique, minimal environments with non-standard 
configurations

Several different architectures
● ARM, MIPS, x86, PowerPC, etc.
● Sometimes proprietary

Manage external peripherals, often using custom code
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Firmware Testing
● Dynamic Analysis

○ Emulation, coverage-guided fuzzing, etc…
○ Currently not generic, too unreliable
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● Static Analysis
○ Too many false positives
○ Need to take into account the multi-binary aspect

KARONTE: Detecting Insecure Multi-binary Interactions in Embedded Firmware. IEEE Symposium on Security & Privacy (S&P), 2020



What if we do not have access 
to the firmware image?
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Black-box Fuzzing

Fuzzing Inputs
Generation



Fuzzing Inputs
Generation

AAAA

char data[100];
...
read(socket, buff, 500);
...
strcpy(data, buff);

Black-box Fuzzing
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Fuzzing Inputs
Generation

“A” * 50

Black-box Fuzzing
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char data[100];
...
read(socket, buff, 500);
...
strcpy(data, buff);



Fuzzing Inputs
Generation

“A” * 300

Black-box Fuzzing
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char data[100];
...
read(socket, buff, 500);
...
strcpy(data, buff);



Fuzzing Inputs
Generation

“A” * 300

char data[100];
...
read(socket, buff, 500);
if (!valid_http_req(buff))

return;
...
strcpy(data, buff);

Black-box Fuzzing
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Fuzzing Inputs
Generation

“A” * 300

char data[100];
...
read(socket, buff, 500);
if (!valid_http_req(buff))

return;
...
strcpy(data, buff);

POST /send HTTP/1.1
...
data=“A” * 300

Smarter Black-box Fuzzing
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Black-box techniques require knowledge of the valid data format

IoTFuzzer uses companion apps to create fuzzing inputs
● Finds UI elements that generate network traffic
● Fuzzes functions’ arguments containing UI data

public void getBrFromUI(String val) {
// ...
process_brightness(val);

}

public void process_brightness(String msg) {
    byte[] cnt = encode(msg);
    send_to_device(cnt);
}

Smarter Black-box Fuzzing
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Mobile App’s Code

Input 
Sanitization

Network
Serialization

if (!adminPwd.contains("&") && adminPwd.length() < 32){
SendMsg(adminPwd, camId, data);

}
else

return false;

...
String json = "{\"op\": \"auth\", \"pass\":" + adminPwd "}";
String encoded = Base64.encode(json);

httpSend(DEVICE_IP; encoded);

Fuzzing IoT Devices ©

17



Mobile App’s Code

Input 
Sanitization

Network
Serialization

Network-level
Invalid inputs

UI-level
Limited by app sanitization

Fuzzing IoT Devices ©
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Mobile App’s Code

Input 
Sanitization

Network
Serialization

Our Approach
Valid inputs

Not limited by app-side input sanitization

Fuzzing IoT Devices ©
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Companion
App

Static Analysis

Candidate
sendMessage

callgraph

Dynamic Analysis

Validated
sendMessage

callgraph

Hybrid Analysis

Encoding function
Fuzzing Trigger

callgraph

Fuzzing triggers: functions between app-side validation & data-encoding

Diane: Overview
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Bottom-up approach to identify fuzzing triggers

send-message

Fuzzing Triggers
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Bottom-up approach to identify fuzzing triggers

● Perform a backward slice up to the UI/input

UI

send-message

Fuzzing Triggers
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Bottom-up approach to identify fuzzing triggers

● Perform a backward slice up to the UI/input
● Identify traversed functions

UI

send-message

Fuzzing Triggers
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Bottom-up approach to identify fuzzing triggers

● Perform a backward slice up to the UI/input
● Identify traversed functions
● Dynamically hook funcs and calculate entropy

UI

send-message

Fuzzing Triggers
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Bottom-up approach to identify fuzzing triggers

● Perform a backward slice up to the UI/input
● Identify traversed functions
● Dynamically hook funcs and calculate entropy
● Data-transforming funcs if increase entropy >= T

UI

send-message

data-transforming

data-transforming

Fuzzing Triggers
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Bottom-up approach to identify fuzzing triggers

● Perform a backward slice up to the UI/input
● Identify traversed functions
● Dynamically hook funcs and calculate entropy
● Data-transforming funcs if increase entropy >= T
● Identify data-transforming funcs not dominated by 

other data-transforming funcs (fuzzing triggers)

UI

send-message

data-transforming

fuzzing trigger

Fuzzing Triggers
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public void setDeviceName(String oname) { // UI
String name = substring(oname, 15);
setDeviceInternal(name);

}

public byte[] encode(String s) {
byte[] enc;
// encode cmd
return enc;

}

public byte[] setDeviceInternal(String name) {
byte[] e = encode(name);
return sendToDevice(e);

}

public byte[] sendToDevice(byte[] c) { /* … */ }

Example
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public void setDeviceName(String oname) { // UI
String name = substring(oname, 15);
setDeviceInternal(name);

}

public byte[] encode(String s) {
byte[] enc;
// encode cmd
return enc;

}

public byte[] setDeviceInternal(String name) {
byte[] e = encode(name);
return sendToDevice(e);

}

public byte[] sendToDevice(byte[] c) { /* … */ }

Example
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Entropy < T

Entropy > T

Entropy < T



trigger(par)
AAA
AAAAA
AAAAAAAA…

Fuzzed requests

Response
Heartbeat

Diane: Fuzzing

29



Tested on 11 IoT devices; different brands and categories

7/11 companion apps contain input sanitization
● On a larger scale, 663/1304 (~51%) companions apps have 

sanitization

On the 11 companion app/devices
● Diane identified 54 fuzzing triggers

○ 5 false positives
○ 5 fuzzing triggers == send_message functions

Experimental Results
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* All bugs were responsibly disclosed following the community guidelines

Experimental Results
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Use case: Popular Smart Lock
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https://docs.google.com/file/d/1ne7aourZ492s6IGgjDm4-PMsjFNHQk44/preview


DIANE: Identifying Fuzzing Triggers in Apps to Generate Under-constrained Inputs for IoT Devices
N. Redini, A. Continella, D. Das, G. De Pasquale, N. Spahn, A. Machiry, A. Bianchi, C. Kruegel, G. Vigna 
In Procs. of the IEEE Symposium on Security & Privacy (S&P), 2021

Research Outcomes
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Other targets?



External Coprocessor: Trusted Execution Environment (TEE)

Google Titan M Chip
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* All bugs were responsibly disclosed following the community guidelines

Fuzzing Titan M
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Reversing and Fuzzing the Google Titan M Chip
Damiano Melotti, Maxime Rossi-Bellom, Andrea Continella
In Procs. of the Reversing and Offensive-oriented Trends Symposium (ROOTS), 2021

Research Outcomes
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   Check firmware version

   Get latest firmware

   Binary transfer

1

2

3

IoT Device Firmware Update (DFU)
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What could
possibly go wrong?



Apps, networks, & cloud servers might be compromised

Device 
Bricking

Firmware 
Downgrade

Firmware
 Modification

Threats

41



Reverse 
Engineering

Large-scale
Analysis

Popular Devices

Popular IoT SDKs

SDK Fingerprints

Dynamic Testing

23 devices w/ companion apps 
from 16 best-seller categories

6 vulnerable SDKs

Methodology
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Dataset: 37,783 IoT companion apps (Android)

1,356 apps on the Google PlayStore use at least one of the 6 
vulnerable SDKs

- 1,347 apps vulnerable to ModAttack → also 
Brick/DownAttack

- 1 app only vulnerable to BrickAttack
- 8 apps only vulnerable to DownAttack

24 apps control 61 potentially vulnerable devices among the top 
50 best-sellers

Large-scale Analysis
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AoT - Attack on Things: A security analysis of IoT firmware updates
Muhammad Ibrahim, Andrea Continella, Antonio Bianchi
In Procs. of the IEEE European Symposium on Security and Privacy (EuroS&P), 2023

Research Outcomes
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Embedded devices require re-thinking automated security analyses 

Understanding and modeling the interactions of their firmware is crucial

More effective approaches and tools to identify vulnerabilities

Now, how do we automatically prevent and patch vulnerabilities?

Conclusions
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Injecting patches into monolithic firmware by static re-writing

Identifying and isolating components in monolithic images

Building a “living” IoT lab for data collection & experimentation

Lightweight runtime detection of anomalies

Ongoing/Future Research
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Thank you!
Questions?
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https://conand.me
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