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ALPC is in Danger:
ALPChecker Detects
Spoofing and Blinding
Attacks
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Interprocess communication in Windows

ALPC client ALPC server

Process - 1 | Process - 2

Interprocess communication cases:
* Usage of dynamic-linked libraries;
* \Verification of the authenticity of
the user to perform the operation
on his behalf;
Getting input text;
Creation or removal of threads;
D-COM-object interaction.




Interprocess communication in Windows — -~

ALPC architecture
ALPC client ALPC server

ALPC
Process - 1 < > Process - 2

User mode

Kernel mode Connection Port

Client Communication Server Communication
Port Port

ALPC ports




ALPC port structures

ALPC_PORT
PortListEntry

Communicationinfo

OwnerProcess

PendingQueue

WaitQueue

CanceledQueue

MainQueue

B (nt!_ AILPC_PORT+*) Oxf£f£f£fal109£f2aS559c0
FHH PoxrtListEntxv

FH CommunicationInfo

I—Ea ConnectionPoxrtc

I—E ServerCommunicationPoxrt

I-E ClientCommunicationPoxtc

I-m CommunicationLis=st

I—E HandleTable

I-E CloseMe==age

FHH CvwnerProcess

I—E CompletionPoxrt

-
== - -

ALPC_COMMUNICATION_INFO

ConnectionPort

ClientCommunicationPort

ServerCommunicationPort

HandleTable

CloseMessage

OxE£E£££2109  £22559c0 =truct _ ALPC_PORT

=truct _LIST_ENTRY [ Ox£f£f££2109 ' £2bd&a20 — OxE£££2109
OxE£f£f£f£f2898a " 25bSb260 =truct _ALPC_COMMUNICATIOCN_INFOC
OxEE£E£f£2109  £275Sa2c£0 =truct _ALPC_PORT

OxE£E£££2109  £2bdEa20 =truct _ ALPC_PORT

OxE£E£££2109  £2a2559c0 =truct _ALPC_PORT

=truct _LIST_ENTRY [ OxEf£f£f£fS92a 25b27492 — OxEf££f£S9Sxa
=struct _ALPC_HANDLE_ TABLE

OxE£E£££292a " 25d2abd0 =truct _ KALPC MESSAGE

OxE£E££f£f2109 £410d0S0 =truct _EPROCESS




Kernel mode attacks using Windows Kernel*-
Drivers

/- Pogonin and Korkin at the ADFSL and\
Rootcon conferences in 2022 gave more than
50 attack examples, accomplished using
these techniques;
Rapid7 experts gave 30 malware examples
Bring your own that use buggy signed drivers (2022);
vulnerable driver = TrendMicro experts analyzed low-level
(BYOVD) threads evolution in Windows and made a
conclusion about actuality of kernel-level
threads (2023)

Kernel driver attacks in 2022-

= Malware drivers
signed with leaked

- Binarly team guys first payed attention to ALPC
certificates

vulnerability. In 2022 at LABScon and Ekoparty
conferences they demonstrated attack on WM
based on disabling ALPC connection.

\ %

UEFI security threats




Test bench — 2 client apps and 2 server apps
interacting via ALPC

i Client - 2 < 'l > Server - 2
User mode | |

Kernel mode Connection Port S1

|
|
|
|
|
|
|
|
| |
I
|

Client Communication Port P
C1

Server Communication
Port S1

Connection Port S2

Client Communication Port
C2 Server Communication

Port S2




Attack Neo1 via client port modification

(

i
|
|
1
|
|
1
|
|
1
|

Kernel mode

i Client - 2
User mode |

Client Communication Port P

C1

Client Communication Port
C2

Connection Port S1

Server Communication
Port S1

Connection Port S2

Server Communication
Port S2




Attack Ne2 via server port modification

i Client - 2 | Server - 2
User mode | |

Kernel mode Connection Port S1

|
|
|
I
|
|
|
|
| |
I
|

Client Communication Port P

c1 Server Communication

Port S1

Connection Port S2

Client Communication Port
C2 Server Communication
Port S2




Attack Ne3 via client port modification and
server termination (1/3)

i Client - 2 | Server - 2
User mode | |

Kernel mode Connection Port S1

I
|
|
:
|
|
|

Client Communication Port W
|
|
|
|
I‘
|
|
|

Server Communication
Port S1

C1

Connection Port S2

Client Communication Port

Server Communication
C2

Port S2




Attack Ne3 via client port modification and
server termination (2/3)

Client - 2
User mode

Kernel mode Connection Port S1

Client Communication Port

c1 Server Communication

Port S1

B (nt!_ALPC_PORT*) Oxffffc... Oxff£f£fc202'48229a80 =struct _ALPC_PORT *
|-E PortListEntry struct _LIST_ENTRY [ Oxf£f££c2302°49382a80
|-E CommunicationInfo Oxf£££9781 'db94a£30 struc

Client Communication Port
C2 |

ConnectionPort Oxf£££c302°48db0090 =stru
|-B ServerCommunicationPort

|-B ClientCommunicationPort




Attack Ne3 via client port modification and
server termination (3/3)

Client - 2
User mode

Kernel mode Connection Port S1

Client Communication Port
Cl

Client Communication Port
C2

Server Communication
Port S1




Attack

via client
port
modification

via server
port
modification

via client
port
modification
and server
termination

Attacks results

Processes with
modified
structures

Client C2

Server S2

Client C2

Modified fields

ClientCommunicationPort
->Communicationinfo->
ConnectionPort

ServerCommunicationPort
->Communicationinfo->
ConnectionPort

ClientCommunicationPort
-> Communicationinfo->
ConnectionPort,
ClientCommunicationPort
-> Communicationinfo->
ServerCommunicationPort

Result

lllegal connection C2-S1 has been
established, S2 lost connection with C2

lllegal connection C2-S1 has been
established, S2 lost connection with C2

lllegal connection C2-S1 has been
established, after terminating S2
connection was restored




ALPChecker - a tool for detecting attacks on
ALPC interaction

Python

0S Sys subprocess

ALPChecker Livekdd.sys

Livekd

User mode Kernel mode




ALPChecker algorithm

Collect information
about ALPC
connections in the
system and distribute
them by client and
server connections
lists

For each
client
connection
from one of
the lists

Add the connection
to the Suspicious
connections list

Connection
with
appropriate
ports in other
list found

Show the security
message about
possible attacks




ALPChecker results: all the attacks were
detected

Attack

Result

via client port modification

Detected

via server port modification

Detected

via client port modification and
server termination

Detected
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