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Question

Any Chinese Friend in the room ?




Disclaimer

NordVPN’
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About kaijern @onlyxwings

QIII'IEI.ID HACKERSBADGE.COM

Qiling Framework Badge Maker
Cross platform and multi Electronic fan boy, making
architecture advanced toys from hacker to hacker

binary emulation framework

> https://qiling.io > Reversing Binary
> Lead Developer > Reversing loT Devices
> Founder > Part Time CtF player

Some Recent Talk (Partial)

>

>

2018, HITB, Beijing/Dubai

2018, beVX, Hong Kong

2019, DEFCON USA

2019, Zeronights, St Petersburg
2020, Nullcon, GOA

2020, Blackhat USA, Asia, Europe
2021, Blackhat USA, Asia

2022, Blackhat EU. Blackhat MEA

Badge Designer for Hacking Conferences

The Shepherd Lab

Qiling Framework

>

Cross platform and cross architecture binary
instrumentation framework

Emulate and instrument ARM, ARM64, MIPS, X86
and X8664

Emulate and instrument Linux, MacOS, Windows
and FreeBSD

High-level Python API access to register, CPU and
memory

4000+ Github star, more than 100,000+ pypi
download, 70+ contributors worldwide




How It All Started




Entering China and stuck for 3 years
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What is the WALL




Facebook, year 2009

China [edit)
NMain article: infernet censorship in China
See also. Great Firewall of China

In China, Facebook was blocked following the July 2009 Uriimgi riots because protestors with the East Turkestan independence movement were using
Facebook as part of their communications network to organize attacks across the city; Facebook refused to release the protestor identities and information
1o the Chinese government.['* Some Chinese users also believed that Facebook would not succeed in China after Google China's problems in 2013.11%
Renren (formerly Xiaonei) has many features similar to Facebook, and complies with PRC Government regulations regarding content filtering.

As of 20 August 2013, there have been reports of Facebook being partially unblocked in China.l"®! However, according to the "Blocked in China" website,
Facebook is still blocked as of 7 December 2019 ['"! Facebook is not blocked in Hong Kong and Macau, which are special administrative regions operating
under different systems. Facebook is currently working on a censorship project for China, where a third party would be allowed to regulate Facebook and
control popular stories that come around. This would be a huge attempt by Facebook to get back inta China [*®]

On 6 July 2020, Facehook announced that the company would stop reviewing requests for Hong Keng users' data while evaluating the newly imposed
Hong Kong national security law by the Chinese government.['®]
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OF CHINA



Not Only for Users




Website and Domains
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Website and domain need to be verified by Local Authority
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You ISP The Internet
192.168.1.1 VPN server
ﬁ 246.168.71.196

Encrypted tunnel

Hello , 246.168.71.196
(@)

Self Hosted VPN is illegal

But ...




Domain, Website and Content

Full human review, of coz they will tell you Al

Content Filtering

But language

Pictures

Server connections

Tell me more about language




Great Firewall ++




Targeted Area DNS pollution
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Run by local telco, city/town
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How To Get Connected




Hello , 246.168.71.196
O,

You ISP The Internet
192.168.1.1 VPN server

ﬁ 246.168.71.196

Encrypted tunnel

It started with VPN, but local APP is an Issue




A New Hope




The era of Shadowsocks/SSR

chromiumer/
shadowsocks-http-proxy

shadowsocks-http-proxy

ol Google/Twitter-
" A ©1 i 2 ¥ ly)
1) Request 6) Response 3) Request 4) Response
shadowsocks/ShadowsocksX-NG
#226 Rules by GeolP
" L 3 comments

W 2) Encrypt Request

o ghost opened on February 2,2017 O

5) Encrypt ResponseC—
SS local GFW SS server

Cat and mouse game




Evolution




Xray [ Shadowsocks/SSR/Trojan/Vmess/Viess |
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How to Build Tunnel




Deployment: Client/Server Vs Gateway

~y 000
WEBSITE
YOUR IP: :EBﬁTE 8.4 because YOUR IP: IP is 1.2.3.4 because
AR 1.2.3.4 of the VPN tunnel
1.2.3.4 of the VPN tunnel
A

R Srsia 2 Traffic is originatin
Traffic is originating .. o0 DUE serveg =4
from our server
A

Ubuntu 22.04 LTS

Ubuntu 22.04 LTS —
(WIREGUARD SERVER) — (WIREGUARD SERVER)
@‘ WAN IP: 1.2.3.4

]
==

==

@ WAN IP: 1.2.3.4 VPN IP: 10.0.06.1

VPN IP: 10.0.0.1
Secure VPN Tunnel @ é VPN

A

!

Secure VPN Tunnel &

]+>& |

[=]=]
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[} H [}
- ) - .
= I =5 5 5
- i0S15
MACOS WINDOWS 10 ANDROID i0S15 UBUNTU DESKTOP HACOS SEINDORS 10 ANDROZD : VYBUNTU _DESKTOR
(WIREGUARD CLIENT)  (WIREGUARD CLIENT)  (WIREGUARD CLIENT)  (WIREGUARD CLIENT)  (WIREGUARD CLIENT)
WAN IP: 3.4.5.6 WAN IP: 4.5.6.7 WAN IP: 5.6.7.8 WAN IP: 6.7.8.9 No VPN Client Install

WAN IP: 2.3.4.5

VPN IP: 10.0.0.2 VPN IP: 10.0.0.3 VPN IP: 10.0.0.4 VPN IP: 10.06.0.5 VPN IP: 10.0.0.6

Depends on your requirement




Journey to Start Building a Home Router




Version 1

vm vSphere Client

Resource Hungry

B @ =] &) 1 upg-dhcp-1570-vm-028.cpbu.lab ACTIONS v
(51 Upg-ahep-1570-vm-028 €pbiilab Summary Monitor Permissions Datacenters fosts & Clusters VMs r Network
. . ~ [ Barcelona . Version: 7.00 68 GHz
Not Driver Friendly [ o §  sus v o
(3 upg-dhcp-1570-vm-035 cpbulab & Last Updated Feb 14, 2 o 13508
[ Madrid < g Last File-Base Feb 27, 2
) MAD
Clusters: 1
Hosts: 3 \
Support Less Arch Virtual Machines: 9
Health Status A | vCenter HA A
On Iy Fu I I VM Overall Health ) cood Mode
State

APPLIANCE MANAGEMENT

Custom Attributes v

No Backup Build In S

Less Flexible

DC IN ETHS ETH4 ETH3 ETH2 ETH1 ETHO LED

®

WIFI

Self Hosted VPN is illegal

But ...




Version 2

Customized Board

Customized CPU

GPU

10GB NIC

6 HDD Bay

USB 3 + Type C

Jinnibox



Proxmox
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OpenWRT aka xwingsWRT

- |
Status

No EFI environment detected. —
early console in extract_kernel
input_data: Ox00000 : ]
input_len: 0!00000000004:b2/r
output: Ox0000000001 010)
output_len: UxUOUUUO 185f8d0
kernel_total _size: O,UUUUUUUUU1616000
32bit: semanrer | piamory
Decompressing Linux... Parsing ELF... done. - mneiax
Booting the kernel. Interfaces
Please press Enter to activate this console.
= y pEAae ae - PPy - - - ) hapes
BusyBox v1.36.0 (2023-03-26 14:18:00 UTC) built-in shell (ash)
- Netlink Bandwidth Monitor
23 Status
O System
Select accounting period:
Services
\ \/ AN\ s - - . ./\ N/ \/ /\” . . B e Traffic Distributio Application Protocols ~ IPvé  Export
> < \ 1 Y, .. . \ / l & Network Traffic / Host Connections / Host
NN N T — A —
N/ g Disglay 13 hosts
’ o 197.09 GB download
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0B [3 5.57 KP
op [3 299 KP




enClash

AUTO REFRESH O

Overviews  GiobalSettings  ServersandGroups  Rule Providersand Groups ~ ConfigUpdate  ConfigManage  Server Logs

£ System OpenClash

e T A Clash Client For Openiirt

R Swk W Tt

Qs @tecgnm G Spomsor

NAS
& VPN Tip: if you don not use IPvé, please turn off the DHCP service of IPvs, otherwise the connection will be abnormal
@ Network

Login IP 10.10.18.254

Running | Daemons: Running

Main Pr

9090

Running Mode Redir-Host Control Panel Login Port

Proxy Mode m Control Panal Login Sec
OPEN PANEL

Logout

wel Control Panel

Yacd Contr

10B/S Down: 10336/ Up Totsl: 345.0 MB Down Total: 4.4 GB Connections: 92 Ram: 577 MB CPU: 0%

sTaTE CONFIG ALIAS SUBSCRIPTION INFO POATE Ti FiG
Enable Dieryami mﬂf'wm::" 2023-03-22 09:5954 Canfig Normal
IP Address Website Access Che:

IPTB Mainiand: 113.69.96.80 RS Baidu Search: s

IPPC  Mainland: 13.69.96.80 IR NetEase Music: mal

IPSB  Abroad: 103.188.234,15 TR GitHub: ms

IPIFY Abroad: 103.188.234.15 AR YouTube: lormal 4ms

Powered by ip.skk.moe



Web Categorization
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Update Chinese IP for Local Route

Overviews Global Settings  Servers and Groups

Global Settings(Will Modify The Config File Or Subscribe According To The Settings On This Page)

Rule Providers and Groups Config Update Config Manage Server Logs

Note: To restore the default configuration, try accessing: http://10.10.18.254/cgi-binfluci/admin/servicesiopenclash/restore

Mote: It is not recommended to enable IPvé and related services for routing. Most of the network connection problems reported so far are related to it
Note: Turning on secure DNS in the browser will cause abnormal shunting, please be careful to turn it off

Note: Some software will modify the device HOSTS, which will cause abnormal shunt, please pay attention to check

Note: Game proxy please use nodes except Vmess

Note: The default proxy routes local traffic, BT, PT download, etc., please use redir mode as much as possible and pay attention to traffic avoidance
Note: If the connection is abnormal, please follow the steps on this page to check first: Click to the page

Operation Mode General settings DNS Settings

Auto Update

Update Time (Every Week)

Update time (every day)

Custom Chnroute Lists URL

Custom Chnroutesé Lists URL

Custom CN Doamin Lists URL

Update Chnroute Lists

Meta Settings Streaming Enhance Access Control Rules Setting Dashboard Settings
Every Monday -
3:00 -
Clang-CN(Default) -
@ Custom Chnroute Lists URL, Click Button Below To Refresh After Edit
Clang-CN-IPVé(Default) -

dnsmasq-china-list-testingcf-jsdelivr(Defaulty

© Custom CN Doamin Dnsmasq Conf URL, Click Button Below To Refresh After Edit

CHECK AND UPDATE

Current Config File:

Dleryaml

IPvé Settings

Rules Update

v SWITCH CONFIG

GEO Update

Chrroute Update

Au



Speed Test

(¥) DOWNLOAD

950.67

Ping 8

Connections

China Unicom Global
Limited

Zeofast Network

(¥) DOWNLOAD

948.46

Ping ® 12

Connections

Zeofast Network

(¥) UPLOAD
112.14
® 9 D 8

HOW DOES YOUR DOWNLOAD SPEED COMPARE
WITH YOUR EXPECTATIONS?

4

() UPLOAD
® — ® 13

HOW DOES YOUR DOWRNLOAD SPEED COMPARE
WITH YOUR EXPECTATIONS?

() DOWNLOAD

010.04

Ping & 53

Connections

Telekom Malaysia Berhad

Zeofast Network

(¥) DOWNLOAD

943.58

Ping 49

Connections

Singtel

Zeofast Network

(*) UPLOAD
53 (*) 53

HOW DOES YOUR DOWNLOAD SPEED COMPARE
WITH YOUR EXPECTATIONS?

4

(*) UPLOAD
48 ) &7

HOW DOES YOUR DOWMNLOAD SPEED COMPARE
WITH YOUR EXPECTATIONS?




Remote Server




Building Your Own

CloudPowerall

Categories

@ CN2 GIA Cloud Server

@ AS9929 Cloud Server

= LosAngeles Dedicated Servers
= Portland Dedicated Servers
= HongKong Dedicated Servers

@ IPlease

Actions

w View Cart

Maintenance

i Protocol Update

Register

Cloud Server Dedicated Server Docs Affiliates

Los Angeles CN2 GIA line directly connected to China. Risk To Get Block

The backbone network from the U.S. to mainland China is all CN2 GIA lines. Test IP: la-gia-ping.cloudpowerall.com

LAGIA-N2-Executive LAGIA-N2-Professional LAGIA-N2-Standard U n rel | ab I e H 0 St

$39.99 USD /mo $19.99 USD /mo $12.99 USD / mo

Intel Xeon E5 Processor
4 Core Processor
8192 MB Memory

120 GB NVMe SSD Disk

3000G/mo Transfer

200 Mbps Peak CN2 GIA
1 Dedicated IPv4

Intel Xeon E5 Processor
2 Core Processor
4096 MB Memory

80 GB NVMe SSD Disk

1500G/mo Transfer
100 Mbps Peak CN2 GIA
1 Dedicated IPv4

Intel Xeon E5 Processor
2 Core Processor
2048 MB Memory

60 GB NVMe SSD Disk

1000G/mo Transfer

100 Mbps Peak CN2 GIA
1 Dedicated IPv4

Real CN2/GIA ?

Slow Messy and Unreliable




Just Buy It

(VerayimEER]

PROZ MR (H) PROZUVH

¥ 19.995F news ¥ 24.995F ru

* DASERE -+l T+ 4K * D AER + R DT+ 4K
< 50GEERE « 300GEERS

s 45+ EEREY
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SEFHEREL

1GbpsEEEE
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« BIREASTERS * BREAZERS

PROZUMR ()
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45+ HERSH

2+ TR SRR
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