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— Why make devices fFor attacking

Authorized attack testing ( some Internal/External
penetration testing projects )

Security research
Cool (hacker culture, spreading security knowledge)

Just for internal company security promotion and events
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what will you learn
. '=|

How to make a basic circuit board

Some common attack testing methods in the field of hardware security
| will come up with many new attack methods.

You can combine all this knowledge to try creating a circuit board that suits
your own needs.
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Initial circuit board design
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who enjoy crafting can give it a
try

As security research, not useful :

e Waste of time

e Cannot be used for security
research or making attack
devices
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Circuit diagram
PCB

Finished product




Future

Circuitry might be software-defined

All functions to be implemented within
powerful FPGAs

Only need to drag and drop the required
CPUs and interface modules
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We are going to learn

You need to:

® Develop a plan (what device to create, which main chips to use)

® Design a schematic diagram (how components connect) and PCB (Printed Circuit Board)
You no longer need to:

® Produce the PCB

You can:

® Component procurement and soldering by yourself.

® Or spend money, the factory will assist with component procurement and sold
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Choose the circuit design software

Altium Designer ? KiCAD ? A”'lum ,.

. . . Designer
LCEDA : free, online, full-service process. Most electronic

components have footprint, open-source projects

Other software that you're more familiar with is fine too

{ICcad

It’s just a tool

The most important : choosing which circuit design , new &

effective ways @ T_7 Ey E D A



Draw a schematic diagr
> g

Goal : type-c 5V->3.3V, LED light

Solution

Choose : selecting widely used components

: use AMS1117-3.3

with high sales
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Draw a schematic diagram

® Refer to the official manual, online resources, open-

source projects

® Use wires to correctly link the components.

® Adding “Nets”

® Wires with the same net name are connected together

U1
AMS1117-3.3
+5V—e—3 vIN VOUT ij—o—| VDD33
] vouT ]
1 [T =l 62
10uF T GND T 10uF
GND GND GND

22 Arduino Forum

1000uF
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After connecting correctly, start i~

to draw the PCB
Design (D) Layout (O) Tools (T) Export(R) Order (A) Seti

I@ Update/Convert Schematic 0 PCB ¢ Alt+l 7 Q %

- ¥] Import Changes from PCB

je D P1.Schemat

o5 Generate/Update Block Symbol
Design Rule...

DRC Check DRC
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® Add a Board Outline. The shape
according to your needs

® Place components based on their
functions

The blue lines represent the same

network, indicating that they can be
connected together

£ R1LED1 D )

E ]"1:'-3,‘r &
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— A case to solve security issu

oy

As a researcher in IOT

We often need to dump firmware

Disassemble and assemble EMMC
frequently

Repeated welding of EMMC is a very
painful thing

Make an adapter?




XiaoHuiHuj

XiaoHuiHui
EMMC Dumper
EMMC Dumper
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N\ /7
It can unleash our imagination = —
/7 N\

Find new Chip solutions and channel attack methods.

To help us in security research and attack testing




Key Points & Research Oirections

Creating tools to assist in security research : dump. sniffer

Monitoring and controlling channels for attack testing :
WIFI, USB, HDMI

Miniaturization is essential

Capable of running a complete Linux system

Basic functionality : lithium battery power supply, 4G
network, remote control, etc.




Creating a mini computer board

Used for:
Physical attacks, near-field attacks

® quite common in security services offered by various security
companies.

® Research in Automotive Interface Security
Compared to bulky laptops, it's much more convenient.

Attaching it to a drone

® Drones require small size and light weight.




We have a lot of experience in close-range
_“  attack testing
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Choosing a microcompute

A full-fledged computer with
complete Linux functionality, not like
OpenWrt.

Lots of features,
High performance, compact size, But the size is too large
Fewer unnecessary interfaces,

Best if it's a core module for easy §
expansion

-

Raspberry Pi CM4
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Chapter 1. Introduction

Create a basic carrier oS e

_7,~. Raspberry Pi HAT'J

Objective:

Expose the necessary interfaces, the
validation version

The interfaces can be larger, miniaturization e W oo
isn't a concern. | "

Refer to the CM4's official IO Board
reference manual and CM4 module manual.

Interfaces: SD. USB. HDMI. power. LED.
test pins

CMaLite SDCARD I/F i

ns 13-14 can be used to wake up compute module from power doi
ke RUN_PG will be high so the button doesn't do anything
asleep then RUNPG will be at Ov and so pull global enable low

T T T




— Tips
It's essential to connect GPIO_VREF, otherwise, CM4
won't function.

For SD card traces, aim for equal length adjustment.

Indicator lights can help us determine if everything is
working properly.

For pins with uncertain functions, like Global and Boot,
expose them in the test version.

Soldering connectors can be challenging, so it's better to
have the factory handle the soldering.

GPIO Voltage select

+3.3v Ra 0K GPIO_VREF
+1.8v g |
R4 nf
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Choose components, draw the
schematic diagram, place
components, connect them ,
product.

It seems work well

Just a validation version

Need to add features like 4G, USB|

and charging.

CM4 Board
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— More suitable For miniaturized attack tool

Add charging functionality (portable attack devices require
power; power banks are too large).

Add 4G connectivity (for internet access and remote control).

Add USB ports (CM4 only has one USB port).

e



QET L - VOUT 8 TTT
- - ND — 2 7 SR | |
— The Charging Circ % T
3 LED2 BAT & 6 T
L Wbl . s
There are numerous charging circuits i sl
available. We just need: I S
® Charge the lithium battery
. u1 swW 1UH1 AT
e Provide 5V power through boost EE N e DN
functionality - x e P T BEENE s
. . 25 50 [\ 75[ 100] fXIN a voUT—lm_ guF
e Have battery level indicators ‘ i | Y TRTRTSTS
e Handle high current and keep the GND = =

circuit simple.

IP5306: 5V2A charging, 2.4A
discharging, simple circuit.
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u2
o
VSS

N |[—

+5V

EsREPARSERi b

VIN

= VOUT
- L GNI _VCeC33
Voltage step-down circuit ML6210A33M3G i

10uF

Digital circuits frequently require a 3.3V power
Many options for voltage step-down circuits, DC-DC and LDO
AMS11177 SYBO88AAC ?

For security researchers, it's important to opt for something
simple and compact

For instance, ME6210A33M3G (or similar models).

5V to 3.3V at up to 500mA, just need one capacitor
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Voltage step-down

If require multiple power supplies

Need a power management chip with

» 5V IN

U4 EA3059
L2 15uH,, ]
VvDD33} LX1 VIN1
l VIN2 o3 _Lc:«xo _Lcm _Lcaz _Lcaa Lcu
c29 R23 VIN3
AUF G880k ViNg |20 —l—10uFT10uFT10uFT10uFT100nF
25 150kQ vce
| onol SuH-4{ FB1 L
VDD25} LYY Y| X2 w7
_L oI GND
pegl ok EN1 (10 14 POWER EN
8 150kQ : EN2 |5
GND!| SuHa— FB2 EN3 |5+
Eas fASEEuass Enable
c38 R29 s
47uF 100kQ NC 2
30 200kQ ) NC
GNDY| SuH==— FB3 1
VvDD11} AYYY—=-1X4 GND1 [
_L GND2
c39 R31 GND3 7
470F 150kQ GND4
| 32 180kQ iz AGND |55
GND'||| S FB4 EP[-*
GND

high integration and simple circuit desig 4 \\ays Out

EA3036/EA3059

It support 3 to 4 channels of 5V step-

down,

Adjust output voltages using resistors R1

and R2.

Vour1=0.6x—+0.6 V
R2

R1

SL_IREIR



About 4G module

Compact size is crucial.

Best to include serial and GPIO interface.

Different countries require supporting different frequency bands

Cat4 vs Catl 200KB/s ( so Catl is enough )

Attack devices might not have human operators and may be delivered
via delivery services.

GPIO can enable remote power control of the core board to conserve
energy or reboot to resolve system crashes.

Serial ports allow remote shell operation to prevent connection loss
due to various network issues.
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About 4G module

Air780E:
Supports Asia, Europe, Africa, Australia, etc.

UART, GPIO, Lua scripting support, extensive Lua
libraries.

Air700E:
Compact at only 10.5x13.5mm, TDD.

If faster CAT4 or global modules are needed:

EG25G, larger size and higher power consumption.

‘nuECTEL

EGZ5"G QU0 E

EGZ50XX-X -0

SR OO X x
IMER OO0 |

-~ A
‘Aﬁ{-‘;ﬁ,:'
1

[ 1l
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Rir88E

Connect the UART of the 4G
module to the UART of the
Raspberry Pi.

Use GPIO to add control circuitry
for managing the power and
rebooting of the core module.

_6
a R46  10kQ 5
el -
9

Z'll ST AT

SIMRST__1

e—{ADCO
GND
USIM_DATA

SimfAlr _Library__. A|r780E“f;”

- LED3

MIAN_RI
MIAN_DCD
MIAN_CTS
MIAN,RTS

Rag  © 3
i R4T 00 &

VDD3:

GND

CARDj
SIM_VDD

~

GND™ VCCIeT—8lM

SiM_DATA ¢4 VPP RSTIE s}m )

&M DAIA O 1o cLkiez SM G
1/ - CKcs

GND
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The USB Hub chip

Choose a compact and straightforward
USB 2.0 hub.

Opt for the SL2.1s.

It only needs a crystal oscillator and a 5V
power supply.

+5V.

U13

TYPE-A DM__1[e 1 X3 12MHz
JYPEADP o DM2  DP3 2,14 3
S a——2DP2  DM3 Zi|
#COM I mi  prall Q F
AG DP 4 Opy Ll | 1 2__“|,§
USB CM4 N5 oo SN [1] o
Uss cv4 P_g UOM  XINF,
e——Zvops vopis (10— 1OPF
[ cor pivss vopssp— +
T toonF | ST2Ts |——-W‘—o—“|-5

GND




— Used as an attack testing device

XiaoHuihul - = — XiaoHuihui
CM4 /Board V2




Why H616 ? cheap
Still a bit large

The performance for WiFi-related
attacks is average

Armbian 23.5.4 Bookworm ttyl
bigtreetech-cbl login:
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The fFinal version

To reduce the size:

® The Ethernet module is too large and often unnecessary for most
tasks.

® To facilitate soldering, we'll switch to a double-sided layout, placing
components on both sides of the board.

® Transition to using a 4-layer PCB design.

Add a high-performance WiFi card to enhance our capabilities for WiFi-
related attacks.
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Choosing a WiFi Card
o g

How to conduct effective WiFi attacks:

® Support 2.4G / 5G monitor mode

® Sniffer manager / controller / data frame ( not only manager)
® AP mode and support 802.1x hostap

® High High transmit/receive power (Preferably with an
Amplifier)

® Better to be driver-free under a high version kernel

® USB Interface

® Modules available for soldering
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Recommended chips for WiFi attacks

: Maximum Linux Recommended

Chipset Interface  Standard Channel In-Kernel AP Mode Monitor Mode For

MT7921AU Width Driver Linux
Mediatek MT7922au ~ USB3 WiFi 6E 160 V 5.16+ v v [4]
Good performance with minimal Realtek RTL8852cu  USB? WiFi 6E 160 X [6] No
packet |OSS. Realtek RTL8832cu USB3 WiFi 6E 160 X ? ? No
Mediatek MT7921au’ " USB3 WiFi 6E 80 V 518+ v v Yes
Realtek RTL8852bu  USB? WiFi 6 80 X [6] No
Realtek RTL8832bu USB3 WiFi 6 80 X v v No
MT76 12 U Realtek RTL8852au UsB? WiFi 6 80 X -avoid[2]  bad driver bad driver No
Realtek RTL8832au USB3 WiFi 6 80 X - avoid bad driver bad driver No
LOW ke rn el req u i re mentS. Realtek RTL8814au  USB3 WiFi 5 80 X - avoid old driver old driver No
Mediatek MT7662u USB2 WiFi 5 80 Vv 5.9+ [6] v v No
Mediatek MT7612u USB3 WiFi 5 80 Vv 419+ v v Yes
Realtek RTL8822bu  USB2[5] = WiFi5 80 V 6.2+ [3][6] 7 Vi No
RTL8812AU Realtek RTL8812bu  USB3 WiFi 5 80 V 6.2+ 3] v v Yes
Realtek RTL8822cu  USB2[5] ~ WiFi5 80 V 6.2+ [3][6] 7 v No
Complex driver compilation, Realtek RTL8812cu  USB3 WiFi 5 80 V 6.2+ 3] v v
Realtek RTL8812au |©©" USB3 WiFi 5 80 X v v
Mediatek MT7610u USB2 WiFi 5 80 Vv 419+ v v

https://github.com/morrownr/USB-WiFi/blob/main/home/USB_WiFi_Chipsets.md



WIFI attack methods

Access Only:

Simply accessing the target network. Scan. ARP spoofing can often be effective,
especially when there's no attack surface on the web side.

Traditional Methods:
Deauth attack and capturing handshake packets
Innovative Approaches:

® 802.1x PEAP hash cracking: Enterprises with higher security requirements often utilize
802.1x WiFi authentication.

® Collecting MAC addresses , MAC to IPvé address , direct attacks through IPvé.

® Monitor mode: Decrypting 802.11 frames online , pure monitoring mode, oper
silently without detection.




WIFI card module

-

17.8x27x2.5mm

Need to draw the footprint yourself.

04V=0

b b

'ﬂ’

RTL8812AU’* 1

s B

Higher transmission power

]
— ——
WiFi Module g
M7612NU2 3
MT7612UN @

MAC:C43CBO64BESS |
SN:202306011348 |fly

BL— M7921AU1

NA94Y=0
E358874

Improved performanc
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About draw PCB

Determine Component
Placement Based on
Functionality

Place Larger Components
First

L@ — — 00 CJ a—a

Connect All Components 88 fiEs s
Together gliliLL: rinirvy 5 ol
L0y Heses|FenE
o Diatiptedese, 002 5 —o

D) ~lu
g Uoow €30 2

Cj]

M @ g < 7 I
O [T o
o} m
o] g
" Lez 20

BT LwwdeZinemmzrt LCD-C@D7
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If there's no space for circuit wiring:

® Avoid areas with existing connections.

® Use via stitching to route signals through holes.
® [ncrease the number of PCB layers.




Powerful sniffer WiFi card

Remote control and power on/off via
4G

Battery-powered with charging
HDMI output
Multiple USB ports

Compatible with Raspberry Pi CM4 and
other cheaper Pis

Only 40x55 mm

o XiaoHuiHui

Sl WiFi Module p¢

P M7612NU2 @

2 V'T7612UN

MAC:C43CB064BE94
o &

) ff

dl

. AtfachiTAs e A

., XiaoHuiHui




! How to create a Linux system circuit board

-

® CM4 modules are expensive and need connectors to connect to carrier
boards.

® Their shape cannot be customized easily (for example, to make them smaller).

e CPU is a chip itself, we can design the circuit board based on the manual and
recommended circuits.

Which manufacturer's CPU to choose?

Allwinner offers some open-source projects for their CPUs.

We can also refer to online resources like Orange Pi schematics for guid
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-

Choose the processor

Getting Started:
Allwinner F1C100s/F1C200s/V3s/V3x
(Internal RAM, Simple Circuit)

High Performance:

Allwinner H2/3/5 H6/H616

-
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About FIC2080s
-

CPU: Less than $2, includes 64MB RAM
Small size
Moderate performance, about 1/3 of Raspberry Pi Zero

(V3s is recommended, slightly larger but has similar performance to
Pi Zero)

First, we'll create a schematic based on online resources and the
CPU manual.
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GND
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Flash™ &5
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Connect

Place the major components Place others
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— Hardware
) Uart
® Just 30x30mm in size, costing less than $4. : EEE I

llllll!l!!‘j Lll!l!l!ml!‘J !!slp_lppn.

® Capable of running a complete Linux USBE 3 l!'"' S
operating system. Flasl: , & _ [
% D E (00
H .

® Supports booting from SPI Flash or TF card.

® Utilizes a 2-layer circuit board, keeping
production costs low.

® All components are placed on the front side ! :

for easy soldering. UE% s E
CiilEiIlPower CPU

¢
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If anyone is interested, feel free to reach out to me

With the hardware ready, you'll also need corresg

Software

software:

We've produced 10 of these for everyone, with the
HITB logo printed on the back as a commemoration.

Compile the bootloader

Compile the kernel

Modify the device tree

Create the root file system (rootfs)

Flash the image

after the session-to obtain one.

1abeuey

., “ 1vuL TUUL g

dr-xr-xr-x 12 root root 0 .

drwxrwxrwt 2 root root 60 .
6
3

drwxr-xr-x root root (/]

drwxr-xr-x root root 0
#

# =R =

# fdisk -1

Disk /dev/ jo] 62534975488 byte:

1908416 cy , 16 sectors/trac

Units: sec = 512 bytes

Device = EndCHS

/dev/mmcblk@pl T gt > - S
PEPITSISS | XiaoHuiHui ® @€ G
#

F1C200S Xiagoianmao 5141061C_Y3S
0)
' @

HITB Conference Commemcration
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— Computer with Better Performance

Real attacks require running abundant security software, demanding
High CPU Performance

Scan & vul tools :

® Tcpdump. tshark, nmap. masscan, sqglmap. Hydra
WIFI & sniffer

® bttercap. aircrack-ng. hostapd-wpe. kismet

Other tools :

® Frp. nps. Metasploit, hashcat, john, ......
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Allwinner HB16
7

H616 > H2/3/5

e CPU : Quad-Core ARM Cortex-A53

e USB : USB2.0: 1x OTG + 3x Host

® Performance : one-third of Raspberry Pi 4

Open-source projects on oshwhub for reference

Added memory traces, requires a 6-layer board.

High memory frequency, need equal-length traces.

6-layer PCBs are expensive.
https://github.com/YuzukiHD/
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Validation: 3 a

® The core board works properly

® Full Debian operating system is functional

tech—cbl:pp:

® High-performance WiFi adapter can be ey

connected for security testing o

tech-cbl:

tech—cbl:

tech-cbl:

. . ev  home
Replicate previous work tc lib

ftech~cbl:

So we can add 4G module and high-performance | ey

WiFi adapter
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About the Software

Compile the complete Armbian system (taking reference from the
H616 CB1 module design, you can also use CB1's compilation
configuration).

Write the compiled image to the SD card. Kernel version: 6.2.16.
Alternatively, directly use the image from the H616 CB1 module.

~{] Preparing u-boot bootloader [
~] Sourcing u-boot install functions [
#f] Writing u-boot bootloader [ ]
W] Unmounting recursively [ MOUNT - be patient ]
W] Freeing loop device [ /dev/loopl2 ]
“]  renamed '/home/pp/work/H616/build/.tmp/rootfs-18fd2c@5-4a91-4ec9-98f7-b426f63b5e81.raw' -> '/home/pp/work/H616/build/.tmp/image-18fd2c@5-4a91-4ec9-98f7-b426f63b5e81/
-cbl_jammy_edge_6.2.16.img"
Done building [ ]
SHA256 calculating [
Fast-moving file to output/images [
Fast-moving file to output/images [
{1 Fast-moving file to output/images [
2] Unmounting recursively [ SDCARD rootfs finished - be patient ]
W] Done building image [ bigtreetech-cbl ]
Runtime [ ]
‘+] Repeat Build Options [ ./compile.sh build BOARD=bigtreetech-cbl BRANCH=edge BUILD_DESKTOP=no BUILD_MINIMAL=no KERNEL_CONFIGURE=yes RELEASE=jammy ]
~] Cleaning up [ 1
V5] ANSI log file built; inspect it by running: [ less -RS output/logs/log-build-18fd2c@5-4a91-4ec9-98f7-b426f63b5e81.10g.ans ]
W] Share log manually (or SHARE_LOG=yes): [ curl --data-binary @output/logs/log-build-18fd2c@5-4a91-4ec9-98f7-b426f63b5e81.10g.ans https://paste.next.armbian.com/log ]




Security Testing and Research on Other Interfaces

-

e USB ( network, HID. protocol analyze )

e WIFI

e 4G/LTE

e Ethernet

e HDMI

e Automotive Related ( CAN. Ethernet, LVDS, GSML)
e SDR



BEAGLE USB 480
PROTOCOL ANALYZER

$1,295

Part Number: TP320510

7 Creating a UsSB Analysis Devi®

Availability: In-Stock

U S B p rOtOCOI a na Iyze rS a re Ofte n q u ite expe nSive Non-intrusive high-speed USB 2.0 bus monitor

with real-time display, search, and filtering.

(due to USB 2.0 speeds and FPGA usage).
How to create a simple analyzer for:

® Protocol analysis

e Keyboard logging

Are there simpler solutions ?

Some key-logger devi
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The RP2040 chip :
® Priced at just $0.5.
® Dual ARM Cortex-MO+ Microcontroller

The 8 PIO ! ( programmed input-output )

® It can achieve the same frequency as the CPU and
doesn't consume CPU resources.

® Commonly employed for oscilloscopes, signal
generators

Based on open-source projects like pico_usb_sniffer,
USB2.0 Low / Full speed sniffing

RP2840 chip and it's PIOs

ageenaneesnnen

[Destination: host]
USB URB
HID Data: 00000T0000000000
[/ I— = Key: LeftControl (0xe@) = UP
0.. . = Key: LeftShift (@xel) = UP
ils s = Key: LeftAlt (@xe2) = UP
..0 .... = Key: LeftGUI (@xe3) = UP
.. 0... = Key: RightControl (@xe4) = UP
.0.. = Key: RightShift (@xe5) = UP
..0. = Key: RightAlt (@xe6) = UP
....... 0 = Key: RightGUI (@xe7) = UP

Keys: 00000000000
0000 1111 = Key: 1] (oxof)

log the key

0000 4b 00 00 Of 00 00 00 00 00 bf @b




RP2840 Schematic

-

QSPLSDO 53
QSPLSDL 5!

e Need to be very small in size, which b=
is why RP2040 solution was chosen

QSPLSCLK 2

Raspberry Pi
RP2040

e Reference circuit diagram: hardware- =
design-with-rp2040.pdf o

e Remove unnecessary pins i |
o The gOal iS tO fit inSide a USB 2.1.1. Input supply 2.2. Flash storage
connector Power
Nu;%\_xzuu ?H D 1 %
Lo z J_ff. ’
T T R sl
wh Wbl gl
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How to Become Smaller
-

® Removing Unused Interfaces
® Retaining Only USB D+ D- Pins
e Using 4-Layer PCB

e Utilizing Small Footprint
Components, such as 0402




Function Verification
7

Keyboard Receiver -
Or other USB devices  |USB D+ D=
Sniffer .
-
P10 O

lIII‘IiiilIIIII_K EEEEEEEE

H .|||||||||||||IHeIIo HF-?
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— Become a Keyboard Logger

® Successful Debugging, Keeping Only the
Chip, Removing Debug USB Pins

e Only 14mm x 9mm
® You Can Place It Anywhere

® For Example, Inside a Keyboarcl Receiver

*

KEPERRO® USB Bluetooth Adapter fo...



Tiny Chip with WiFI

The ESP32-S3 :

® Added native USB compared to ESP32-C3

® Similar to RP2040 but without PIO pins, adds WiFi and Bluetooth
® Used for handshake packet detection and deauth attacks before

Getting smaller! (We've been making devices smaller)

Any new methods?
® Remote control badusb!

® Network MITM!

| Fccip:zacrz-espsawroOMY
1 ic:21008-£5PSIWROOM)

4 owrio: )/
ARABHE (L) "
REwRLN : :

PIN16R2




Become Smaller

Refer to the official schematic on the right

For a smaller size, chips instead of modules
are needed

Similar to RP2040, use small-package
components

Utilize built-in storage! Though it's a bit
more expensive

Hardware design is done, how to turn it into

an attack testing device

The values of C1 and C4 vary with

the selection of the crystal

The value of R4 varies with the
actual PCB board. R4 could be a

resistor or inductor, the initial

value is suggested to be 24 nH.

)
2
&

o

<

n
v ono ]l

§ 242 oo xour
58

Vo033 GPioss
? GPIOa5
GORXT
& worx
= 2 2
]
|..Ir mnIF
Vo33 = —
T GND GND
) ongi.t0t)
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The values of L3, C5, C11, L2 and C12 voo_sPt
vary with the actual PCB board.
NC: No component.
Soai 3
voD33 SPCST lycss S susioo
i SPICLK By 5ok sossion
spiD 7

CHIP_PU
H Activate chip;
L Disable chip.

This pin could not be float.
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# Circuit Playground HID Keyboard

Remotely Controllable HID RDevice

: import board

import usb_hid
® ESP32_SS can be ﬂaShed With ::2: 232?:31&::3tgizgg:j_{zszst_ﬁzyﬁgsgﬁt KeyboardLayoutUS
CircuitPython firmware, supporting HID
device emulation

e A BadUSB device with remote control
capability can be created

® Inserted into a data cable, similar to the
diagram on the right

e USB HUB chip needs to be added, such as
SL2.1s, for normal data cable function and
enhanced concealment
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USB Cable for Traffic Monitoring

-

HID device emulation achieved via TinyUSB

What more can TinyUSB do? Network emulation !

We can employ the ESP-IDF Framework with native TinyUSB support
Add relevant TinyUSB functionality in compilation options

Activate Network Bridge feature and configure Auto-Connect WiFi

Note: Only configurations matching the diagram below ensure optimal
compatibility

» TinyUSB Stack » Use TinyUSB Stack Top) » Component config » TinyUSB Stack

(C ) RNDIS




We've obtained a data cable that can capture network traffic!

Compatible with Android, MacOS, Windows, Linux

® According to the operating system's routing rules, wired
network takes priority

® Very responsive - network card works just 2 seconds after
insertion

-
\WiFi

Attacker-controlled WiFi ~ ©on
Http Cookie, DNS......

10x17 mm

XiaoHuiHui

omaticall

Network Monitor R
wiFl <- Esp32 -> uss (D

<=
IIII GPIO 38 35 34 33

Maybe a charging cable

8Cognized as an Ethernet adapter




Anything Smaller?

Remember the Air700E 4G module we mentioned before ?

The circuit is simple, the PCB is just 15x12mm

It also supports USB RNDIS device emulation

Plugged into a computer, it generates a USB Ethernet network card

The 4G signal coverage is much wider

How to control traffic?
® Use SRSLTE to generate a 4G base station

® Sign up for a private APN service with an operator, then all 4G traffic will flow
through your server
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Capturing HOMI Data

Previously used FPGA solutions, which were
large and expensive

Now there are better options, like MS52109,
MS2130/2131

Single Chip + Flash, USB 3.0 Support

Designing a Very Compact HDMI to USB
Device

Higher Power Requirement, we can using
EA3036/3059

u7
MS2130

DM

Jelela]

R50 200Q
2l—=—

DP
SSTXM
SSTXP
SSRXM
SSRXP

0|o|o|o(o(o|o

XTIN
XTOUT

USB_REXT

HDMIRX2P
HDMIRX2N
HDMIRX1P
HDMIRX1N
HDMIRXOP
HDMIRXON
HDMIRXCP
7 HDMIRXCN
HDMIRX_REXT
RXDDCSCL
RXDDCSDA
HDMIRXDET
HDMIRXHPD

EA3036




Capturing Ethernet Data

Regarding Ethernet capture, it has been around for quite a while, like the
Throwing Star LAN Tap.

However, it's necessary to capture both directions simultaneously, and the
speed is low, unable to send data packets.

A dual Ethernet card can be used for bridging to achieve Ethernet monitoring.
The RTL8152 chip can be utilized, small in size, and driver-free.

Using analog switch chips like CH440 to control the communication direction
of Ethernet.

XiaoHuihui
CM4 Board V2

- Two Network Cards

VS0MGH

RTL8152




Rutomotive Security

Opensource Project : USB CAN
Chip: STM32F072+TJA1051T/3

Can be integrated into the previous attack
testing circuit board

Convenient for remote CAN signal analysis
and debugging
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Rutomotive Security

fpdlink2raspi PCB

Video transmission in vehicles does not use HDMI
or DP

Utilizes GMSL and FPDLink High-Speed signals

Often, We face difficulties procuring screens for
analyzing Vehicle IVI Systems (Expensive)

Or our Automotive Security Simulation team
wishes to simulate camera data

So We can create relevant video encoding and

. . . . L. Some Opensource Project
decoding circuit boards to assist in our research P J
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Applications in Other Security work

Our company recently had a cybersecurity awareness month event. We
created an ESP32+display device named "Boss is Coming" for this occasion.

Using WiFi sniffing, we measured the signal strength of the boss's MAC
address. We distributed these devices for soldering activities, aiming to
enhance interest in security among everyone.

To demonstrate the insecurity of the 802.1x encryption and the resulting
issues of password leakage and cracking, we created a "Sheep Wall" device
that performs hash sniffing and cracking based on 802.1x.
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Summar
. y

Sharing examples of using circuit board production for security
research and testing

Key points: simple solutions, miniaturization, new attack
approaches

Everyone, please refrain from using them for malicious purposes.

| started delving into this field just three months ago, so it's not too
difficult and doesn't require much time

No Q&A , if any question , mail to gaoshupeng@baidu.com




THANK
YOU!



