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Summary

• prerequisite: exploit code, reconnaissance, compromised press server

• Initial Access → Lateral Movement → Exfiltrate Data
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Key Findings 1. Domino effect 
Attacking software developers by abusing previously stolen source code
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Key Findings 1. Domino effect 
Injecting subsequent media websites, beginning with the first penetrated media website
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Key Findings 2. Inevitable daily life
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Background. Internet Banking in Korea (Abstract)
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Worth & Meaning

- We must install (vulnerable) software to use internet banking in Korea.

- We feel easy because the attacker points specific targets and they exfiltrate code only.

(wort case) Not targeted watering hole technique & use malwares with destroying systems

- We know that the vulnerable financial software’s source code was exfiltrated by the attacker before.

- We are about to introduce an important case with vulnerability from now
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Incidents
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Network SeparationInternet Internal 
Network
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2. Malware Propagation Techniques
1. Initial Access Techniques

0-day 0-day

Analysis
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1. Initial Access Techiques
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1. Initial Access Techiques
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2. Malware Propagation Techniques

Stack Buffer OverFlow

Windows EventLog – Application
EventID 1000 

Financial Security SW

PORT memcpy

Analysis
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Network SeparationInternet Internal 
Network

VPN

RDP

3. Methods of Intrusion into Internal Network

Collect Data
Account,Password, 

Network Scan

Analysis
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Network SeparationInternet Internal 
Network

Internal Server 
C&C

Internal Server 
C&CVPN

RDP telnet

3. Methods of Intrusion into Internal Network

Collect Data
Account,Password, 

Network Scan

IIS Setup

Analysis
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1. Boot or Logon Autostart Execution: Security Support Provider
HKLM\SYSTEM32\CurrentControlSet\Control\Lsa\SecurityPackages\[Malware Name]]

2. Network Service Discovery
Nirsoft WakeMeOnLan

3. SYSEM Service: Service Execution
EventID 7045, EventID 7009, EventID 7000

4. Proxy : Internal Proxy
Plink, LCX, HTRAN

5. Exploitation
CVE-2021-34527, ZeroDay

Lazarus Attribution
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Malicious Code Analysis



ScskAppLink.dll

4 Cases of Malware

lrmons.dll

*proc.sys

mi.dll

- Downloader, Initial Access 

- Registry Data Decryption and Memory Injection

- Registry Data Decryption and Memory Injection

- Encrypted File Decryption and Memory Injection

Malicious Code Analysis
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Command : rundll32.exe [PATH]\ScskAppLink.dll ,ComManagedHelper ReservedFunction4

CASE A

PATH : C:\Users\Public\Libraries\\ScskAppLink.dll

Parameter required for malicious code operation

ScskAppLink.dll (Pair Set : it does not exist)

ScskAppLink.dll

Memory injection

Download Binary

Binary

Compromised Host

Malicious Code Analysis
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CASE A ScskAppLink.dll (Pair Set : it does not exist)

Watering Hole Page

Compromised Host

0.01 sec

Malicious Code Analysis
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Malicious Code Analysis

CASE A ScskAppLink.dll (Pair Set : it does not exist)
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: SOFTWARE\Microsoft\Windows NT\CurrentVersion\Fonts\GiddyupStda Bold

CASE B

PATH : C:\[random path]\ lrmons.dll (random DLL file name) 

lrmons.dll ( Pair Set : registry data )

lrmons.dll

Memory injection

: SOFTWARE\Microsoft\Windows NT\CurrentVersion\Fonts\GiddyupStda (Configuration info)
(RAT)

Reg registry data & RC5 Decrypt
(RAT)

GuddyupStda Bold

Reg registry data & RC5 Decrypt
(Configuration info)

Compromised Host
(C&C)

Command & Control
Exfiltration

Malicious Code Analysis
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RC5 Algorithm AES Algorithm

Malicious Code Analysis

CASE B lrmons.dll ( Pair Set : registry data )
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Service Name : PCAudit

Path : C:\Program Files\Windows Mail\wabimg.dll

C2 : biz****.co.kr/board/wysi/wysi.asp
eledu****.co.kr/mobile/temps/guest/guest.asp
m2****.co.kr/upload/prod/thumb_s/prod.asp

Malicious Code Analysis

CASE B lrmons.dll ( Pair Set : registry data )
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: SYSTEM\CurrentControlSet\Servies\eventlog\Application\Regular\[Malware Name]

CASE C

PATH : C:\Window\system32\*proc.sys 

*proc.sys ( Pair Set : registry data )

*proc.sys

Decrypt & Memory injection

(Configuration info)

(Binary in *proc.sys)

AES Decrypt
(Configuration info)

Compromised Host
(C&C)

Command & Control
Exfiltration

registry value 

Malicious Code Analysis
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: C:\appdata\[random]\wsmprovhost.exe

CASE D

PATH

mi.dll ( Pair Set : file list )

wsmprovhost.exe
Value = AES Decrypt(Key, argument)

(encrypted RAT)

Compromised Host
(C&C)

AES Decrypt(Value[AES key: ], Value[ : RAT filename ]) 

mi.dll

: C:\appdata\[random]\mi.dll
: C:\appdata\[random]\[random file name] 

Command : wsmprovhost.exe [argument(encrypted Key & RAT File name)]

Key = MD5(Get ComputerName)

Malicious Code Analysis
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CASE D mi.dll ( Pair Set : file list )

O5N0DwYJpY2D2xm631h3jMqOq942Gn4kuso.dat

wsmprovhost.exe [argument]

Key = MD5 Hash(ComputerName)Data = base64 Deocde(argument)

AES Decrypt(Data, KEY)

=

Inject Memory
(Malicious Code)

AES Decrypt(Data, KEY)

Malicious Code Analysis
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Attribution



FALLCHILL
DreamJob

(Death Note)

Watering Hole
Financial security S/W vulnerabilities

Target : press, marine industry, 
Financial S/W development

Target : Hosting company, 
Financial S/W development

G/W development

Spear Phishing

Target : defense industry, 
cryptocurrency exchange

Initial Access :
Spear Phishing,
Watering Hole
S/W vulnerabilities

Initial Access :

Initial Access:

BookCodes

Attribution
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Initial Access – Drive by Compromise

Target IP Filtering 
& 

Redirect

Exploit Server

Click the Link

Victim

Send Spear Phishing Email

Malware Download 
& Execute

Operation BookCodes (2020)

Attribution
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Target IP Filtering 
& 

Redirect

Exploit Server

Operation GoldGoblin (2023)

Victim

visit news website 

Exploitation of Financial Security Software 
Vulnerability for Malicious Code 

Download and Execution

Attribution
Initial Access – Drive by Compromise

43



Operation BookCodes (2020) Operation GoldGoblin (2023)

Attribution
Initial Access – Drive by Compromise
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Command and Control - Web Service: Bidirectional Communication

Internet Network Internal Network
Command Control

&
Data Exfiltration 

Document 
Management System

(DMS)

Create C&C Page

DMS Server
Initial access

Attribution
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Internet Network Internal Network
Command Control

&
Data Exfiltration 

VPN

IIS Setup, 
Create C&C Page

Server
Initial access

Attribution
Command and Control - Web Service: Bidirectional Communication
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Defense Evasion - Masquerading: Match Legitimate Name or Location

IR Malicious Code Path

DreamJob Cluster(2018) C:\ProgramData\adobe\
C:\ProgramData\softcamp\
C:\Windows\System32\[ServiceName].dll

Bookcodes Cluster (2020) C:\ProgramData\
C:\Windows\System32\[ServiceName].dll

GoldGoblin Cluster (2023) C:\ProramData\USOShared\
C:\ProramData\picpick\
C:\ProramData\ESTsoft\
C:\ProramData\Nuget\
C:\ProramData\Intel\
C:\ProramData\ssh\
C:\ProramData\Microsoft\DRM\
C:\Windows\System32\**proc.sys

Attribution
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DreamJob(DeathNote) Cluster

CASE B (GiddyupStda Bold_Command page)

Substitution Algorithm Substitution AlgorithmCommunication parameter Communication parameter

Attribution

Incident at a Cryptocurrency Exchange (2018)

48



Attribution

CASE B (GiddyupStda Bold_Command page) Incident at a Cryptocurrency Exchange (2018)

DreamJob(DeathNote) Cluster

49



FALLCHILL Cluster

FALLCHILL (RC4) – CISA (2017) FALLCHILL (AES) – KrCERT (2018)

Encrypt configuration
String

RC4+XOR AES

Command Encrypt RC4+XOR AES+BASE64

Protocal Fake TLS (TLS 1.0, TLS 1.2) HTTP, TLS 1.0

Malware Version 2.3 , x86_3.0 x86_1.0, x64_1.0

Command ID 0xFF34 ~ 0xFF56 0xFF31 ~ 0xFF5D

configuration Location SYSTEM\CurrentControlSet\services\eventlog\Application\Config SYSTEM\CurrentControlSet\services\eventlog\Application\Conf 
SYSTEM\CurrentControlSet\services\eventlog\Application\Config

Malware Name Confirm Malware Version Configuration Location

FALLCHILL (RC4) CISA(’17) 2.3 , x86_3.0 SYSTEM\CurrentControlSet\services\eventlog\Application\Config

FALLCHILL (AES) KISA(’18) x86_1.0, x64_1.0 SYSTEM\CurrentControlSet\services\eventlog\Application\Config

**proc.sys (CASE C) KISA(’21~’23) x64_1.2 SYSTEM\CurrentControlSet\services\eventlog\Application\Config

Attribution
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16byte Key Generate Algorithm
GoldGoblin – CASE C

16byte Key Generate Algorithm
FALLCHILL-AES

Attribution
FALLCHILL Cluster
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FALLCHILL
DreamJob

(Death Note)

Watering Hole
Financial security S/W vulnerabilities

Target : press, marine industry, 
Financial S/W development

Target : Hosting company, 
Financial S/W development

G/W development

Spear Phishing

Target : defense industry, 
cryptocurrency exchange

Initial Access :
Spear Phishing,
Watering Hole
S/W vulnerabilities

Initial Access :

Initial Access:

BookCodes

Attribution
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Thank You

TAEWOO LEE (KrCERT/CC) heavyrain@kisa.or.kr 

SEULGI LEE (KrCERT/CC) sglee@kisa.or.kr 

DONGWOOK KIM (KrCERT/CC) kimdw777@kisa.or.kr 


