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A Introduction of SSRC

| SSRC (System Security Research Center)

; - SSRC is based on Chonnam National University in Southern South Korea.
« Research on loT/ Smart City/ Critical Infrastructure Cyber Security
. Total Researcher Numbers: 40 (Full-Time: 14, Part-Time: 26)
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Welcome to System Security Research Center in Chonnam National University

http://ssrc.jnu.ac.kr
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B Introduction of SSRC g

| Recruiting of International Students

- We are looking for highly motivated and willing students who are interested in doing research on

understanding in Cyber Security. At the moment, Master positions, PhD positions are available.
- Main Research area

- Industrial Controls System’s Cyber Security
- Vulnerability Scoring System
- loT Security
- Privacy, Data Security (Synthetic Data, Federated Learning)
- Digital Forensic (honeynet, etc)
Requirements
Hard-working, high work ethic, highly motivated and willing.
Support:
- Free tuition fee
- Support: 2,000,000 ~ 3,000,000 KRW/month, depends on the contribution of students.
- Additional support for National Health Insurance.
- Opportunity to attend domestic/international conferences. (e.g Defcon, Blackhat, HITB, etc)
- Brand-new facilities: RTX 2080Ti, RTX 3080/3090, Tesla P100...
- Papers incentive: 600,000~1,500,000 KRW, depending on the paper quality
( SCIE journal or Top-tier Conference.)




.. Internet of Thing's in Smart Home



1.1 Smart home market trend g

| Global Smart Home Market Size (2022-2832)
: .- The smart home market is expected to reach $518.5 billion by 2032, at a CAGR of 21.88%.
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1.1 Smart home market trend

| Smart Home Market’s major player

: META Smart Home Devices Market by Vendor
Unit Share, Q1 2022

m |G Electronics = Samsung = Sony
® Xiaomi ® Hisense " Google
= Amazon.com m Others

(Middle East Asia, Africa)




1.2 smart home platform Providers

| Smart home platform provider

; - Samsung is the dominant smart home device brand in many countries
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1.3 Smart home infrastructure

I Smart home infrastructure

7 * A smart home consists of a variety of loT devices centered around a hub.

* The hub is likely to contain key evidence data.
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II. vulnerabilities in smart home



2.1 Smart Home Vulnerabilities
| Smart Home Device Vulnerability

| Security threats from smart home devices

* Vulnerabilities in smart home devices are constantly being discovered, and it's likely that
there are many more that have not been exposed

the network

NO. Target Type Impact Description
1 ZieBee Coordi Command Zisgrl?fef?nzaacnk;t Takeover of home networks using Zigbee vulnerabilities through devices that communicate with
igBee Coordinator

injection tampering external networks and communicate with Zigbee networks

Spoofing Hijacking device | When registering a device in the cloud, duplicate registrations are made even if the same device
2 Smart home network L information . .

(Evil twin) ID is registered.
3 Smart h twork Spoofing Device packet | Evil Twin attack, which disconnects WiFi and connects a smart home device to a fake AP with

mart home networ! e

(Evil twin) sniffing the MAC of the wireless AP.

4 Smart home Phishing Takeover the Send phishing emails to users to steal their smart home platform administrative accounts and
management accounts emails platform account control their smart home after stealing their accounts.
5 AP Rout Denial of Slzgxithe A Dos attack on an AP router that connects a smart home network to the outside world,
outer
service communication | disrupting its availability.
Privacy Information leaks

6 Smart Meters . . in the smart Smart water meters analyze water volume to infer users' living patterns and outings

invasion home

Fc_)rce a device to Device network disconnection attacks that exploit the lack of authentication in the AP router's

7 AP Router Dos disconnect from

WiFi's disconnection packets.




2.2 Risks of malware infection
| Internet of ThingslloT) malware

l I 10T intrusion Trends
* Malware targeting Internet of Things devices in smart home environments is on the rise and needs to
be addressed proactively.
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2.2 Risks of malware infection
| Internet of ThingslioT) malware

| Mirai Botnet
7 * MiraiBotnet was an early botnet targeting loT devices, but it is still active today.
* MiraiBotnet had the largest bitrate of any Ddos attack in October 2022.
* The acquisition of data related to these malware and breaches is essential from a digital forensics

perspective.
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| MIRAI

7 | Mirai Botnet

2.3 Representative IoT Malware
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I MOzi

| Mozi Botnet
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2.3 Representative IoT Malware

Config file —

Bot
Master

le— Control —p|
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2.5 Considerations about IoT Forensics g

c Type of Incident

* Symptoms of Incident

Device Artifacts
¢ Root Cause T ’_,
o Related Systems l.

-9 — Cold (Shutdown)
» Type of data

L. — Volatile Data
- Non—Volatile Data

» Type of device

- - AP - NVR
@Hardware Artifacts “NAS - IP Camera

¢ Debugging Port
- UART
- JTAG

¢ Memory Dump

- EEPROM
- FLASH Memory
- eMMC

* Status of device
- Live




. Acquire Forensic artifacts on

smart home device



3.1 Acquiring forensic artifacts

| Devices for data acquisition
J I Acquire data from loT devices from different manufacturers

* Samsung Smart hub e Xiaomi Smart hub

SmartThings

¢ Hikvision IP Camera and NVR
AQara HIKVISION

Smart hub




OSINT

Network

Application

3.1 Acquiring forensic artifacts
| Data acquisition methodology

I Forensic artifacts acquisition method for general loT devices

* This study aims to Acquiring forensic artifacts, so OSINT is excluded from the data collection process

hardware

Integrated Development
Environment

OpenAPI

Repository

* Port Scan

» Traffic capture

Mobile application
information acquisition

Explore internal storage

.

.

UART
IC Chip Memory Dump

|
/

» Get device information

* Cloud data acquisition

Identifying the admin page
Identifying the remote
access port

Determining if your device

is infected

Obtaining user
information
Obtaining smart home

device logs

File System Access
Detecting Malware

Infection




3.1 Acquiring forensic artifacts J
| Acquiring forensic artifacts of Samsung Smart Things(OSINT)
7 I Acquiring forensic artifacts through OSINT(Smart Things CLI)

( |

* There is no need to issue a separate API key in advance
to use the function, and it has the advantage of being
easier to use than API, but there is a disadvantage that it

cannot be used without installing the tool.

* In addition to API calls, each information can be obtained

through SmartSync CLI, a tool that provides Samsung

\ SmartSync APl in a CLI environment. )




3.1 Acquiring forensic artifacts >

I Acquiring forensic artifacts of Samsung Smart Things(OSINT)

7 | Acquiring forensic artifacts through OSINT(Smart Things Groovy IDE)
° s Advanced we
SmartTh | ngs Welcome to the SmartThings Advanced Web App
Groovy IDE » 30 advanc orcr e Smangs e 16 App lets you manage
|~ e ad g 1 locatio
The Groovy IDE allows you to 4a o
integrate devices directly with
the SmartThings hub using @ Managsyour tocstions
ZigBee, Z-Wave, or .
LAN/HTTP protocols
£ Explore your hubs
Get started integrating a hub- B e
connected device.
@ Control and view your devices

* An environment for managing devices provided by Samsung SmartThings and developing third-
party apps

*  OnJuly 10, the old Groovy IDE service was shut down and rebranded as Advanced Web App, a
new API-focused service (with most existing features carried over).




3.1 Acquiring forensic artifacts >

I Acquiring forensic artifacts of Samsung Smart Things(OSINT)
J I Acquiring forensic artifacts through OSINT(Smart Things Groovy IDE)

URL Content Acguirable

» User uuid
Email
User name L Eat -
Hub ID

Enabled

Firmware version

IP and MAC addresses

/user/show Provide user information

Provide information about the hub Date of first hub ;
/hub/show/{hub 1D} and the ability to change network enrollment .
settings » Time of last setting
change

* Last boot time
. Protocol.setting

information

* Device identification
name

* Device installation

Jdevice/list Provide a list of devices linked to the location name
eviceslis user's account + Enabled

* Command execution
location

* Time of last activity

* Device Default Name - P

»  Time of first « Home 1D D162€388

/device/show/{device ID} Provide device details registration o ot

* Time of last setting ¢ Crolocel versen 604
change -

+ Event occurrence time ==
information -

/cheI\Dnc/e/{dewce Provides a list of device event logs Event Originator
}/events » Event properties
* Eventvalue




3.1 Acquiring forensic artifacts

| Acquiring Forensic artifacts via application

| The method of acquire forensic artifacts through applications

Smart Phone
Rooting

U

Identify the
database

U

Analyzing the
database

* Perform rooting to find the exact data hidden in smart phone

* |dentify the databases associated with the forensic artifacts

* Correlate and analyze the identified databases to the intrusion




3.1 Acquiring forensic artifacts

I Acquiring fForensic artifacts of Samsung Smart Things(Application)

I Acquiring forensic artifacts through apps (Details of hub)

* /com.samsung.android.oneconnect/databases/Devicedata.db

nsecureRejoin”:false,

true, "1 ilability
( Acquirable data
T — R *  Hub Firmware version
rmces B Yo *  Hub MAGC, local IP address
A T e THTMOTHAL

*  Hub Zigbee Node ID, Channel, Firmware Version

¢  Hub Zwave Node ID, Home ID, Firmware Version

ar fHian
dvicamorel TEXT s izabicdsl” TEXT

\ e  Hub DriverID, Version, Channel ID

Detail of hub




3.1 Acquiring forensic artifacts

| Acquiring Forensic artifacts of Samsung Smart Things(Application)

I Acquiring forensic artifacts through apps (Related ip camera logs)

e /com.samsung.android.oneconnect/databases/CamActivityHisory.db

s

Activiles Sbef203 faeh_474d_ada CREATE TABLE Activiies -5beS0923 tash_474d_a4
ctiviies 500 363 _bbfS_4073-ac B9 e_bbi5_A07a_ac!
Activiles SE0998a2_e9f7._4e62_af2d 039828974252 a1
Activilies TimeTable 50282923 fae
Activilies TimeTable_BAc6de_bbi5
Activilies TimeTable 950938a2_a%

viles_TimeTable 27352206 c0 CREATE T4
_TimeTsble_bafa33dd_jea CREATE TAB!
CREATE T#B!
CREATE T8
CREATE TABLE android_metadaia (locale TEXT)

x>

E71H2t 360

<

Video

_Time Table_baBa3edd id
_579a2206_coH_472c_b7)

)
E2/H (o)
Acquirable data
HOIZ(T): | Activities 83 363fe _bbfb_d07a_ac96_462737a642b 1_823e207_1fc5_dc8a_8672_Tfcb79292b 39 ~ @ 6 ©
epoch capebilly  atribute  valie  recReason clpState clipUrl edgeld .

- cail | aiose ek | e kit el Logs of sensor values generated by
1 1698562002309 [ 0000 fhotionSensor motion  inactive 22 B () 8
2 16aes20 7085 o2 0000 foundSensor sound  notdetected - the camera
3 1686502034129 |2 0000 foundSensar sound  detected (motion detection Sound detection
4 1666582004577 |52 0000 foundSensor sound ot detected 45 Z 2
5 1695562056262 [BE 0000 floundSensor sourd  detected wireless Signal Strength)
5 iseeseziiiigl o2 000 foundSensor sound  notdetected \ J

1869 1687327617239 P12 1506 fsoundSensor sound  not detected
1870 1687327645818 1Y 1507 foundSensor sound  detected
1871 1667327648530 1 Y 1507 fnotionSensor motion  active

1872 1687327658271 P12 1507 fnotionSensor motion  inactive ¢
1873 1667327664190 P12 1507 fpoundSensor sound  not detected
1874 1687327671966 1 2 1507 kignalStrength Iai 100

1876 1687327678015 12 1507 foundSensor sound  detected
1876 1687327701184 o1 2 WE‘DBIV'\DHDHSEHSW motion  active




3.1 Acquiring forensic artifacts >

I Acquiring fForensic artifacts of Samsung Smart Things(Application)

J | Acquiring forensic artifacts through apps (Camera thumbnail photos)

* /com.samsung.android.oneconnect/files/plugin_camera

5beg2923-faeb-
474d-3dee-32d9
8a399fac_previe

wjpg

¥

379a322b6-c99f-

472c-b2c6-4904

13107e3e_previe
wjpg

R

89c363fe-bbfs-

4073-3c96-4827

973642b1_previe
wjpg

ba8a33dd-feal-

4295-8e05-cb5f

d429231d_previe
wjpg

57

63671ea7_previe
wjpg

Video

¢ &7tz 360

(

Acquirable data

Recently created thumbnail file

-> One thumbnail per device ID is saved,

and previously used device ID
thumbnails are not deleted.




3.1 Acquiring forensic artifacts
I Acquiring fForensic artifacts of Xiaomi (@application)

J I Acquiring forensic artifacts through apps (App launch and versioning)
/com.xiaomi.smarthome/shared_prefs/one_track_pref.xml

[ )

Acquirable data

<map>
<long name="last secret key time"

* First Application Launch Time

&quot;ﬂ.d.?02&guot;,&guot;last_yer_godeéquot;:7705?}

</string> * Application firmware
<long name="dau last time" value="1684730127840" FES \ information J

<long name="pref instance id last use time" wvalus=
"1684730127312" />




o

* /com.xiaomi.smarthome/databases/miio.db

v || shareuserrecord CREATE TABLE "shareud
Q hirth YARCHAR "hirth" VARCHAR
Q email VARCHAR "email" VARCHAR D2Y AN
[ id INTEGER "id" INTEGER
) localPath VARCHAR localPath” VARCHAR A= D m
=) nickName VARCHAR "nickhame" VARCHAR
Q phone VERCHAR "ohone" VARCHAR oE
Q ey VARCHAR "sex” VARCHAR
|2 shareTime BIGINT "shareTime" BIGINT
] url YARCHAR "url* VARCHAR
) userld YARCHAR "userld" YARCHAR N
WeChat A% c
ooy
AR o
hirth enpail id localPath nickMame  phone sex shareTime url usgrld
EEREE R EE [zel EEINERE [zel [ze |ElE
| aBOLPETEZ U 1 WSERJG 7 #FchvartYo-- 1684730210 +dgiNu2StiohU.--- 6658566143
= et R PH52622049

3.1 Acquiring forensic artifacts

I Acquiring Forensic artifacts of Mi home (application)

I Acquiring forensic artifacts through apps (App launch and versioning)

Acquirable data

* Unique user ID




3.1 Acquiring forensic artifacts

| Acquiring forensic artifacts of Mi home (application)

| Acquiring forensic artifacts through apps (Device event log)

* Where to get device event logs

/com.xiaomi.smarthome/files/plugin/install/rn/

1000598 1010576
1001694 data P = lumi.158d00096dcE98 > data
1001806 Device ID files
1004396
—> € configxml
1006361
PR v <iap>
007453 <string nane="Log_Norwal _luni . 1580000969863a6652622049 = “val ™ =" {#" [ogth™ - (14" didH" 4" luni . 1560000969853, " tvoe” 4" prook”, ¥ kel " device_| oot #"valustt™ 4" [t
(17148 14", 4" inet” - 1630350411}, {W didh" 4" lunl . WSSdDDDQEHBSSaW e typett” - propt eyl 4" device_log", #"valuett” " [##H" [1688350400, [WWWW event, DDEHW 1

{#didh
10099837 " didh

Wi (1688349952, (A event . ol ose AR, []]]W]
" [1586349919, (MM event . ol oseHIAE, (])

1584000363353 ",
.1584000969353a4 ", 4"

"val uelf
"val el

vice_logll”
vice_logh"

{4"di o i, 158d000363353a% ", 4~ vice_logtt" i valuelt” 4" (¥ [ 1658100603, AR event . closelibifne, (1]
{#"di o i.1584000969353a4 ", 4" vice_loght” #"valuelt” 4" [#" [ 1688002238, [WW"EVEHLDEEHW",[]]]

5td-p|Ugiﬂ 4 di 1534000969853 ", 4" vice_logt", W valuelt” 4" [#" [ 1687926403, (MM event . closelbHIE", []] “tined": 1687926403},
{#"di o 150400090905 3a4 ", 4~ vice_loght” i valuelt” 4" [#if" [ 1657926397, (AR event . opentfifiHine []]] tineh" < 1687926357},
14" didff . 153d000969853a4 ", 4" vice_loght", 8" valuelt” 4" (1" [1BRTI26307, [HIHHHAL ovent #"t ined" - 1687926387},
{#"di o i,150d000909053a4 ", 4" vice_logh i valuelt” 4" [#44° [ 1627926301, [HHIHAME ovent tinet" IEBTBZESEE}
14" didff . 153d000969853a4 ", 4" vice_loght", 8" valuelt” 4" (¥ [1BRTA26007, [HIHHHAE event :
{#"di ok i,150d000363053a4 ", 4" vice_logt", #"valuelt” 4" (4" [ 1667326006, (MM event

14" di off i, 153400096935 34 vice_loght", 8" valuelt” 4" [#" [ 1657326006, [HIHHHA event, ]
4" di o i, 158400096985 3Y vice_logtt" " valuelt” 4" (¥ [1657925829, (MM event ]
{#"di o .1584000969853a4 ", vice_logh" i valuelt” 4" [#4" [ 1627005826, [HHIHAME event ]
{4"di o i, 158d000363353a% ", 4~ vice_loght", i valuelt” 4" (¥ [1657925825, [HIHHAAE event, ]
{#"di o i.1584000969353a4 ", 4" vice_logh i valuelt” 4" [#° [ 1627005822, [HHIHAME event ]
4 di 1534000969853 ", 4" vice_loght", " valuelt” 4" (1" [1BE7325020, [HHHHAAE event 1

{4 di i 158400096905 34
{4"dl " 4" luni . 15B40009R3A534" , #"
<fuap>

vice_logh i valuelt” 4" [#4° [ 1687925513, [HHIHAME event
keyl" 4" device_logt", " valuel” 4" [#H" [ 1BRTH25815, [HAHHHAE cvent . operdifbHAE

ggiiﬁiééz%:;

M tined” 168792581 3}] F




I Acquiring forensic artifacts through apps (recent event list)
e /com.xiaomi.smarthome/files/plugin/install/rn/1004396/data/lumi.158d000969853a/data/config.xml

v <hap>
<string nane="Log_Normal_luni, |580000969863a6RE2622049 (" val u
LTV 0", 4" tinel” < 1BBBE041 1}, {W"dich" :§" |uni , 15840000B0653,

"lun i, 1500009698534

“luni, 1580009696534, #"typ

“luni, 15B000969853aH", #" type

“luni, 15B4000969853aH", #" type

“luni, 1500009698534, ¥t

"“lun i, 1504000969653

“luni, 15B000969B53aH",

“luni, 1580009696534
“luni ., 1584000969653;
“luni., 155d0009B9855aH",
“luni. 155d0009B9853H", # " typetf”
“uni, 155d000969653a%", #" typelt”
“luni, 1580009696534, #"typ
“luni. 155000969853a4", ¥ type
“luni. 155d0009B9853H", # " typetf”
" Tuni 1584000969653, #"t

<fnapz

uni . 1580009698534, #" t ypel”
keylt” :#"device_l ogh", #"valuet 8
[ 4 WEEBSHHEES}

<1 605349520},
4"+ 16681 00504},
netf” * 1668092238} ,
inet” 1637926403},
net” 1687926397},
inetf" * 1687326387},
netf” * 1667326362},
inet” 1 637926008},

inelt” | ETSCE006)
closebF", 11657575829},

[ (1607425026, [t event] c | sebAY 1687525026},
[ (1607425025, [ event] c | osenr, (1) 14" |9 +1Ba7925024),
[ (163795302, [ event] c losetAy, (1] 14" |9 13795822},
[ (1687925820, [IRHHAAAE event] c losetmm ", (1] 1960 |4 11687925818},

[ [ 1687425013, [ cventd openthifrine ™ 11144 nett” 1687925018},

1 di " 4" lun i, 1584000969853 ¥ "tupett” - proct” . ¥ "kevt" W device_logh #'va et 4 [ B[ 1607005613, RAHOHOH" cvent] cperibbothy 1) 1" 194t ek - GOTS25013) )

s ok en

11:06 2/ap ey

1105 =/HE Y
A 4

3.1 Acquiring forensic artifacts

| Acquiring forensic artifacts of Mi home (application)

rAcquirable data
* Time of event occurrence

* Types of events

\




3.1 Acquiring forensic artifacts

| Acquiring forensic artifacts of Mi home (application)

J I Acquiring forensic artifacts through apps (About created rooms and buildings)

* /com.xiaomi.smarthome/shared_prefs/home_roommv_manager_sp_.xml

<map>
<string name="home_roon_content">{"homelist": [{
“background": "style_1",

_background": "style_1_favorites”,

< Baa = (Acquirable data 1
T
* About currently created rooms
{i=o] and buildings
=] * The created time of romms and
buildings
e * Building ID of the room
"background”: "style_1_favorites", J
"dids":["49902730@", 655798558, "blt.3. le2qiukbs5gee" ]},
{"bssid":"",
“id" 55",
S T Teon Thore 1,
"bacllcgr'aumd":"style_l_Favorites”,“dids":[“499215222",“1umi.1 3a", "lumi.l 69811131}
= g e
</map>

/com.xiaomi.smarthome/shared_prefs/home_roommv_manager_sp_.xml




3.1 Acquiring forensic artifacts

| Acquiring Samsung smart hub forensic artifacts (hardware)

| The way of acquire forensic artifacts via hardware

Identify the
Hardware
Component

U

Data
Acquisition

U

Analyzing the
Data

Identify hardware components such as memory and debugging ports to identify

possible paths for Acquiring forensic artifacts.

Connect to the analysis PC through the debugging port to access the filesystem
and acquire data

Acquire ROM data with a memory dump

Correlate and analyze intrusion based on the Acquiring forensic artifacts




3.1 Acquiring forensic artifacts

I Acquiring Forensic artifacts of Samsung Smart Things

J | Samsung smart hub

o NIRRT =S Y & LL ol T A
. o . L]
. | . . .
. :
it 03222
C 9 ‘Illll' s
o [l i
1111}
< ° ' = :
§ t Towioioi, %e i o
o’ . wel
: ) : .
.
3 .. .
> .

Overall of Samsung smart hub

Hardware components of Hardware components of
Samsung smart hub(Front) Samsung smart hub(side)

External interface of
Samsung smart hub




3.1 Acquiring forensic artifacts

I Acquiring Forensic artifacts of Samsung Smart Things

J I Acquiring forensic artifacts via hardware access
* Shell access via UART

Setting Value
Speed (baud) 115200
‘ Data bits 8
Stop bits 1
. S /‘ Sl Parity None
Flow control None




3.1 Acquiring forensic artifacts

I Acquiring Forensic artifacts of Samsung Smart Things

J Acquiring forensic artifacts via hardware access
* Shell access via UART

(Obtainable data \
*  Operating system and version information
*  Web server application information

*  MCU information

\ *  Memory configuration information J

(Limitations \

* Unable to acquire data due to inability
to identify magic key

* RAM does not have protruding pins,
requiring desoldering when dumping
memory, which causes damage to

\ equipment




3.1 Acquiring forensic artifacts

| Acquiring forensic artifacts of Ximomi smart hub

J | Xiaomi smart hub

SPI flash

memory

Overall of Xiaomi smart hub

Xiaomi smart hub(Front) components of
Xiaomi smart
External interface of hub(side)
Xiaomi smart hub

Hardware
I - ? Hardware components of




3.1 Acquiring forensic artifacts

| Acquiring Forensic artifacts of Xiaomi smart hub

] Acquiring forensic artifacts via hardware access

* Entering psh via UART * Commands available in psh

« Accessed via UART but unable to identify the magic key, limiting data collection




3.1 Acquiring forensic artifacts

| Acquiring Forensic artifacts of Xiaomi smart hub

] Acquiring forensic artifacts via hardware access

Access the administrator shell by modifying environment variables in the UART shell

Access to the admin shell via modifying the bootargs environment variable with boot-related options

(add “single rw init=/bin/sh” to boot in single user mode)




3.1 Acquiring forensic artifacts

| Acquiring Forensic artifacts of Xiaomi smart hub

] Acquiring forensic artifacts via hardware access

* Root filesystem is accessible, but no files exist inside folders




3.1 Acquiring forensic artifacts

| Acquiring Forensic artifacts of Agara smart hub

J | Agara smart hub

Overall of Agara smart hub

Hardware components of Hardware components of
Aqgara smart hub(Front) Aqgara smart hub(side)




3.1 Acquiring forensic artifacts

| Acquiring Forensic artifacts of Agara smart hub

J l Acquiring forensic artifacts via hardware access

* Shell access via UART

Setting Value
Speed (baud) 38400
Data bits 8
Stop bits 1

Parity None
Flow control None




3.1 Acquiring forensic artifacts

| Acquiring Forensic artifacts of Agara smart hub

I Acquiring forensic artifacts via hardware access

* Shell access via UART

uart ok

strap pin:0x412b8ae2

enable spi-nand

ROM verv1.1, sig:455cc27, time:2016.01.04-18:42+0800, CPU(400 MHz), DDR2(533 MHz)
load efuse ok

init IP ok

rom_progress: 0x0600006d

load_data_from_storage(260): Oxbfe01540, 0x00000000, Oxbfd16f44
load_data_from_spi_nand_flash(70): Oxbfe01540, 0x00000000, Oxbfe03e18
check_image_header(72): h(69,72,61,6d), s(69,72,61,6d)

img sig ok

rom_progress: 0x0c00006d

load_data_from_spi_nand_flash(81) 0x00000004 0x000024ba
load_data_from_spi_nand_flash(86): Oxbfe01d40, 0x00000001, Oxbfe03e18
load_data_from_spi_nand_flash(86): Oxbfe02540, 0x00000002, Oxbfe03e18
load_data_from_spi_nand_flash(86): Oxbfe02d40, 0x00000003, Oxbfe03e18
load_data_from_spi_nand_flash(86): Oxbfe03540, 0x00000004, Oxbfe03e18
load_data_from_spi_nand_flash(90) read done (size:9402)

chksum ok

rom_progress: 0x0e00006d

load img ok

rom_progress: 0x1000006d

=>CPU Wake-up interrupt happen! GISR=89000084

---Realtek RTL8197F boot code at 2022.04.20-15:28+0800 v3.4T-pre2.1 (993MHz)

Info: Load boot_info success!

== RTL8197 Aqara Gateway bootloader ==

boot_info: ver:0

kernel: newest:0, curr:0

rootfs: newest:0, curr:0

kernel[0]: sum:0x016e, size:2101252, fail:0
[1]: sum:0x016e, size:2101252, fail:0

rootfs[0]: sum:0xa090, size:11112452, fail:0
[1]: sum:0xa090, size:11112452, fail:0

root_sum_check: off

watchdog_time: 0

boot_version: 1.0.0_0001

boot_magic: 0000917¢

hostname: Agara-Hub-M1S-54F5

type: lumi.gateway.acn01, model: AH_M1S

Jan 1 09:00:09 mDNSResponder: mDNSResponder (Engineering Build) (Apr 20 2022 15:01:53) starting

Jan 1 09:00:09 mDNSResponder: Unable to parse DNS server lisy  9.610000] store_tty0_enable buf=disable

[ 9.610000], count=8

t. Unicast DNS-SD unavailable

Jan 1 09:00:09 mDNSResponder. mDNSPlatformSourceAddrForDest: connect 1.1.1.1 failed erro 128 (Network is unreachable)
Jan 1 09:00:09 mDNSResponder: WARNING: mdnsd continuing as root because user "nobody" does not exist

[ 12.530000] genirq: Flags mismatch irg 79. 00000083 (gpiolib) vs. 00000082 (wps btn)

(Limitations \

*  We were able to obtain information
such as the device hostname and
model name, but we were unable to
identify the magic key, so we were

\ unable to collect data.




3.1 Acquiring forensic artifacts

| Acquiring Forensic artifacts of Agara smart hub

J I Acquiring forensic artifacts with Remote access

* Shell access via telnet

* Utilizing the MIIOCLI tool to insert telnet open commands into the AQARA hub

raw_command set_ip_info '{"ssid":"\"\"","pswd":"123123 ; passwd -d admin ; echo enab




3.1 Acquiring forensic artifacts

| Acquiring Forensic artifacts of Agara smart hub

J I Acquiring forensic artifacts with Remote access

* Shell access via Remote(telnet)

For furtl infor
http://process

# uname -a
Linux Agara-Hub-M1S-

3.10.90 #1 Wed Apr 20 15:15:50 CST 2022 mips GNU/Linux

 Various information such as account information and kernel information can be obtained through
Telnet remote access.

- Because it collects data while the device is active, it can even acquire volatile data such as process
information.




3.1 Acquiring forensic artifacts

| Acquiring forensic artifacts of Hikvision IP Camera

J I Identify the device interface and hardware component

« Hikvision IP Camera

UART

e NN
Front of IP Camera Side of IP Camera (1) Side of IP Camera(2) Front of IP Camera Back of IP Camera Equipment

Equipment Hardware Hardware Components
Components




3.1 Acquiring forensic artifacts

| Acquiring forensic artifacts of Hikvision IP Camera

7 | Accessing the CCTV Shell via UART

* Connect with CCTV via UART to access the shell
* Only the HKVS shell can be obtained and there are restrictions on the commands that can be used.




3.1 Acquiring forensic artifacts

| Acquiring forensic artifacts of Hikvision IP Camera

7 Accessing the CCTV Shell via UART
e Connect with CCTV via UART to access the shell

* Only the HKVS shell can be obtained and there are restrictions on the commands that can be used.




7 I Data Acquisition with SPI Flash Memory Dump
* Check CCTV Flash Memory Chip Information

2oty
U= lalls
ETH]

5Q128FVSG

3.1 Acquiring forensic artifacts

| Acquiring forensic artifacts of Hikvision IP Camera

¢ Check the chip's datasheet and connect the pins

W25Q128FV
Y=/ winbond I/

3. PACKAGE TYPES AND PIN CONFIGURATIONS
3.1 Pin Configuration SOIC / VSOP 208-mil

Top View
s ot 8 = vcc
oogoy | 2 7 = i%(:;LDD”RESET
we o) | 3 6 | ok
GND | 4 5 |/ D)

Figure Ta. W250128FV Pin Assignenents, B-pin SOIC | VSOP 206l (Package Code S, T)
3.2 Pad Configuration WSOMN 6x5-mm [ 8x6-mm

Top View

ol

1

ics 8 (7] vcc

/HOLD or /RESET
(103}

1
2

MWP(0) [ 3 6 7] CLK
[ 4

GND

Do (0, [T 7]

5 (77 Di{Ion)

Figure 1. W250128FV Pad Assignments, B-pad WSON ExS-mm | 8x-mm (Package Code P, E)

3.3 Pin Description SOIC / VSOP 208-mil, WSON 6x5-mm / 8x6-mm

PIN NO. PIN NAME o FUNCTION
1 IC8 ] Chip Salect Input
2 00 (101) [ Data Qutput (Data Input Qutput 1)1
3 WP (I02) o Wit Protact Input ( Data Input Output 2)™
4 GND Ground
5 DI (106) [ Data Input (Data Input Output 0)"
& CLK ] ‘Serial Clock Input
7 .,REHSDELTDJ’,SE] o Hoid or Reset Input {Data Input utput 37
[ [ Power Supply




3.1 Acquiring forensic artifacts

[ Rcquiring Forensic artifacts of Hikvision IP Camera
:::j I Data Acquisition with SPI Flash Memory Dump

* Check the chip's datasheet and connect the pins

[=]
558

- |2 S
XL e vv
7 119 ev
ol GND ~e I ER
z =
~& 1 ov
RESET . o =d

IC Chip {'°? g e u
f—— E l; Bl
CLK 101 ) |8ans

- 1

1




3.1 Acquiring forensic artifacts

| Acquiring forensic artifacts of Hikvision IP Camera

I Data Acquisition with SPI Flash Memory Dump

¢ Memory Dump with flashrom
$ sudo flashrom -p serprog:dev=/dev/ttyACM@:115200 -r flash.bin
Found Winbond flash chip "W25 16384 kB, SPI) on serprog.
serprog: requested mapping W25Q256.V is incompatible: 2x200000@ bytes at 9x00000000f=020000.
serprog: requested mapping W25Q256JV_M is incompatible: ©x2000002 bytes at ©x00000000fc200000.
Reading flash

* Binary carving with the binwalk command
$ binwalk cctv_flash_full.bin

DECIMAL HEXADECIMAL DESCRIPTION

181012 0x2C314 CRC32 polynomial table, little endian

182656 ox2C980 CRC32 polynomial table, little endian

458752 2x70000 ulmage header, header size: 64 bytes, header CRC: ©x6A

9228AD, created: 2016-97-86 11:02:06, image size: 3512560 bytes, Data Address: ©x800
08000, Entry Point: Ox80008000, data CRC: ©x93643B13, 0S: Linux, CPU: ARM, image typ

e: 0S Kernel Image, compression type: none, image name: "Linux-3.0.8

458816 0x70040 Linux kernel ARM boot executable zImage (little-endia
n

466075 ©x71CoB LZMA compressed data, properties: @x5D, dictionary siz
e: 67108864 bytes, uncompressed size: -1 bytes

4128768 ©x3Fo0e0 CramFS filesystem, little endian, size: 7294976, versi

on 2, sorted_dirs, CRC ©xBES89DDC, edition 1, 2208 blocks, 2@ files




3.1 Acquiring forensic artifacts

| Acquiring forensic artifacts of Hikvision IP Camera

| Data Acquisition with SPI Flash Memory Dump

F Content
H /etc/S_udev Device Manager for the Linux Kernel
¢ Extract the root filesystem . :
/etc/group User groups and users in those groups
tmp /etc/hosts Host information
/etc/inetd.conf Internet Superdemon service configuration files
/etc/init.d/rcS Autorun scripts at system boot
o gz 2 /etc/inittab init configuration files
a 8
1 o8 =8 /etc/passwd Account information
o8 s N N .
i ;g_:, ; /etc/profile Files executed at login
= 7% S /etc/resolv.conf DNS settings
2 128 7
s 8 /etc/services Information about supported services
=
j = : sbinZinit /etc/shells List of shells supported by your device
= °F s /etc/ssh_config SSH settings
2 8 -> bin/busybox -
13 8 /etc/udev.conf UDEV settings
2 u 17 . . .
- o /proc/cpuinfo Processor information
= 2 /proc/crypto Supported encryption information
2 8 - y - - - "
2 ° Jproc/devices tm of device drivers configured in the currently running
2 o ernel
2 o /proc/diskstats Display /O statistics for block devices
3 8

/proc/filesystems Filesystems supported by the device

/proc/iomem Current system memory map
/proc/kmsg Kernel log information

/proc/loadavg System load information

/proc/locks Kernel lock information
/proc/meminfo Memory usage

/proc/misc Other drivers registered on the device
/proc/modules Currently loaded kernel modules

/proc/pagetypeinfo  |Page block size information and number of page blocks

/proc/partitions Partition tables known to the system

/proc/slabinfo Memory usage at the slab level

/proc/stat Overall statistics for the system




3.1 Acquiring forensic artifacts

| Acquiring forensic artifacts of Hikvision IP Camera
7 I Data Acquisition with SPI Flash Memory Dump

* Extracted filesystems can be used to Acquiring forensic artifacts about a intrusion

¢ For example, user information added by an attacker etc.

— ~[~/../_cctv_flash_full.bin.extracted/_71C9B.extracted/_1C2F4.extracted/etc
= passwd
root:ToCO 3

-[~/.{/_cctv_flash_full.bin.extracted/_71C9B.extracted/_1C2F4.extracted/etc
shells

~[~f../_cctv_flash_full.bin.extracted/_71C9B.extracted/_1C2F&4.extracted/etc]
ssh config
max_clients=5

~[~f./_cctv_flash_full.bin.extracted/_71C9B.extracted/_1C2F4.extracted/etc]
inittab
:rsysinit c/init.d/rcS




3.1 Acquiring forensic artifacts

| Acquiring forensic artifacts of NVR

l | Acquiring forensic artifacts of NVR
* Hikvision NVR

Front of NVR External Interface Rear of NVR external interface

NVR equipment hardware components




3.1 Acquiring forensic artifac

S

| Acquiring forensic artifacts of IP Camera

| Access the NVR device ssh service

Switch
rlArchDebug
ableHik264

rinfo

output(
printPart
ilelnfo
diaInfo
gExtralnfo

107coreUselnfo
Info

GetAnrRecordList
channelPlayback
decStat
dspStatus
enableHB
errputClose
getoms

tHardInfo

guiStatus
i2cRead
netstat
partRecDetails
pthreadInfo
orderFileKeyFrame
recorderPAllocFile
ecorderStatus
t3GEnable
Ip
setoutputmode
showCurPlayChanFileInfo
showNetIpcmInfo
showPlayClipFile
showPlayTime
showSpareWorkStatus
showpu
transcode
help




3.1 Acquiring forensic artifacts

I Acquiring forensic artifacts of NVR
Acquiring forensic artifacts through the NVR's UART

B8 PuTTY Configuration ? X

Category

Basc options for your PuTTY session
Specky the destrnation you want 1o connect 10
Sesaline Speed
COM5 115200
Cornecton type

SSH @ Se OOther | Teet

Load, save or delete a stored sesson

Saved Sessons
COMS
Defouk Seftngs Toud
S —
Save
Delete
Cose window on ext
O Aways Never (8 Orly on cloan ext

foout Help Open Cancel




3.1 Acquiring forensic artifacts

I Acquiring forensic artifacts of NVR
| Acquiring forensic artifacts through the NVR's UART

* The NVR could not acquie the filesystem, only the device configuration information

U-Boot 2017. svn60@24 (May 21 2021 17:23:40 +0800

DRAM:
NAND: 128

env_nand_load

env_nand_load:

env_nand_load:read nand envl sucessful

env_nand_load:crc envl sucessful

In: uart@ox18300000
Out: uart@dx18300000
Err: uart@x18300000

Net eth@: ethernet@1b900000

Chip-mode chip

Hit ctrl+u to stop autoboot: ©

HKVS $ setenv

? alias for
base - print or set address offset
bdinfo - print Board Info structure
bootelf - Boot from an ELF image in memory
bootm - boot application image from memory
bootp boot image via network using BOOTP/TFTP protocol
bootvx - Boot vxiorks from an ELF image
cdp Perform CDP network configuration
chpart change active partition
r memory compare
cp - memory copy
crec32 checksum calculation
ddr_info- ddr training info molchip soc
dm Driver model low level access
2cho - echo args to console
v environment handling commands
fdt flattened device tree utility commands
go start application at address
help - print command description/usage
iminfo - print header information for application image
loop

infinite loop on address range

oy dienlan

, Build: jenkins-Backend-BSP-CCI-340
HKVS $ setenv
arm
115200
fy10
fyle
mem=256M ttysSe,115200n8

tftpboot 0x82000000 ulmage;bootm 0x82000000

1]

rtl8306m

armv7

mtdparts;ubi part flash_sys0;ubifsmount ubi:sys@;ubifsload 0x82000000 ulmage

RKYmyqGEhz4QEHa7te7sOR89BX1/Igo
ac:b9:2f:3a:0f:57

9fe31910

192.0.0.1

192.0.0.64

switch
rmii
nand@-nandflashe
mtdparts=nandflash@:4m(boot),52m(flash_sys@),52m(flash_sysl
25 55.255.0




3.1 Acquiring forensic artifacts

I Acquiring forensic artifacts of NVR
| Acquiring forensic artifacts through the NVR's UART

* The NVR could not acquie the filesystem, only the device configuration information

U-Boot 2017. svn60@24 (May 21 2021 17:23:40 +0800

DRAM:
NAND: 128

env_nand_load

env_nand_load:

env_nand_load:read nand envl sucessful

env_nand_load:crc envl sucessful

In: uart@ox18300000
Out: uart@dx18300000
Err: uart@x18300000

Net eth@: ethernet@1b900000

Chip-mode chip

Hit ctrl+u to stop autoboot: ©

HKVS $ setenv

? alias for
base - print or set address offset
bdinfo - print Board Info structure
bootelf - Boot from an ELF image in memory
bootm - boot application image from memory
bootp boot image via network using BOOTP/TFTP protocol
bootvx - Boot vxiorks from an ELF image
cdp Perform CDP network configuration
chpart change active partition
r memory compare
cp - memory copy
crec32 checksum calculation
ddr_info- ddr training info molchip soc
dm Driver model low level access
2cho - echo args to console
v environment handling commands
fdt flattened device tree utility commands
go start application at address
help - print command description/usage
iminfo - print header information for application image
loop

infinite loop on address range

oy dienlan

, Build: jenkins-Backend-BSP-CCI-340
HKVS $ setenv
arm
115200
fy10
fyle
mem=256M ttysSe,115200n8

tftpboot 0x82000000 ulmage;bootm 0x82000000

1]

rtl8306m

armv7

mtdparts;ubi part flash_sys0;ubifsmount ubi:sys@;ubifsload 0x82000000 ulmage

RKYmyqGEhz4QEHa7te7sOR89BX1/Igo
ac:b9:2f:3a:0f:57

9fe31910

192.0.0.1

192.0.0.64

switch
rmii
nand@-nandflashe
mtdparts=nandflash@:4m(boot),52m(flash_sys@),52m(flash_sysl
25 55.255.0
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4. Conclusion and Future Reserch

| Acquiring Forensic artifacts result

| Results based on data Acquiring method

» Since each manufacturer has different data and collection methods, a clear data collection method is needed.

Method of data
Device Acquired data
Acquisition
App Device information, logs, related firmware
Samsung Smart hub Port scan Port information that could be a vulnerability
Uart Device information, Kernal and OS message
App Device information, logs, related firmware
Xiaomi Smart hub
Uart Device information, Kernal and OS message
Uart Device information, Kernal and OS message
Aqara Smart hub
Telnet Root File system and volatility Information
Uart HKVS shell, Environment Variables settings
Hikvision IP camera
Memory dump Root Files system
SSH Psh(Protect shell), Environment Variables settings
Hikvision NVR
Uart Kernal and OS message, Psh(Protect shell)




4. Conclusion and Future Research

| Network traffic analysis based on machine learning

) | The problem

* Network traffic analysis is an important part of the intrusion investigation process

* However, communication between loT devices is mostly encrypted, making it difficult to identify

which device sent which packet

| Purposed solution

* Present a framework for packet classification using machine learning classification algorithms based

on header information

| Expected effects

* Enables systematic categorization of encrypted packets

* |dentify devices that participated in malicious traffic, which can contribute to intrusion investigations




4. Conclusion and Future Research

| Network traffic analysis based on machine learning

J | The process for network traffic analysis

* Establish a comprehensive procedure for systematic traffic analysis and identification

Setting up the traffic
collection and analysis
environment

Establish data
preprocessing procedures

Identify data based on a
classification framework




4. Conclusion and Future Research

| Setting up the traffic collection and analysis environment
7 | Samsung SmartThings
* Smart Hub

* |P Camera

* Multipurpose Sensor Cloud

* Smart Remote Switch

I Xiaomi
* Smart Hub
* Door Open Sensor
* [P Camera i
| Agara 0 i
e Smart Hub FEET L e e s

ESmortThingsE oo :

* Smart Temperature Sensor

* |P Camera

* Door Open Sensor




4. Conclusion and Future Research
| Setting up the traffic collection and analysis environment
I Tools used to collect data
: * CC2531 for Zigbee devices
* Ubertooth-One for Bluetooth devices

* Wireless LAN router for Wi-Fi devices

* Wireshark for packet monitoring

I Packet collection and analysis methods
* Connect the tools for data collection to the laptop and capture the network traffic between each

terminal and the hub using Wireshark

Wireless LAN
: router




4. Conclusion and Future Research

| Establish data preprocessing procedures

I Extraction of packet header information for classification
7 * To preprocess the obtained packet information, extract the following features based on the header
information of the packet.
* Packet Direction(Source IP and Destination IP)
* Packet Size
* Protocol

* Received Time

Packets :> D S.T D S.T EEEE




4. Conclusion and Future Research

| Establish data preprocessing procedures

j I Primary classification based on extracted packet header information

* Cluster based on extracted information
* Categorize to the same cluster if the source and destination IPs match or mirror each other.

3
O

|
| |
O

ELE, CEECh R

Packet Packet Packet

DIl s . T lunn | > Packet Packet Packet EEmn

Packet Packet Packet




4. Conclusion and Future Research

| Identify data based on a classification framework

j I Derive a traffic data classification model based on the classification algorithm

 Establish a hierarchical framework with classification algorithms based on the list of questions below
(RF, SVM, RNN, etc.)

* |s it normal or abnormal traffic? If it is abnormal traffic, can it be categorized according to the
type of attack?

* Can the traffic be categorized into classes such as sensing, actuation and video streaming?
* Can the manufacturer of the device be identified?

Network
Traffic
|
1 | |
Mar?ui\;iccteu rer Intrusion Type Traffic Type
et HIKVISION = Port Scan ey Actuation
ey SAMSUNG = DoS = Sensing
— Xiaomi — Botnet — Vldeg
Streaming




4. Conclusion and Future Research

I Network traffic analysis based on machine learning

j I Ongoing Tasks

* Monitoring to collect network traffic of appropriate quality and quantity

* Researching on feature extraction methodologies that allow for high accuracy classification

 Establishing a specific hierarchical framework for traffic classification
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