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› Security Researcher

› 20 years SAP XP

› 10 years SAP Security

› linkedin.com/in/1ggy 

Yvan Genuer Onapsis

› Business Security Market leaders 

› Close to 15 years old

› https://www.onapsis.com

› @onapsis
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› 3 days

› 2 systems 

› RISE with SAP

S/4 HANA Cloud



What is RISE with SAP ?
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● “A complete offering of ERP software, industry practices, and 

outcome-driven services for migrating your SAP ERP to the cloud” (1)

● “RISE with SAP can transition your current ERP data and processes to 

the cloud with less risk and without compromise.”(1)

● Run SAP Applications in the cloud, public or private depending on the 

SAP Application.

(1) - https://www.sap.com/products/rise.html 

https://www.sap.com/products/rise.html


The SAP Pentest

9



The SAP Pentest

10

› Default password
› Gateway attack
› Message Server attack
› ICM attack
› IGS attack
› SMDAgent P4 attack
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› Default password
› Gateway attack
› Message Server attack
› ICM attack
› IGS attack
› SMDAgent P4 attack
› Host Control Service
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› SOAP
› 3 namespaces
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› Webservice
› SOAP
› 3 namespaces
› 150+ Webmethods
› ~10 anonymous
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Remote SAP Host Control configuration



The SAP Pentest

22

Remote SAP Host Control configuration
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› 32 additionally webmethods exposed
› Some of them without authentication
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SAPOscol SAPHostControl

   GetVersion    ListInstances

   GetOsData    ListDatabaseSystems

   SendRequestAsync    ListDatabases

   SendRequest    GetComputerSystem

   GetHwConfXML    ExecuteOutsideDiscovery

   GetHwConfText    ConfigureOutsideDiscovery

› 32 additionally webmethods exposed
› Some of them without authentication
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› End of execution phase

› Start writing the report 

› Look for parameter 
information
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Curiosity ++
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Curiosity +++
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Accomplish several life-cycle tasks

OS independent

Part of SAP system
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SAPOscol SAPHostControl

   GetVersion    ListInstances

   GetOsData    ListDatabaseSystems

   SendRequestAsync    ListDatabases

   SendRequest    GetComputerSystem

   GetHwConfXML    ExecuteOutsideDiscovery

   GetHwConfText    ConfigureOutsideDiscovery
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102 = “ask CollTime”
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Testing all of them
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root@system# cat /proc/*/stat
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Current RIP addr for saposcol.exe
0x7ffd64b2bee8
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Current RIP addr for saposcol.exe
0x7ffd64b2bee8
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https://docs.google.com/file/d/1hkGROtiSlZVBSbQKEkp6GQtY0vIFUmE1/preview
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SSN 3275727 CVE-2023-27498
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SAPOscol SAPHostControl

   GetVersion    ListInstances
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SAPOscol SAPHostControl

   GetVersion    ListInstances

   GetOsData    ListDatabaseSystems

   SendRequestAsync    ListDatabases

   SendRequest    GetComputerSystem

   GetHwConfXML    ExecuteOutsideDiscovery

   GetHwConfText    ConfigureOutsideDiscovery
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dev_saphostexec log file
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dev_saphostexec log file



Vulnerability Research

75



Vulnerability Research

76



Vulnerability Research

77

No authentication

New parameters 
in game
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https://docs.google.com/file/d/1qPxT9xia3f_7GGq4I0FWlLmlk8P5uLRH/preview
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SSN 3285757 CVE-2023-24523
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Recommendation
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› 3285757 - [CVE-2023-24523]
› Privilege Escalation vulnerability in SAP Host Agent (Start Service)

› 3275727 - [CVE-2023-27498]
› Memory Corruption vulnerability in SAPOSCOL

› 3330927 - SAP Host Agent 7.22 PL61
› "service/localconnection=compat" removed 

› Avoid exposing the SAP Start Service (1128/1129)
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Vulnerability Research

Recommendation

Lessons learned
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› Security by obscurity is not security and it does not work…
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› Security by obscurity is not security and it does not work…

› Security should not be taken for granted

Trust But Verify

On premise

In the cloud
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› Security by obscurity is not security and it does not work…

› Security should not be taken for granted

› Relationship and partnership respect is crucial in our work 

› “Breaking is easier than protecting”

→ Let's acknowledge the hard work of defenders



THANK
YOU!
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Yvan Genuer
linkedin.com/in/1ggy
https://www.onapsis.com


