
NVMe:�New�
Vulnerabilities�Made�

easy



Tal�Lossos
Security Researcher

@CyberArk Labs

OS Internals :)



TABLE�OF�CONTENTS

Open-Source�VR SCA

Hunting�for�Bugs NVMe�Vulnerability

Not Virtual Reality Back to good ol’ SCA

Yes it can :) NVMe over TCP??

01 02

04 05

SCA�vs�Kernel

Demo

Can it work?

(plz work)

03

06



Open-Source�VR
Methodologies & More
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Open�Source�Research

Source�code Static�analysis
Easier to understand 
than by reversing

Write/Use tools for 
low-hanging-fruits

Debugging Re-compiling
Run it & debug on 

our machine!
Adding debug 
snippets



Open�Source�“disadvantages”

Bug�Bounty Overwhelming
Less (if at all) 

than closed source So much code X.X



STRATEGY

STEP�1
Find code target

STEP�2
Static Analysis

STEP�3
Compile, Build & Execute

STEP�4
Repeat (& consider 

fuzzing)



Reverse�
Engineering



Reverse�Engineering

memcpy(to, from, size);



CVE-2022-29021





FORTIFY_SOURCE



“Dumb”�Fuzzing?



Linux�kernel�communication

Userspace

Read\Write

IOCTL

Pseudo-FS

MMAP

Netlink
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Linux�kernel�communication

Userspace

Read\Write

IOCTL

Pseudo-FS

MMAP

Netlink



Example�- CVE-2022-29021�



SCA
Yes, Static code Analysis
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—OWASP

“SCA commonly refers to the 
running of tools that attempt to 

highlight possible vulnerabilities 
within the source-code”



Available�tools

C/CPP Python
Clang

cppcheck
Pylint
Mypy

JS
ESLint
JSLint



SCA�vs�Kernel
The Linux kernel, ofc.
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Memory�Corruption�Bugs

Buffer�
Overflow�/�
Underflow

Null�PTR�
Dereference

Integer�
Overflow�/�
Underflow

Uninitialized�
variables





cppcheck

cppcheck source/XXX.c



cppcheck

./cppcheck source/XXX.c —xml 2>check.xml

htmlreport/cppcheck-htmlreport –
file=check.xml –report-dir=check_report

firefox check_report/index.html









Hunting�for�Bugs

(using SCA)
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SCA�failed�attempt



NVidia�open-source�drivers



Nvidia�vulnerabilities





Linux�kernel





NTFS3�Vulnerability



NTFS3�Vulnerability





NVMe
101 & exploitation
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NVMe�101



NVMe

NVMe
Nonvolatile Memory Express protocol, 
a transport protocol for accessing 
nonvolatile storage media over PCIe.



NVMe-oF

NVMe-oF
Extension of NVMe which enables NVMe-
based communication over connections 
other than PCIe, like FC or Ethernet 
(over fabric).



NVMe-TC

NVMe-TCP

Definition of NVMe-oF for TCP 
specifically.



NVMeXXX

NVMe - Protocol / Specification

NVMe-oF - Extension of NVMe to allow 
non-PCIe communication

NVMe-TCP - an implementation of NVMe-oF 
for TCP



NVMe-where?











Exploitation



NULL�PTR�dereference



Invalid�key



Exploiting�NULL�ptr�dereference

● mmap_min_addr - min allowed 
address to map

● SMEP/SMAP - disable exec/access 
to userspace from kernel

● panic_on_oops





NVMe�
Exploitation



NVMe-TCP�reference�in�commit�notes







Call�stack



NVMe-oF:



NVMe-TCP



NVMe
Environment�setup



setup�--help

● NVMe�/�NVMe-TCP�



setup�--help

● NVMe�/�NVMe-TCP�- Google�(EASY)



setup�--help

● NVMe�/�NVMe-TCP�- Google�(EASY)

● Authentication



setup�--help

● NVMe�/�NVMe-TCP�- Google�(EASY)�

● Authentication�- Kernel�Sources�(HARD)



setup�--help

● NVMe�/�NVMe-TCP�- Google�(EASY)

● Authentication�- Kernel�Sources�(HARD)

● blktest�framework�:)�(EASY)







Demo
Or 2
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Demo�N.2
From Remote DoS to 
Pre-Auth Remote DoS
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Authorization



Authorization





TIMELINE

Fix

Reported the 
vulnerabilities 

which were 
patched 

CVE

CVE-2023-0122
CVE-2022-4842

& more..

Blogpost



Wrap-up

● Open�source�research�might�be�a�bit�overwhelming�

- focus�is�the�key

● If�no�documentation�available,�search�for�tests

● SCA�is�still�a�powerful�tool�for�low-hanging-

fruits!
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