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WHO AM I

• SungHyoun Song (@decashx)

• Principal Researcher at FSI(Financial Security Institute) of South Korea

• Mobile security researcher 

• Penetration tester for the Korean financial industry

• Speaker of { ITU-T / BlackHat USA / BlackHat ASIA  / Ekoparty / Nullcon / 

HITB / CanSecWest / SEC-T / PacSec / HITCON / beVX / BlackAlps }

• Interested in Android OS and Linux Kernel



Pieter van Miereveld, 1617, https://en.wikipedia.org/wiki/Pieter_van_Mierevelt

Surgery in the 1600’s
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boolean com.ai.obf.am.G(android.content.Context,java.lang.String)

0x22: move-result-object v1

vreg0=0x1334F6D8/java.lang.StringBuilder vreg1=0x1334F718/string ".X G,E(g$Ymm" vreg2=0x00000000 
vreg3=0x133492A0/com.ai.obf.am vreg4=0x1334F6C0/string "1qw3e4r!@" vreg5=0x13347F30/string "570436"

boolean com.ai.obf.am.G(android.content.Context,java.lang.String)

0x23: const/4 v2, #+0

vreg0=0x1334F6D8/java.lang.StringBuilder vreg1=0x1334F770/string "comparePin = " vreg2=0x00000000 
vreg3=0x133492A0/com.ai.obf.am vreg4=0x1334F6C0/string "1qw3e4r!@" vreg5=0x13347F30/string "570436"

boolean com.ai.obf.am.G(android.content.Context,java.lang.String)

0x24: invoke-virtual {v0, v2, v1}, java.lang.StringBuilder java.lang.StringBuilder.insert(int,java.lang.String) 

vreg0=0x1334F6D8/java.lang.StringBuilder vreg1=0x1334F770/string "comparePin = " vreg2=0x00000000    
vreg3=0x133492A0/com.ai.obf.am vreg4=0x1334F6C0/string "1qw3e4r!@" vreg5=0x13347F30/string "570436

boolean com.ai.obf.am.G(android.content.Context,java.lang.String)

0x1a: invoke-direct {v0}, void java.lang.StringBuilder.<init>() 

vreg0=0x1334F6D8/java.lang.StringBuilder vreg1=0x00000000 vreg2=0x00000000 vreg3=0x133492A0/
com.ai.obf.am vreg4=0x1334F6C0/string "1qw3e4r!@" vreg5=0x13347F30/string "570436"

boolean com.ai.obf.am.G(android.content.Context,java.lang.String)

0x1d: const-string v1, ".X G,E(g$Ym\nm"

vreg0=0x1334F6D8/java.lang.StringBuilder vreg1=0x00000000 vreg2=0x00000000 vreg3=0x133492A0/
com.ai.obf.am vreg4=0x13347F30/string "570436" vreg5=0x1334F6C0/string "1qw3e4r!@"

boolean com.ai.obf.am.G(android.content.Context,java.lang.String)

0x1f: invoke-static {v1}, java.lang.String mip.mia.data.model.verify.DataWrap.G(java.lang.Object)

vreg0=0x1334F6D8/java.lang.StringBuilder vreg1= 0x1334F6C0/string "1qw3e4r!@" vreg2=0x00000000    
vreg3=0x133492A0/com.ai.obf.am vreg4=0x1334F718/string ".X G,E(g$Ymm" vreg5=0x13347F30/string

Android MRI in 2023
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MRI

APP

boolean com.ai.obf.am.G(android.content.Context,java.lang.String)

0x1a: invoke-direct {v0}, void java.lang.StringBuilder.<init>() 

vreg0=0x1334F6D8/java.lang.StringBuilder vreg1=0x00000000 vreg2=0x00000000 vreg3=0x133492A0/
com.ai.obf.am vreg4=0x1334F6C0/string "1qw3e4r!@" vreg5=0x13347F30/string "570436"

boolean com.ai.obf.am.G(android.content.Context,java.lang.String)

0x1d: const-string v1, ".X G,E(g$Ym\nm"

vreg0=0x1334F6D8/java.lang.StringBuilder vreg1=0x00000000 vreg2=0x00000000 vreg3=0x133492A0/
com.ai.obf.am vreg4=0x13347F30/string "570436" vreg5=0x1334F6C0/string "1qw3e4r!@"

boolean com.ai.obf.am.G(android.content.Context,java.lang.String)

0x1f: invoke-static {v1}, java.lang.String mip.mia.data.model.verify.DataWrap.G(java.lang.Object)

vreg0=0x1334F6D8/java.lang.StringBuilder vreg1= 0x1334F6C0/string "1qw3e4r!@" vreg2=0x00000000    
vreg3=0x133492A0/com.ai.obf.am vreg4=0x1334F718/string ".X G,E(g$Ymm" vreg5=0x13347F30/string "570436"



Design of Android MRI interpreter



JAVA code
AOT code

JIT code

Byte code
(Dalvik)

AOT compiler
(dex2oat)

JIT compiler
(libart-compiler)

DEX compiler
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Byte code
(Java)

JAVA compiler
(javac)
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File type of ART



APK file

(with metadata) AOT Compiler

Byte codeInstallation

App Start Is method compiled?

AOT code

JIT code

Is Method hot?

Is Method warm?

Byte code

AOT Compiler

Check Method Execution Count

Create Profile

Profiling 
Info

AOT code

JIT Compiler

Idle Time

YES

NO

JIT code

Invoke Compiled code

AOT code

Byte code

Execute Byte code

DEX code



void MainFunc( )
{

SubFunc1();

SubFunc2();

SubFunc3();

SubFunc4();

}

void SubFunc1( )
{

. . . . .

. . . . .

. . . . .

}

void SubFunc2( )
{

SubFunc2_1();

SubFunc2_2();

SubFunc2_3();

. . . . .

}

MainFunc( ) SubFunc2( ) SubFunc2_3( ) SubFunc2_3_2( )

Compiled Code Byte Code Compiled Code Byte Code

void SubFunc2_1( )
{

. . . . .

. . . . .

. . . . .
}

void SubFunc2_2( )
{

. . . . .

. . . . .

. . . . .
}

void SubFunc2_3( )
{

SubFunc2_3_1();

SubFunc2_3_2();

SubFunc2_3_3();

. . . . .

}

void SubFunc2_3_2( )
{

. . . . .

. . . . .

. . . . .
}

void SubFunc3( )
{

. . . . .

. . . . .

. . . . .

}

void SubFunc2_3_1( )
{

. . . . .

. . . . .

. . . . .
}

void SubFunc2_3_3( )
{

. . . . .

. . . . .

. . . . .

}



interpreter::Execute()

Interpreter
(byte code)

ExecuteMterpImpl() ExecuteSwitchImpl()

PerformCall()

DoInvoke()

DoCall()

DoCallCommon()

EnterInterpreterFromInvoke()

ArtMethod::Invoke()

art_quick_invoke_stub()

artQuickToInterpreterBridge()

ArtInterpreterToCompiledCodeBridge()

AOT/JIT
(compiled code)

EnterInterpreterFromDeoptimize()

HandleDeoptimization()

art_quick_to_interpreter_bridge

EnterInterpreterFromEntryPoint()art_quick_generic_jni_trampoline

artQuickGenericJniTrampoline()

START

ArtInterpreterToInterpreterBridge()



297: Lcom/appsflyer/internal/ac; (offset=0x0006ff38) (type_idx=1233) (Initialized) (OatClassSomeCompiled)

0: void com.appsflyer.internal.ac.<init>() (dex_method_idx=7531)

DEX CODE:

0x0000: 7010 f95b 0100 | invoke-direct {v1}, void java.lang.Object.<init>() // method@23545

0x0003: 1200 | const/4 v0, #+0

0x0004: 5c10 a314 | iput-boolean v0, v1, Z com.appsflyer.internal.ac.ˎ // field@5283

0x0006: 1210 | const/4 v0, #+1

0x0007: 5c10 a414 | iput-boolean v0, v1, Z com.appsflyer.internal.ac.ॱ // field@5284

0x0009: 1200 | const/4 v0, #+0

0x000a: 5b10 a214 | iput-object v0, v1, Lcom/appsflyer/internal/ac$b; com.appsflyer.internal.ac.ˋ

0x000c: 7300 | return-void-no-barrier

....

CODE: (code_offset=0x0041bcd0 size_offset=0x0041bccc size=20)...

0x0041bcd0: 52800020 mov w0, #0x1

0x0041bcd4: 3900303f strb wzr, [x1, #12]

0x0041bcd8: 39003420 strb w0, [x1, #13]

0x0041bcdc: b900083f str wzr, [x1, #8]

0x0041bce0: d65f03c0 ret

....

326: Lcom/appsflyer/internal/t$1; (offset=0x00070148) (type_idx=1265) (Initialized) (OatClassNoneCompiled)

0: void com.appsflyer.internal.t$1.<init>(com.appsflyer.internal.t) (dex_method_idx=7673)

DEX CODE:

0x0000: 5b01 2815 | iput-object v1, v0, Lcom/appsflyer/internal/t; com.appsflyer.internal.t$1.ˊ

0x0002: 7010 f95b 0000 | invoke-direct {v0}, void java.lang.Object.<init>() // method@23545

0x0005: 7300 | return-void-no-barrier

....

CODE: (code_offset=0x003447a0 size_offset=0x0034479c size=24)...

NO CODE!

adb shell oatdump --oat-file=/data/app/com.myandroid.app/oat/arm4/base.odex --output=/tmp/dump.txt 



Trace dalvik instruction and register value (in Interpreter)

APP

ART

Compiled
code

Interpreter
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code



Trace dalvik instruction and register value (in Interpreter)

APP

Process

Main UI Thread

Background Thread
Network
Operation

DB 
Queries

Music 
Play

File
Upload

UI
Interaction

Button
Click

Mathematical
Operation

Logical
Operation

https://www.compuhoy.com/what-is-main-thread-and-background-thread-in-android/



Method Info

Program Counter

Shadow Frame

Codes Pointer

…

Register

Interpreter

MRI

. . . . . . . . . . . . . . . . . 

c4  f4  e4  c3  6b  cd  16  d8  b3  b3

c9  b1  7f  0e  7d  0b  8e  66  c2  e2  

e0  dc  33  a7  c0  d8  67  a7  c9  a6

e1  8f  7d  68  a6  c5  f6  b5  f6  b5  

a7  e1  01  01  10  b9  c9  b9  a7  b5

e0  b5  f7  bd  f2  d7  4c  49  f6  c8  

0f  f7  dd  f7  a9  f2  e7  7e  46  a1

f6  df  e7  89  d9  cd  86  a8  d8  9c  

3d  3f  4a  d2  3b  b1  a7  a0  65  e1

1b  0e  2d  fa  9c  bb  1b  a8  3d  7f  

. . . . . . . . . . . . . . . . . 

DEX INSTRUCTION LIST

(0x00, NOP,                "nop",                k10x, ...)
(0x01, MOVE,               "move",               k12x, ...)
(0x02, MOVE_FROM16,        "move/from16",        k22x, ...)
(0x03, MOVE_16,            "move/16",            k32x, ...)
(0x04, MOVE_WIDE,          "move-wide",          k12x, ...)
(0x05, MOVE_WIDE_FROM16,   "move-wide/from16",   k22x, ...)
(0x06, MOVE_WIDE_16,       "move-wide/16",       k32x, ...)
(0x07, MOVE_OBJECT,       ＂move-object",        k12x, ...)
(0x08, MOVE_OBJECT_FROM16, "move-object/from16", k22x, ...)
(0x09, MOVE_OBJECT_16,     "move-object/16",     k32x, ...)
(0x0A, MOVE_RESULT,        "move-result",        k11x, ...)
(0x0B, MOVE_RESULT_WIDE,   "move-result-wide",   k11x, ...)
(0x0C, MOVE_RESULT_OBJECT, "move-result-object", k11x, ...)
(0x0D, MOVE_EXCEPTION,     "move-exception",     k11x, ...)
(0x0E, RETURN_VOID,        "return-void",        k10x, ...)
(0x0F, RETURN,             "return",             k11x, ...)
(0x10, RETURN_WIDE,        "return-wide",        k11x, ...)
(0x11, RETURN_OBJECT,      "return-object",      k11x, ...)
(0x12, CONST_4,            "const/4",            k11n, ...)
(0x13, CONST_16,           "const/16",           k21s, ...)
(0x14, CONST,              "const",              k31i, ...)
(0x15, CONST_HIGH16,       "const/high16",       k21h, ...)
(0x16, CONST_WIDE_16,      "const-wide/16",      k21s, ...)



Shadow Frame

…

Register

Interpreter

MRI

. . . . . . . . . . . . . . . . . 

c4  f4  e4  c3  6b  cd  16  d8  b3  b3

c9  b1  7f  0e  7d  0b  8e  66  c2  e2  

e0  dc  33  a7  c0  d8  67  a7  c9  a6

e1  8f  7d  68  a6  c5  f6  b5  f6  b5  

a7  e1  01  01  11  b9  c9  b9  a7  b5

e0  b5  f7  bd  f2  d7  4c  49  f6  c8  

0f  f7  dd  f7  a9  f2  e7  7e  46  a1

f6  df  e7  89  d9  cd  86  a8  d8  9c  

3d  3f  4a  d2  3b  b1  a7  a0  65  e1

1b  0e  2d  fa  9c  bb  1b  a8  3d  7f  

. . . . . . . . . . . . . . . . . 

DEX INSTRUCTION FORMAT

( k10x,  // op )
( k12x,  // op vA, vB )
( k11n,  // op vA, #+B )
( k11x,  // op vAA )
( k10t,  // op +AA )
( k20t,  // op +AAAA )
( k22x,  // op vAA, vBBBB )
( k21t,  // op vAA, +BBBB )
( k21s,  // op vAA, #+BBBB )
( k21h,  // op vAA, #+BBBB00000[00000000] )
( k21c,  // op vAA, thing@BBBB )
( k23x,  // op vAA, vBB, vCC )
( k22b,  // op vAA, vBB, #+CC )
( k22t,  // op vA, vB, +CCCC )
( k22s,  // op vA, vB, #+CCCC )
( k22c,  // op vA, vB, thing@CCCC )
( k32x,  // op vAAAA, vBBBB )
( k30t,  // op +AAAAAAAA )
( k31t,  // op vAA, +BBBBBBBB )
( k31i,  // op vAA, #+BBBBBBBB )
( k31c,  // op vAA, thing@BBBBBBBB )
( k35c,  // op {vC, vD, vE, vF, vG}, thing@BBBB )
( k3rc,  // op {vCCCC .. v(CCCC+AA-1)}, meth@BBBB )

Method Info

Program Counter

Codes Pointer



Method Info

Program Counter

Shadow Frame

Codes Pointer

…

Register

. . . . . . . . . . . . . . . . . 

c4  f4  e4  c3  6b  cd  16  d8  b3  b3

c9  b1  7f  0e  7d  0b  8e  66  c2  e2  

e0  dc  33  a7  c0  d8  67  a7  c9  a6

e1  8f  7d  68  a6  c5  f6  b5  f6  b5  

a7  e1  01  01  10  b9  c9  b9  a7  b5

e0  b5  f7  bd  f2  d7  4c  49  f6  c8  

0f  f7  dd  f7  a9  f2  e7  7e  46  a1

f6  df  e7  89  d9  cd  86  a8  d8  9c  

3d  3f  4a  d2  3b  b1  a7  a0  65  e1

1b  0e  2d  fa  9c  bb  1b  a8  3d  7f  

. . . . . . . . . . . . . . . . . 

Interpreter

MRI
0x4 : move r1, r3

reg0(0x00000000), reg1(0x00000019), reg2(0x00000001),

reg3(0x00000000), reg4(0x00000019), reg5(0x00000001)

int java.lang.Math.min(int, int)

### This items sets the UID of the target app.

[TARGET_APP_UID]=[10169]

### This item sets the target methods

[INCLUDE]=[ com.amazonaws] 

###[INCLUDE]=[ com.amazonaws.auth.BasicAWSCredentials] 

###[INCLUDE]=[java.lang.String a.a.a.a.e.d.g.d(java.lang.String, ]

### This item sets the exclude methods

[EXCLUDE]=[ android.] 

### default Android Class List

[EXCLUDE]=[ android.] 

[EXCLUDE]=[ java.] 

[EXCLUDE]=[ org.] 

[EXCLUDE]=[ com.android.] 

[EXCLUDE]=[ com.google.] 

[EXCLUDE]=[ sun.] 

[EXCLUDE]=[ dalvik.] 

[EXCLUDE]=[ libcore.] 

[EXCLUDE]=[ javax.] 

[EXCLUDE]=[ androidx.] 



java.lang.String com.android.server.pm.SettingsXml$ReadSectionImpl.getName()

0x0: iget-object v0, v1, Landroid/util/TypedXmlPullParser; com.android.server.pm.SettingsXml$ReadSectionImpl.mParser
vreg0=0x00000000 vreg1=0x1400B920/com.android.server.pm.SettingsXml$ReadSectionImpl

java.lang.String com.android.server.pm.SettingsXml$ReadSectionImpl.getName()

0x2: invoke-interface {v0}, java.lang.String android.util.TypedXmlPullParser.getName() 
vreg0=0x13D16DF0/com.android.internal.util.BinaryXmlPullParser vreg1=0x1400B920/com.android.server.pm.SettingsXml$ReadSectionImpl

java.lang.String com.android.server.pm.SettingsXml$ReadSectionImpl.getName()

0x5: move-result-object v0
vreg0=0x13D16DF0/com.android.internal.util.BinaryXmlPullParser vreg1=0x1400B920/com.android.server.pm.SettingsXml$ReadSectionImpl

java.lang.String com.android.server.pm.SettingsXml$ReadSectionImpl.getName()

0x6: return-object v0
vreg0=0x1400BC38/java.lang.String "user-state" vreg1=0x1400B920/com.android.server.pm.SettingsXml$ReadSectionImpl

void com.android.server.pm.verify.domain.DomainVerificationLegacySettings.readUserStates(com.android.server.pm.SettingsXml$ReadSection)

0x1c: move-result-object v5
vreg0=0x14016978/java.lang.String "com.google.vr.apps.ornament" vreg1=0x13B16588/java.lang.Object
vreg2=0x140169A8/com.android.server.pm.verify.domain.DomainVerificationLegacySettings$LegacyState 
vreg3=0x1400B920/com.android.server.pm.SettingsXml$ReadSectionImpl vreg4=0x13B16538/java.lang.String "user-state" vreg5=0x00000000 
vreg6=0x13B16578/com.android.server.pm.verify.domain.DomainVerificationLegacySettings   
vreg7=0x1400B920/com.android.server.pm.SettingsXml$ReadSectionImpl

void com.android.server.pm.verify.domain.DomainVerificationLegacySettings.readUserStates(com.android.server.pm.SettingsXml$ReadSection)

0x1d: invoke-virtual {v4, v5}, boolean java.lang.String.equals(java.lang.Object) 
vreg0=0x14016978/java.lang.String "com.google.vr.apps.ornament" vreg1=0x13B16588/java.lang.Object
vreg2=0x140169A8/com.android.server.pm.verify.domain.DomainVerificationLegacySettings$LegacyState 
vreg3=0x1400B920/com.android.server.pm.SettingsXml$ReadSectionImpl vreg4=0x13B16538/java.lang.String "user-state" 
vreg5=0x1400BC38/java.lang.String "user-state" vreg6=0x13B16578/com.android.server.pm.verify.domain.DomainVerificationLegacySettings 
vreg7=0x1400B920/com.android.server.pm.SettingsXml$ReadSectionImpl

void com.android.server.pm.verify.domain.DomainVerificationLegacySettings.readUserStates(com.android.server.pm.SettingsXml$ReadSection)

0x20: move-result v4
vreg0=0x14016978/java.lang.String "com.google.vr.apps.ornament" vreg1=0x13B16588/java.lang.Object
vreg2=0x140169A8/com.android.server.pm.verify.domain.DomainVerificationLegacySettings$LegacyState 
vreg3=0x1400B920/com.android.server.pm.SettingsXml$ReadSectionImpl vreg4=0x13B16538/java.lang.String "user-state" 
vreg5=0x1400BC38/java.lang.String "user-state" vreg6=0x13B16578/com.android.server.pm.verify.domain.DomainVerificationLegacySettings 
vreg7=0x1400B920/com.android.server.pm.SettingsXml$ReadSectionImpl



Action Dalvik Instruction List

Create const-string, const-string-jumbo

Move move-object, move-object_from16, move-object-16, move-result-object, return-object

Copy aget-object, aput-object, iget-object, iput-object, sget-object, sput-object

Call
invoke-virtual, invoke-virtual-range, invoke-super, invoke-super-range, invoke-direct, invoke-direct-range,

invoke-interface, invoke-interface-range, invoke-static, invoke-static-range

int java.lang.Math.min(int, int) // method info

0x4 : move r0, r3 // pc and instruction

reg0(0x00000000), reg1(0x00000019), reg2(0x00000001), reg3(0xffec30008), reg4(0x003000ff), … // register

reg3(0xffec30008) 

CHECK TYPE : byte[], char[], java.string.String, java.lang.charsequence, … 

CHECK TARGET : reg3(0xffec30008) == “1q2w3e4r!“

InterpreterMRI





Managed Stack

ShadowFrame 1

ShadowFrame 2

ShadowFrame 3

TopShadowFrame

Method Info

Program Counter

Shadow Frame

Codes Pointer

…

Interpreter

…

Register









Attacker RASP

RASP (Runtime Application Self-Protection) 

OS Integrity Check

Code Obfuscation

Device Binding

Anti-Emulator

Anti-Debugging

Data Encryption

Anti-Tampering

Secure Communication

Anti-Keylogger 

Anti-Hooking

RASP is a security technology that uses runtime instrumentation to detect and 
block computer attacks by taking advantage of information from inside the running software.

https://en.wikipedia.org/wiki/Runtime_application_self-protection



APP APP

MRI

vs

Custom ROM Checks
/system/build.prop

ro.build.tags, test-keys

ro.boot.vbmeta.device_state   . . .

frida-agent-64.so

libxposed_art.so

frida-agent-32.so    . . .

Hooking Framework Detections

Root Detections
/system/xbin/su

/system/bin/.ext/su

/odm/bin/su   . . .

Emulator Checks
init.nox.rc

com.google.android.launcher.layouts.genymotion

com.bluestacks   . . .





CUSTOMCompiles



STOCK

DRIVER

MODULE

SELINUX

BYPASS

AVB

BYPASS

SYSCALL HOOK

DRIVER INTERFACE

KERNEL

Application Layer

MRI

MODULE

Runtime
Platform Layer

Framework

Application 1 Application 2 Application N

Kernel Layer

....

PRIVILEGE

MODULE

MEMORY MODIFY

DRIVER INTERFACE



http://bits-please.blogspot.kr/2016/02/unlocking-motorola-bootloader.html



https://source.android.com/docs/security/features/verifiedboot/boot-flow





ls /system/bin/



DEMO
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