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The Modern Hacker – From Insight to Impact

Karsten Nohl <nohl@srlabs.de>



Nice to meet you
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Karsten Nohl

Chief Scientist at 
SRLabs and 
Autobahn Security

Trained 
cryptographer from 
a time when crypto 
meant ‘encryption’

Passionate white hat 
telco hacker



The Hacking Community has come a long way
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1 Feuding at a distance:
Spending 3 years just to make a point
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Hacking is perpetual curiosity 
about how things work & how 
you can influence them to 
work differently



Mifare Classic RFID tags tried to hide secret cipher in silicon die
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The result of a three-year journey: Fully understanding the algorithm inside the “secret” chip
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Responsibly disclosure requires some level of mutual understanding
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Media reports: “NXP executives 
have downplayed the severity: 
The attack defeats only a single 
layer of security and additional 
security layers prevent misuse.”

Knee jerk by the company

Double down: Find and publish 
exploits for Mifare Classic – 
a tradition that continues until 
today

Knee jerk by us

Working together to understand 
the problem and the solution

… and to understand each other 
(Thank you, Matthias!)

=> The essence of responsible 
disclosure

Slow relationship building
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2 Clashing mindsets:
”Can we buy your silence?”



Some companies lack the base understanding of what drives hackers
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▪ “Sign a contract so you will 
never tell anyone about the 
vulnerabilities you discovered” 

▪ “Only then will we consider 
looking into to vulnerabilities” 
(Several remain open.)

Knee jerk by the company
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3 Demanding change:
Instant product feedback
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4
Co-working solutions:
Staying engaged until the 
path forward is cleared
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Hacking telcos since 
before it was cool.



We have been finding security issues in mobile networks for over a decade,
and regularly help to fix them

GSM
SRLabs shows that phone calls can be 
intercepted and decrypted

Our topic today: 
Hacking 5G networks

A5/1

RAN SS7

Core RCS

Cloud 5G

RCS
We show how hackers can still 
listen in on your phone calls

Interconnect
SRLabs demonstrated how attackers can track 
and eavesdrop phone calls remotely

Fix weak radio configurations
SRLabs helped clean up 
crypto configurations globally

Telco network assurance
Secured the rollout of large all-IP 
network against sophisticated attacks

Cloud infrastructure assurance
Hardening and validating new 
virtualized network

The symbiosis of mobile network hacking research and risk management for mobile networks

Luca
Melette

Linus
Neumann

Telco hacking heros

Jakob 
Lell

Sina
Yazdanmehr



Mobile hacking journey at SRLabs
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Mobile abuse 
transparency
▪ GSMmap
▪ Catch IMSI catchers

SIM card hacking. Remote!
▪ Crack update keys
▪ Deploy malware

GSM decryption
▪ Broke A5/1 cipher
▪ Shared rainbow tables
▪ Helped push hardening

Android hacking resilience
▪ Snoopsnitch v2.0
▪ Test Android patch gap

Android self-defense
▪ Snoopsnitch v1.0
▪ Test mobile networks
▪ Catch IMSI catchers

2010 2011 2013 2015 2018

RCS / IMS / 5G Hacks
Various issues in new 
protocols and IT 
infrastructures

2019-22

SS7 attacks
SS7 interconnect attacks to 
intercept, track, and DoS



SS7 network enables exchange of SMS and cryptographic keys
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Roaming 
user

Mobile 
operator

Global SS7 
network

Mobile operator

Internal 
SS7

MSC

MSC

Please send 
current key

User moves 
into new 
area

Please send new 
encryption key

SS7 is used between operators … and network-internally

Exchange SMS



Most common abuse case: Subscriber location is retrieved over SS7
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MSC HLR STP Attacker

SRI-SM [MSISDN]

ACK [MSC, IMSI]

PSI [IMSI]

ACK [LAC,CID]

LAC/CID database

Attack 
variant: 

Start here 
and send 
PSI to all 

MSCs

Attack – Probe MSC for subscriber location
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Objective

Fake base station 
(2G/3G) 

Local intercept 
(calls and SMS; 
in and out)

Passive intercept 
(2G/3G)

Remote 
intercept
(starting from 
IMSI + MSC)

Calls (incoming)

Calls (in & out)

SMS (incoming)

Attack path

Phone number

Encryption keyIntercepted 
calls/SMS including 
IMSI

Victim phone, IMSI Authentication & 
encryption key

SendIdentification

SendIdentification
SendAuthInfo

SS_activate 

UpdateLocation

InsertSubscriberData
(expires with LU)

UpdateLocation

Receive call and 
forward to correct 
MSC (or do SS_erase)

Receive (and forward) 
SMS

Phone number

Phone number

Man-in-the-middle 
-or-
Spoof voicemail and 
forward later

Various signaling messages enable local and remote intercept attacks



Three GSMA standards provide advice on how to protect from SS7 attacks

IR.82 - SS7 Security Network 
Implementation GuidelinesFS.07 - SS7 and SIGTRAN Network Security FS.11 - SS7 Interconnect Security Monitoring and Firewall 

Guidelines
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Interconnect security might still be the weakest link of most telcos today
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Source: ENISA report Signalling Security in Telecom, covers 39 EU telcos, 
prepared for the EU Commision, March 2018 

DefensesThreat

▪ Interconnect hacking is possible since the adoption 
of the global SS7 network around 30 years ago

▪ Public awareness of the hacking technique has 
been raised since at least 2014

▪ One main risk today is intercept of SMS 2-factor 
codes, which has led to online identify theft and 
online banking fraud

▪ Most SS7 hacking can be prevented with an interconnect/signaling firewall

▪ Most telcos do not have this protection

Australian 
senator 
hacked 
over SS7 
in 2015



The Hacking Community has come a long way
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5 Driving change:
Community-driven Security “KPIs”



Mobile hacking journey at SRLabs
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Mobile abuse 
transparency
▪ GSMmap
▪ Catch IMSI catchers

SIM card hacking. Remote!
▪ Crack update keys
▪ Deploy malware

GSM decryption
▪ Broke A5/1 cipher
▪ Shared rainbow tables
▪ Helped push hardening

Android hacking resilience
▪ Snoopsnitch v2.0
▪ Test Android patch gap

Android self-defense
▪ Snoopsnitch v1.0
▪ Test mobile networks
▪ Catch IMSI catchers

2010 2011 2013 2015 2018

RCS / IMS / 5G Hacks
Various issues in new 
protocols and IT 
infrastructures

2019-22

SS7 attacks
SS7 interconnect attacks to 
intercept, track, and DoS



SnoopSnitch provides patch analysis for Android users
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Search: SnoopSnitch

Tool name

SnoopSnitch

Purpose

▪ Detect potentially missing Android 
security patches

▪ Collect network traces on Android 
phone and analyze for abuse

▪ Optionally, upload network traces to 
GSMmap for further analysis

Requirements

▪ Android version 5.0

▪ Patch level analysis:
All phones incl. non-rooted

▪ Network attack monitoring: 
Rooted Qualcomm-based phone

Source



129 10 12 1 2 3 4 5 6 7 8 9 11

The Android patch gap in 2018: Patching completeness varied widely for different phones
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NOKIA 3
Android version 7.1.1
Patch level: Mar 2018

Google Pixel 2
Android version 8.1
Patch level: Apr 2018

Samsung J5 (2017)
Android version 7.0
Patch level: Apr 2018

Wiko Freddy
Android version 6.0.1
Patch level: Sep 2017

2016 2017 Patches ”missing”

Critical High

0 0

0 0

0 8

17 49

Not affected
Patch found applied as claimed
Patch found above claimed level
Patch not found within claimed level
Patch not found outside claimed level Android version release date

Claimed patch level
Not tested



Patch gap started closing
in response to our research 
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6 Co-piloting evolution:
Fighting the real enemy: Criminals



Black Basta is a major threat actor since 2022
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▪ Started in 2022-04 as Conti 
offspring

▪ Published about 320 breaches, 
averaging 13 per month

▪ Extorted USD 100+ Mio from 
90 victims

▪ Was the “second most used 
ransomware in Germany”

▪ Targets ESXi servers

▪ Changed their encryption to 
ECC in 2022-11

Black Basta ransomware gang



Many files encrypted by Black Basta are recoverable
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5000 byte

1 GB

<5000 byte
Not recoverable < 1GB > 1GB

Recoverable
Not recoverable

< 1GB
Fully recoverable

> 1GB
Mostly Recoverable



We can successfully decrypt and recover the original file
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We automated the decryption, shared it with victims, and then with everyone
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▪ Knowing 64 plaintext bytes allow file 
recovery

▪ If >1GB, the first 5000 bytes are lost

▪ Fortunately, ESXi disk images have:
▪ zero-bytes, and
▪ re-creatable MBR or GPT 

structure (in multiple locations)

Recovering an encrypted file

▪ We contacted affected organisations 
and shared the documentation

▪ We disseminated the tools through 
law enforcement and CERTs

▪ Released at 37C3 (2023-Dec)

▪ https://github.com/srlabs/black-
basta-buster

▪ https://nomoreransom.org

Sharing insights

▪ We developed scripts to
▪ detect encrypted zeros, and
▪ decrypt the file

▪ Caveat: Malware can encrypt files 
multiple times, requiring manual 
investigation

Automatic recovery of files

Tobias Müller, Jakob Rieck, Florian Wilkens, Luca Glockow, 
Nick Farnham, Jannes Quer, Matthias Marx, Dominik Oepen

The awesome team 
behind this release

https://github.com/srlabs/busting-black-basta
https://github.com/srlabs/busting-black-basta
https://nomoreransom.org/


In summary: All three modes of engagements are needed for technology evolution
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Companies
vs

Hacking

Companies
fear & respect

Hackers

Joining forces 
against 

Criminals

Independent 
oversight

Keep 
companies 

engaged

Drive 
technology 
evolution

Questions?
Karsten Nohl <nohl@srlabs.de>



Your journey continues.
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1. Find a hack 
that excites you

2. Try to re-create it

3. Play “boxes” on ’Hack the Box’

4. Play CTFs

5. Get OSCP-certified

6. Always stay curious

… an Ethical Hacker?

How do I become … 

… a Security Professional?

Learn from
practitioners.

Stay in touch:                                   linkedin.com/in/karsten-nohl/                               nohl@srlabs.de@
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