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Introduction To Blockchain



Blockchain

THE 3 WORDS

Smat Contract:
Self-executing contracts with the terms of the agreement directly written into code on the blockchain. In the Ethereum 
network, smart contracts automatically execute and enforce transactions or actions when predetermined conditions are met. 
They are transparent, secure, and tamper-proof, eliminating the need for intermediaries and ensuring trust between parties.

Transaction:
An action on the Ethereum blockchain, such as transferring Ether (ETH) or deploying/executing a smart contract. Each 
transaction is verified by network participants and recorded in a block, which is then added to the blockchain. These 
transactions are irreversible and transparent.

Gas:
A fee paid to process transactions on the blockchain, particularly in networks like Ethereum. Gas ensures that users 
compensate validators for the computational work required to validate and execute transactions.



Ref: https://docs.web3j.io/4.11.0/transactions/transactions/

https://docs.web3j.io/4.11.0/transactions/transactions/


Reverting due to unmet conditions

Ref: https://support.metamask.io/transactions-and-gas/gas-fees/why-did-my-transaction-fail-with-an-out-of-gas-error-how-can-i-fix-it/

https://support.metamask.io/transactions-and-gas/gas-fees/why-did-my-transaction-fail-with-an-out-of-gas-error-how-can-i-fix-it/


Reverting due to insufficient gas

Ref: https://stackoverflow.com/questions/72015057/transaction-failed-with-execution-error-while-sending-ether

https://stackoverflow.com/questions/72015057/transaction-failed-with-execution-error-while-sending-ether


Introduction To DeFi



Decentralized Finance (DeFi)

Financial ecosystem built on blockchain technology, that eliminates intermediaries like 
humans. DeFi enables users to access financial services such as lending, borrowing, 
trading, and earning interest through smart contracts, which are automated and self-
executing. This open and permissionless system allows anyone with an internet connection 
to participate, offering greater transparency, security, and accessibility.



Type of DeFi

Concept from Traditional Finance (with Blockchain Variations)
- Lending and Borrowing (but over collateral)
- Stablecoin
- Futures/Options Trading
- Insurance
- etc.

Unique to Blockchain:
- Decentralized Exchanges (DEXs)
- Yield Farming
- Tokenization of Real World Assets (RWA)
- Decentralized Identity
- etc.



Price Feed

Price feeds provide real-time, accurate market data for assets on the blockchain. In DeFi, like lending, 
borrowing. Accurate price feeds help determine collateral values, trigger liquidations, and maintain stability, 
ensuring that DeFi protocols operate securely and efficiently.

Off-Chain Price Feed: price data is sourced from external markets and brought onto the blockchain 
through oracles.

On-Chain Price Feed: price data is sourced and maintained entirely within the blockchain network.



On-Chain Price With DEX

Decentralized Exchanges (DEXs) determine the price between two tokens using automated market maker 
(AMM) algorithms. In AMMs, users provide liquidity to a pool containing pairs of tokens. The price 
between the two tokens is calculated based on the ratio of the tokens in the pool. As trades occur, 
this ratio changes, automatically adjusting the price according to supply and demand. This 
mechanism ensures continuous price discovery without relying on the On-Chain Price Feed.



Ref: https://coinsutra.com/liquidity-pools-guide/

https://coinsutra.com/liquidity-pools-guide/






Introduction to Flash Loan



“for the first time ever, you don't need money to make more money.”
                                                                         Santiago Palladino, Aztec Network

Ref: https://x.com/smpalladino/status/1230233789311471618

https://x.com/smpalladino/status/1230233789311471618


Ref: https://www.apptunix.com/blog/explore-how-defi-lending-works/







Use Cases of Flash Loan

1. Arbitrage
2. Collateral Swap
3. Self Liquidation
4. Market Making



Arbitrage



Well-known flash loan protocols

- Aave (Lending/Borrowing Protocol)
- Uniswap (DEX)
- Balancer (DEX)
- dYdX (DEX)
- MakerDAO (Stablecoin/Credit Protocol)



The Blessings of Flash Loan



Blessings for Traders

1. Access to Large Capital Without Collateral
2. Profit from Arbitrage
3. Debt Refinancing and Position Management
4. Enabling Complex Strategies
5. Low-Cost Operations
6. There are programming and non-programming tools.



Non-programming tool

https://furucombo.app/combo


Programming Tools (Foundry/Hardhat)

Smart Contract Developer
- Develop
- Test
- Test (with Fork)
- Deploy

Smart Contract Auditor
- Create PoC of Attack

Trader
- Fork and try strategies

Hacker/Attacker
- Fork and try strategies



Foundry

Cheat codes

Fork

Example

https://book.getfoundry.sh/cheatcodes/
https://book.getfoundry.sh/forge/fork-testing
https://github.com/SunWeb3Sec/DeFiHackLabs/blob/87ff564675d7b04d5e384546ab98ec3c3467c780/src/test/2023-12/GoodCompound_exp.sol#L74


Blessings for Protocols

1. Increased Liquidity Efficiency (for the provided Flash Loan service)
2. Revenue Generation
3. Enhanced Market Efficiency



The Cures of Flash Loan
“It's like a disaster happened in just a few seconds.”



Ref: https://medium.com/@cicadapartners/smart-contract-vulnerabilities-in-on-chain-lending-3d6287ce9494

https://medium.com/@cicadapartners/smart-contract-vulnerabilities-in-on-chain-lending-3d6287ce9494


Ref: https://rekt.news/leaderboard/

https://rekt.news/leaderboard/


Ref: https://bitcoin.tax/blog/biggest-crypto-flash-loan-attacks/

https://bitcoin.tax/blog/biggest-crypto-flash-loan-attacks/


How to do the Flash Loan Attack





Demo#1 Zunami
April, 2024

Loss ≈ $18,000







Demo#2 Zunami
August, 2023

Loss ≈ $2.16 million



Go to the code

Transaction
and

https://github.com/SunWeb3Sec/DeFiHackLabs/blob/764cb94ab055ecabd2554e8486ce48d3eda8542d/src/test/2023-08/Zunami_exp.sol
https://etherscan.io/tx/0x0788ba222970c7c68a738b0e08fb197e669e61f9b226ceec4cab9b85abe8cceb


How to Prevent Flash Loan Attacks



How to Prevent Flash Loan Attacks

- Avoid using spot price (use TWAP, VWAP instead)
- Use Off-Chain Oracles for Price Data (Chainlink, Pyth, Band Protocol)
- Force Critical Transactions to Go Through Two Blocks
- Conduct Smart Contract Audit
- Conduct Economic Audit
- Monitoring and Alerting
- Incident response plan



Q & A


