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§ What is it ?
§ Process of finding the authors and actors of cyber 

attacks
§ Complex, fuzzy but helpful

§ Why is it important ?
§ Increasing the efficiency of incident response
§ Allowing for proactive protection

§ Why is the challenge ?
§ High skill level
§ Tons of non-obvious attributes

Attribution approaches

Code-based 
characteristics

Tactics and 
techniques

Network 
infrastructure
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Gather, extract, compare

How to automate

Gather attributed 
malware samples

§ Analyze each file, 
extract features

§ Save extracted data 
to DB

Obtain new 
malware sample
§ Analyze it, extract 

features

§ Compare with known 
files
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Attribution engine 
architecture

Similarity rating

Features

File for
analysis

§ Threat_Actor_1: AA%
§ Threat _Actor_2: BB%
§ Threat _Actor_3: CC%
§ …
§ Threat_Actor_N: ZZ%



Features

01 02 03 04

§ Cryptographical hashes
§ Fuzzy hashes
§ Specific hashes 

(imphash, exphash, etc)

§ Unique code fragments
§ Constants, magics, 

strings
§ Control flow similarities

Code based featuresBasic file metadata

§ Suspicious API’s
§ Malware-specific code 

snippets

Tactics and techniques

§ Behaviour-based 
detects

§ Sandbox traces

Dynamic analysis



Test sample

APT30 and the mechanics of a long-running cyber espionage operation

Main characteristics:
§ Malware family: Lecna (BACKSPACE) 
§ Malware class: Backdoor
§ Threat actor: APT30

SHA256: 017f4349170bd50e0abe565cd96ce7c65cf9a8308f76a20a0a7f391f73390012

Main techniques:
§ Additional modules downloading
§ Infected system manipulation
§ System reconnaissance, information stealing
§ Reverse-shell

Lecna 
Backdoor

Attacker

Internet

CREAMSICLE 
Downloader

DecoyExploit       
Document 

MILKMAID     
Dropper
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§ cryptographic hashes

§ TLSH

§ AV-detects

§ embedded strings TLSH

§ imphash, exphash TLSH

§ section-wise TLSH

§ resources TLSH

Basic static profile

Common file characteristics without deep diving:

§ metadata

§ signatures

§ suspicious imports

§ overlay TLSH

§ pdb-path

§ compilation 
timestamp



Basic static profile
example 1



Basic static profile
example 2



§ Try to determine where the new file belongs to 
known malware family using

– PT Feeds
– PT Sandbox

§ Check if this malware family is used by any 
known threat actor

Tools mapping

Some malware families have already been linked 
to known threat actors so we can use this 
knowledge



Analyze each file using heuristic engine to determine it’s 
functionality.

Heuristic rules detect code snippets or some data signatures 
that implement different suspicious actions:

§ Sandbox checking

§ Obfuscation

§ Anti-debugging, anti-disassembling techniques

§ Network communication

§ Host reconnaissance

Static techniques
profile



Static techniques profile
example



Run the new file In PT Sandbox and collect all 
behavioral events generated by it.

Potentially interesting behavioral events:

§ file system manipulation

§ registry events

§ process creation

§ malware detects

§ etc

Dynamic techniques
profile



Dynamic techniques profile
example



Use PT Sandbox execution traces and extract

§ filesystem related API-calls

§ registry related API-calls

§ syscalls

Traces profile

Capture the behavioral fingerprint, tracing every move during 
analysis in PT Sandbox



Traces profile
example



Genotype – byte sequence that represent certain code 
fragment that implement some suspicious or malicious 
functionality

§ Scan file using heuristic engine to find Points-of-
interest

§ Scopes of searching are basic block and function

§ Gather basic block byte sequence as is and use it as 
plain genotype

§ Convert plain genotype to template to make it more 
fuzzy

Genotypes



Genotypes

Instructions bytes as is

Plain YARG
Mod R/M, SIB parametrization Instructions forms

XED

42 8A 0C 06
80 F1 3F
41 88 08 
74 0F

4?8A(?4|?C)(0?|1?|2?|3?)
80F?3F
4?88(0?|1?|2?|3?)
74

MOV_GPR8_MEMb
XOR_GPR8_IMMb_80r6
MOV_MEMb_GPR8
JZ_RELBRb



Genotypes
example



Analyze function’s CFG to extract graph-based 
features vector

§ nodes types and quantity

§ edges types and quantity

§ xrefs types and quantity

§ graph signature

§ function’s instructions categories and forms

§ imported functions used

§ unique constants

Control flow graph 
profile



Control flow graph profile

Filtering Decisive

Filter out incomparable 
pairs of functions

Features that decide pair 
of functions similarity 

degree

Nodes vector
Number of nodes of 

different types

Edges vector
Number of edges of 

different types

Xrefs vector
Number of xrefs (from, to)

Dominator tree signature

Instructions categories vector
Number of instructions XED 

categories

Constants
Set of unique or rare 
constants

Imports
List of imported API functions

Instructions forms vector
Number of instructions XED 
forms



Control flow graph profile
example 1



Control flow graph profile
example 2



Comparison
new file

compare evaluation

Similarity rating

§ Threat_Actor_1: AA%
§ Threat _Actor_2: BB%
§ Threat _Actor_3: CC%
§ …
§ Threat_Actor_N: ZZ%

Basic Static   
Profile

Tools         
Mapping

Static Techniques 
Profile

Dynamic 
Techniques Profile

Traces           
Profile

Genotypes CFG               
Profile

…

attributed files DB



Test results
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Conclusion

IoC’s enrichment Rating, not a prediction

§ Nuanced and realistic approach

§ Informed decision-making

§ More effective IR

Modular architecture

§ Maintenance

§ Updates

§ Substitutions

§ Prioritization

§ Scalability

§ Understanding attack motivations and 
scope

§ Anticipating and preparing for future 
attacks

§ Prioritizing response efforts and 
resource allocation

§ Developing targeted defense



Thank you!


