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● Malware Analyst & Reverse Engineer

● Threat Intelligence team in Positive Technologies

● PT PyAnalysis Dev Team

● CTF Player & Org

● In love with Python internals & Open Source

whoami
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Standoff Cyberbattle

companies become more resistant to 
cyber attacks after participation 

cyberbattles

400+14
major Standoff cyberbattles 

since 2016

4,500+
professional security experts have 

participated in cyberbattles

Try your skills as red or blue team

Want to 

join?

Biggest Cyberbattle in the world
that bring together infosec specialists 
and security researchers to test and 
hone their skills on the most realistic 
infrastructure
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Standoff Bug Bounty

100+ public & 

private programs

Max bounty: 

660 000 $
Exclusive new 

scope

Crack top companies for lavish rewards

Proven information security platform 
that pays ethical hackers to help 
companies identify vulnerabilities

Want to 

join?
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Agenda

● Open codebases security

● Applications we like

● One mistake - and you are mistaken!

● Let’s write our own deobfuscator

● How does compiler work

● Let’s obfuscate code first!

● Breaking malware samples

● Machine Learning Part

● Trojan Kill Chains

● Machine Learning 101
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Open codebases 
security
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The Role of Open Source
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Open Source Security Tools on Python

patator
multi-purpose 

brute forcing tool

sqlmap
automatic SQL injection 
and database takeover 

tool

impacket
collection of python 

classes for working with 
network protocols

scapy
interactive packet 

manipulation program & 
library

theHarvester
e-mails, subdomains and 
names Harvester - OSINT

zenmap
a multi-platform graphical nmap 

frontend and results viewer

volatility
the volatile memory 

extraction framework

binwalk
firmware analysis tool

mitmproxy
interactive TLS-capable intercepting 

HTTP proxy for penetration testers and 
software developers

dirsearch
an advanced web path 

brute-forcer

androguard
reverse engineering and pentesting 

for Android applications

knock
quickly enumerate subdomains 

on a target domain
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Install process 
troubleshooting >>> from bs4 import BeautifulSoup

Traceback (most recent call 
last):
File "<stdin>", line 1, in 

<module>
ModuleNotFoundError: No module 
named 'bs4'
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Install process 
troubleshooting >>> from bs4 import BeautifulSoup

Traceback (most recent call 
last):
File "<stdin>", line 1, in 

<module>
ModuleNotFoundError: No module 
named 'bs4'
>>> C^

user@pc:~$ pip install bs4
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Install process 
troubleshooting
● bs4 - beautifulsoup4

● sklearn - scikit-learn

● skimage - scikit-image

● cv2 - opencv-python

● PIL - pillow

● dateutil - python-dateutil

● multipart - python-multipart

● ffmpeg - python-ffmpeg

● serial - pyserial

● tkinter - tk

>>> from bs4 import BeautifulSoup
Traceback (most recent call 
last):
File "<stdin>", line 1, in 

<module>
ModuleNotFoundError: No module 
named 'bs4'
>>> C^

user@pc:~$ pip install bs4
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How does PIP work

● pip install requests

● pip install requests==2.31.0

● pip install requests --index-url
https://mirrors.aliyun.com/pypi/simple
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Install process 
troubleshooting

user@pc:~$ pip install rquest
user@pc:~$ pip install erquests
user@pc:~$ pip install equests
user@pc:~$ pip install dequests
user@pc:~$ pip install requiest
user@pc:~$ pip install requrest
user@pc:~$ pip install requests
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Install process 
troubleshooting

user@pc:~$ pip install rquest
user@pc:~$ pip install erquests
user@pc:~$ pip install equests
user@pc:~$ pip install dequests
user@pc:~$ pip install requiest
user@pc:~$ pip install requrest
user@pc:~$ pip install requests

● One mistake -

and you’re 

messed up
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Let’s write our own 
deobfuscator
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Code metamorphoses
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Lexical analysis

print("Hello HITB!")
a = 117 + 10

# Lexeme

1 print

2 (

3 "Hello HITB!"

4 )

5 \r\n

6 a

7 =

8 117

9 +

10 10

# Type Token

1 NAME print

2 LPAR (

3 STRING "Hello HITB!"

4 RPAR )

5 NEWLIN

E

\r\n

6 NAME a

7 EQUAL =

8 NUMBER 117

9 PLUS +

10 NUMBER 10
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Syntax analysis. AST Visitor
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Code linters. isort

import beanie

import fastapi

import zerolibrary

import onelibrary

import json

…
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Code linters. isort

import json

import beanie

import fastapi

import onelibrary

import zerolibrary

...
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AST Transformer

print("Hello HITB!")

a = 117 + 10



29 Positive Technologies › PT PyAnalysis › Rakovsky Stanislav

AST Transformer
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AST Transformer
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AST Transformer



36 Positive Technologies › PT PyAnalysis › Rakovsky Stanislav

Are we really writing
a deobfuscator?
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setup.py of requ-sts library, 2023-03-07
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setup.py of requ-sts library, 2023-03-07
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Let’s try something 
harder
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setup.py of yper library, 2023-02-09
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Constant math is simple
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>>> -3rd index of oct.__str__()

'<built-in function oct>'

>>> -4th index of hex.__str__()

'<built-in function hex>'

>>> 4th index of copyright.__str__()

...



47 Positive Technologies › PT PyAnalysis › Rakovsky Stanislav

>>> -3rd index of oct.__str__()

'<built-in function oct>'

>>> -4th index of hex.__str__()

'<built-in function hex>'

>>> 4th index of copyright.__str__()

'Copyright (c) 2001-2023 Python Software Foundation.\nAll 

Rights Reserved.\n\nCopyright (c) 2000 BeOpen.com.\nAll 

Rights Reserved.\n\nCopyright (c) 1995-2001 Corporation for 

National Research Initiatives.\nAll Rights 

Reserved.\n\nCopyright (c) 1991-1995 Stichting Mathematisch 

Centrum, Amsterdam.\nAll Rights Reserved.'
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os.path.expanduser(''.join(map(getattr(__builtins__,

'c' + 'h' + 'r'), [126, 92, 68, 101, 115, 107, 116, 111, 

112])))



50 Positive Technologies › PT PyAnalysis › Rakovsky Stanislav

os.path.expanduser(''.join(map(getattr(__builtins__,

'c' + 'h' + 'r'), [126, 92, 68, 101, 115, 107, 116, 111, 

112])))



51 Positive Technologies › PT PyAnalysis › Rakovsky Stanislav

os.path.expanduser(''.join(map(getattr(__builtins__,

'c' + 'h' + 'r'), [126, 92, 68, 101, 115, 107, 116, 111, 
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os.path.expanduser(''.join(map(getattr(__builtins__,

'c' + 'h' + 'r'), [126, 92, 68, 101, 115, 107, 116, 111, 

112])))

os.path.expanduser(''.join(map(getattr(__builtins__, 'chr'), 

[126, 92, 68, 101, 115, 107, 116, 111, 112])))

os.path.expanduser(''.join(map(chr, [126, 92, 68, 101, 115, 

107, 116, 111, 112])))

os.path.expanduser(''.join(['~', '\\', 'D', 'e', 's', 'k', 

't', 'o', 'p']))

os.path.expanduser('~\\Desktop')
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Hunting for malicious 
packages - Kill Chain
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Malicious Code Representation
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Malicious Code. Define Targets

__init__.py of requests-json library
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Malicious Code. Way to Parse

__init__.py of requests-json library
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Malicious Code. Exfiltrate

__init__.py of requests-json library
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Malicious Code. Define Targets

utils.py of W4SP Stealer family
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Malicious Code. Exfiltrate

utils.py of W4SP Stealer family
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Trojan Killchain

● Define Targets > Way to Parse > Exfiltrate Stolen Data
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Trojan Killchain - Backdoor

● Define Targets > Way to Parse > Exfiltrate Stolen Data

● Define Targets > Persist Backdoor > Execute Backdoor
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Trojan Killchain - Backdoor

Backdoor code of yper library
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Trojan Killchain

● Define Targets > Way to Parse > Exfiltrate Stolen Data

● Define Targets > Persist Backdoor > Execute Backdoor

● Run Reverse Shell
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Trojan Killchain - Run Reverse Shell

Reverse shell code of 
nir-bb-test library
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Trojan Killchain

● Define Targets > Way to Parse > Exfiltrate Stolen Data

● Define Targets > Persist Backdoor > Execute Backdoor

● Run Reverse Shell

● Download File > Execute It
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Trojan Killchain - Reverse Shell

Trojan-Downloader activity 
of catbabbersxd library
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Trojan Killchain

● Define Targets > Way to Parse > Exfiltrate Stolen Data

● Define Targets > Persist Backdoor > Execute Backdoor

● Run Reverse Shell

● Download File > Execute It

● Deobfuscate Blob > Execute It
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Trojan Killchain - Obfuscation

Deobfuscation logic of 
pymodify library
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Trojan Killchain

● Define Targets > Way to Parse > Exfiltrate Stolen Data

● Define Targets > Persist Backdoor > Execute Backdoor

● Run Reverse Shell

● Download File > Execute It

● Deobfuscate Blob > Execute It
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Hunting for malicious 
packages - Approaches
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What would human do?
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What would human do?

__init__.py of requests-json library
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What would human do? Strings / regexes

__init__.py of requests-json library
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What would human do? Calls

__init__.py of requests-json library
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What would human do?

Deobfuscation logic of 
pymodify library
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What would human do?

Deobfuscation logic of 
pymodify library
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Features. Engine. Verdict

Features AProject A

Engine

Verdict A

Features BProject B

Features CProject C

Verdict B

Verdict C
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Human way
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Human way

rules:
- id: exec-with-compile
patterns:

- pattern: |
$CODE = compile($SRC, $FILE, $MODE)
...
exec($CODE)

message: "found exec+compile chain, possibly dangerous code."
languages: [python]
severity: WARNING
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What would human do? Features

● Write rules based on strings or regexes:

● leveldb, .log, .ldb, mfa\.[\w-]{84}

● Write rules based on call presence:

● os.listdir, open, re.findall

● compile, eval

● Advanced: call chains

● os.listdir -> open -> re.findall

● compile -> eval
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Machine learning way
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Machine learning way
project feature_1 feature_2 feature_3 feature_4 verdict

A 1 1 1 0 1

B 1 1 1 1 1

C 0 1 0 1 0

D 0 0 1 1 0

E 0 1 1 0 1
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Machine learning way. Linear Regression
project feature_1 feature_2 feature_3 feature_4 verdict

A 1 1 1 0 1

B 1 1 1 1 1

C 0 1 0 1 0

D 0 0 1 1 0

E 0 1 1 0 1

verdict =     ≥ 0.5
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Machine learning way. Decision Tree
project feature_1 feature_2 feature_3 feature_4 verdict

A 1 1 1 0 1

B 1 1 1 1 1

C 0 1 0 1 0

D 0 0 1 1 0

E 0 1 1 0 1
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Would LLM work?
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Would LLM work? Llama 3 Instruct 7B
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How to protect
yourself?
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How to protect yourself



98 Positive Technologies › PT PyAnalysis › Rakovsky Stanislav

How to protect yourself

● For corporate programmers:

● Use corporate package repositories and SCA: Nexus, JFrog,

PT Application Inspector :)

● Quarantine Politics: 1-4 weeks

● Allow to use PyPI api only via internal package repository
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How to protect yourself

● For corporate programmers:

● Use corporate package repositories and SCA: Nexus, JFrog,

PT Application Inspector :)

● Quarantine Politics: 1-4 weeks

● Allow to use PyPI api only via internal package repository

● For everybody:

● Use Docker

● Track latest news in Open Source Security

● Research what threat actors can do
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Our researches
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