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GOAL OF

THIS TALK



• Reverse Engineering Techniques
• Identification of Common 

Sensitive Data
• Real-World Case Examples

Goal of 
This Talk

What will you receive?
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Flutter
Introduction

Flutter is an open-source UI framework 
developed by Google for building natively 
compiled mobile, web, and desktop 
applications from a single codebase. 

• Cross-Platform Functionality
• High Performance
• Powerful Design Capabilities
• Time Efficiency
• Lower Development Costs

Advantages
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Gather
Apps

Reverse
Engineer Scan AnalyseInspect

Process Overview

TESTERB(L)UTTER



Gather Applications
• Python script with Selenium was used to bulk download 

applications from APKCombo.com website.



Inspect • Bash script was used to verify whether the 
applications were built with Flutter.



Inspect • Example output generated by executing 
the Bash script.



Reverse
Engineer
• B(l)utter was used to reverse 

engineer each Flutter 
application.

• Bash script was used to 
automate the process.



• A Flutter Mobile Application Reverse 
Engineering Tool by Compiling Dart 
AOT Runtime.

• Directly analyzes the libapp.so to 
extract Dart objects directly from 
binary and generates Frida scripts to 
dump data in a running Flutter 
application.

• Github: 
https://github.com/worawit/blutter

What is
B(l)utter ?



Scan(1)
• Gitleaks was used to scan the pp.txt file of each application.
• A Bash script was used to automate the process.



• Gitleaks is an open-source secret 
scanner for git repositories, files, and 
directories. 

• Github: 
https://github.com/gitleaks/gitleaks.git

What is
Gitleaks ?



• A Bash script was created to search for keywords 
within the pp.txt file of each application.Scan(2)



Analyse • The results from the scan phase were used to 
analyze the ASM folder and the pp.txt file.



Results
Amount of Flutter 
Applications gathered.

77.2%

22.8%

Other ApplicationsFlutter Applications
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• Passwords that are inserted directly into software application’s 
source code are referred to as hardcoded or embedded 
passwords.
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• Requests connected to a project can be authenticated using the API 
key, which is a special identification. 

• Some developers may choose to leave it on public shares or 
hardcode them.

Stripe Secret Key

Twitter API Key and Secret



Private Key
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• A cryptographic variable called a private key is used to encrypt 
and decrypt data along with an algorithm. 

• Only those who are allowed to decrypt the material or the key 
generator should have access to private keys. 



Access Token
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• Access tokens grant users access to a website, application, 
or API and are utilized in token-based authentication. 

• The token acts as the user's entry ticket, so once their 
identity has been verified, they won't need to enter their 
credentials again for the duration of the token.

AWS Access token

JWT



API Endpoint
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• When an application programming interface (API) is 
visible to ecosystems outside of its immediate 
environment, it's known as API exposure.
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python3 blutter.py path/to/app/lib/arm64-v8a out_dir “ “
Application # 1
• This application is used to manage various aspects of a user’s gaming account, such 

as viewing friends' activities, checking trophies and sending messages.
• Reverse engineer the application with B(l)utter.



gitleaks detect –s path/to/
source –no-git –verbose –r 
filename.json

“
“

Application # 1
• Gitleaks was used to scan pp.txt file for hardcoded credentials.



Application # 1
• Stripe offers comprehensive suites of APIs for managing a 

wide range of payment-related tasks.

• API keys carry many privileges and must be kept secure.

• Secret API keys should not be shared in publicly accessible 

areas (e.g., GitHub, client-side code).



Application # 1

curl https://api.stripe.com/v1/charges -u sk_live_<Secret-Key>:“ “
• Curl command was used to query charges from the Stripe account.



Application # 1
• Current balance was retrieved from the Stripe account.

curl https://api.stripe.com/v1/balance -u sk_live_<Secret-Key>:“ “



Application # 1
• Retrieved files that was uploaded by the admin of the Stripe account.

curl https://api.stripe.com/v1/files -u sk_live_<Secret-Key>:“ “



Application # 2
• This app is designed specifically for football 

players and coaches to enhance their experience 

and performance.

• Reverse engineer the application with B(l)utter.



Application # 2
• Gitleaks was used to scan pp.txt file for 

hardcoded credentials and found a 

private key header.



Application # 2
• ripgrep is a command line tool that searches 

files for patterns that was given.

• Search for assembly files that contains “private” 

rg ‘<pattern>’“ “



Application # 2
• From analyzing the assembly, 

“keys/private.pem” is a file being 

called from the application’s asset.



Application # 2 • A private key was found within the 

application’s flutter asset file.



Application # 3
• This app is a mindful eating tracker 

created to assist users in developing 

a healthy relationship with food.

• Reverse engineer the application 

with B(l)utter.



Application # 3 • Gitleaks was used to scan for hardcoded 

credentials and found JWT.



Application # 3
• Ripgrep was used to find the JWT within the asm folder.

• The JWT was found in the assembly with an API Endpoint.



Application # 3
• Supabase is an open-source database infrastructure built on PostgreSQL. 

• https://supabase.com/docs

• The API can be interacted to directly via HTTP requests

https://supabase.com/docs


Application # 3
• Found further API and database information.

• This can be used as an attack surface to 

perform further attacks.

curl <SUPABASE_URL>/rest/v1/ -H "apikey: <SUPABASE_ANON_KEY>" \
-H "Authorization: Bearer <SUPABASE_ANON_KEY>
“ “



Application # 4
• This application allows you to control 

and customize your IoT gadget.

• Reverse engineer the application 

with B(l)utter.



Application # 4
• Gitleaks tool was used to scan pp.txt file.

• AWS access token was found hard coded 

within the application.



Application # 4
• For general use, the aws configure command is the fastest way to set up the AWS CLI installation.

• An AWS Secret Access Key is still missing.

• https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html



Application # 4
• Ripgrep was used to find the location of the AWS token 

within the ASM folder.

• Found the AWS token located within a file from ASM 

folder.



Application # 4
• At file aws_s3_user_clip_upload_secret.dart 

contains a secret key which could not be 

directly read due to encryption. 



Application # 4
• From analyzing the assembly. It was found that within  app_initialize_security.dart file at 

address ‘0x126f0a4’ is a client for calling and access the AWS S3 bucket



Application # 4
• Frida script generated from executing B(l)utter was used to hook the function and found 

the secret access key. 



Application # 4
• AWS configuration was set using the AWS Secret Access Key and AWS Access Key ID. This 

made it possible to query IAM identity data, proving that the credentials are valid.

• We can use these credentials to perform file upload to the upload role and attack the system.
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Conclusion



• Hardcoding secret credentials poses significant 

security risks.

• Embedded credentials are vulnerable to reverse 

engineering and unauthorized access.

• Exposing sensitive data can compromise the 

entire system.

• Prioritizing security helps protect applications, 

users, and data from malicious threats.

Conclusion



THANK YOU
For Listening
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