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Ethereum is the most popular blockchain
For hosting smart contracts

Crowdfunded and Development begun in 2014.

The PoW (Proof-of-Work) network went live on 30 July 2015.
Switched to PoS (Proof-of-Stake) on 26 Feb 2023.

More than 2B (2,487,725,064 as of Aug 26) transactions sent.

More than 1M (1,344,143 as of Aug 26) token contracts created.

Ethereum's smart contract language, Solidity, appears in Top Programming Languages 2024.
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Ethereum is also quite decentralized

Top 10 Countries

Total 4,877 nodes found
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Ethereum suffers from low throughput
and expensive transaction fees

Ethereum currently has only 14.3 TPS (transactions per second).
The transaction fee is now around TUSD in the bear market but was high in the past.
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Third-party layer-2 blockchain
networks have emerged in recent years
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They copy & customize Etheraum

4 go-ethereum  Pubiic ® Watch 2213 ~ % Fork 20k v Yy Star 471k v
¥ master ~ ¥ 48 Branches ) 242 Tags Q Go to file t Add file ~ <> Code ~ About
Go implementation of the Ethereum
= | rjla93456442 core: add metrics for state access (#30353) @@ X bfdagae - 2 hours ago (1) 15,383 Commits protocol
.github all: update to go version 1.23.0 (#30323) last week & geth.ethereum.org
accounts accounts/abi: handle ABIs with contract type parameter (... last week g90l) (ethereum)) (blockchain’) ({p2p
geth
beacon beacon/light/sync: basic tests for rangeLock (#30269) 3 days ago
0 Readme
build build: make go buildid static (#30342) 3 days ago .
88 LGPL-3.0, GPL-3.0 licenses found
cmd core: implement EIP-2935 (#29465) 6 hours ago &8 Security policy
. . A~ Activity
common common: using ParseUint instead of ParseInt (#30020) 2 months ago
=) Custom properties
consensus all: clean up goerli flag and config (#30289) last week ¢ 474K stars
console console: fix the wrong error msg of datadir testcase (#29... 5 months ago ® 2.2k watching
% 20k forks
core core: add metrics for state access (#30353) 2 hours ago

Report repository
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They copy & customize Etheraum

(b) Ethereum and its forked projects (as of 31 August 2023).

# Name Code Market Cap | Repository Star
2 Ethereum ETH $229.87B ethereum/go-ethereum 37.7K
5 Binance BNB $50.69B bnb-chain/bsc 1.6K
14 Avalanche AVAX $7.65B ava-labs/subnet-evm 1.6K
17 Polygon MATIC $5.15B maticnetwork/bor 400
78 Celo CELO $604.02M celo-org/celo-blockchain 382
199 Optimism OP $263.36M ethereum-optimism/op-geth 1.2K
- Kcc - - kcc-community/kee 43
- Heco - - stars-labs/heco-chain 250
- Hoo - - hoosmartchain/hoo-smartchain 12
- BitTorrent - - bttcprotocol/bttc 28
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The architecture between Etheraum
and its layer-2 blockchain networks

i— _____ ZK-Rollup -

af:
%—tx > Sequencer Executor »  Submitter Prover
blocks

Ethereum Layer 1 blockchain ledger

[data availability layer]

Source: arXiv:2310.03616
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Our Tool: BlockScope

A novel patch-based clone detection tool for propagated vulnerabilities in
forked blockchain projects.

_________________________________________________________________________________________________

\

BlockScope i

. 9 // GetAdjustedTime() to go backward). . :

EXtraCt Patch C()ntext Locate Candldate Clones o if (!CheckBlock(block, state, chainparams.GetConsensus(), Detemllne Patch Status |
if (!CheckBlock(block, state, chainparams.GetConsensus(),

(Sec. ITI-B) (Sec. IMI-C & TI-D) W i aneadockinlock, state, chainparans. eic (Sec. I-E & ILF) |1

1

1

+ // We don't write down blocks to disk if they may
. Patch | + // corrupted, so this should be impossible unless
SCCurlty II _»9 Fetcher - + // problems. b Comparator — _’
Patc J Context 7 O + return AbortNode(state, "Corrupt block found indif | )

y ¢ '

Y . return error("%s: Consensus::CheckBlock: %s", __func_| _ _ 1
i ®) Aty | !

Searcher —p Candldate heck it again in case a previous version let a bad block in ‘ - Calculator —p @ I
Context (1CheckBlock (block, state, !flustCheck, !flustCheck)) :

i 1

1

)

m

Extractor

return error("%s: Consensus::CheckBlock: %s", func__, Forma

) Source Repo () Target Repo @ Patch Code @ Candidate Code

1. Leverage patch code contexts to locate only potentially relevant code

- -
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2. Adopt similarity-based code match for being immune to clone variants
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UP context Bitcoin

AssertLockHeld(cs_main); start statement (Ss)

assert(pindex);

assert((pindex->phashBlock nullptr) ||

(*pindex->phashBlock == block.GetHash()));
int64_t nTimeStart = GetTimeMicros();

end statement (es) & key statement (ks)

AJ

N

if (!CheckBlock(block, state, ch;iﬁpwaﬂs.GetConsensus(), IfJustCheck, !fJustCheck))
~—
if (!CheckBlock(block, state, chainpar‘ams.Get?oﬁ'Se'n-sus()_,_ !flustCheck, IfJustCheck)) {

if (state.CorruptionPossible()) { -

return AbortNode(state, “Corrupt block found .., "3
=

= =
-
=

Cd

return error("%s: Consensus::Chg,clfﬁlock: %s", __func__, ...); start statement (Ss)
uint256 hashPrevBlock = pindex->p{r‘ev == nullptr ? uint256() : ...;

assert(hashPrevBlock == view.GetBestBlock()); key statement (ks)

if (block.GetHash() == chainparams.GetConsensus().hashGenesisBlock) {
if (!fJustCheck)

end statement (es)

DOWN context

N =

N

[=)}

O o0

Context-based Candidate Clone Search

Dogecoin

bool ConnectBlock(const CBlock& block, CValidationState& state, ...,

CCoinsViewCache& view, const CChainParams& chainparams, bool fJustCheck)
AssertLockHeld(cs_main);
const Consensus::Params& consensus = Params().Get eus(pindex-mHeight);

int64_t nTimeStart = GetTimeMicros();

|
_ 7 Determine the boundary ss and es by similarity

if (!CheckBlock(block, state, !fJustCheck, !fJustCheck))

—’

-—
L =

verage git grep to find ks in target repo

(— — — -
S~ — —
~
~
return error("%s: Cons%ws::CheckBlock: %s", o func__, ...);
uint256 hashPrevBlock = pindex-Ypprev == NULL ? u1256() HE

assert(hashPrevBlock == view.GetBestBlock());

if (block.GetHash() == Par‘ams().GetConsensus(O).hiGenesisBlock) {

if (!fJustCheck)

10
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A New Way of Calculating Code Similarity

AssertLockHeld(cs_main); start statement (Ss)
assert(pindex);
assert((pindex->phashBlock == nullptr) || S p=5 1 AssertLockHeld(cs_main); T
(*pindex->phashBlock == block.GetHash())); 9{2 const Consensus::Params& consensus = Params().GetConsensus(pindex->nHeight);
int64_t nTimeStart = GetTimeMicros(); end statement (es) & key statement (ks) 3 int64_t nTimeStart = GetTimeMicros(); q=3

* Source code S with p statements and target code T with q statements.

1. Pair-up each statement in S with the most similar statementin T, i.e.,
oVi € [1,p], findj,s.t.,j = ;§k<qstr51m(Sl,Tk)

2. Multiply str51mﬁSl, T;) by a reward factor r € [0,1], i.

i— ..
s 5, 7))
o rli=ilindicates: the greater |i — j| the smaller the similarity between S; and T;.

* 3. Add up all the weighted similarities and normalize into [0,1], i.e.,
o SIMILARITY(S, T) = %2’;1 strsim(S;, Tj)rli=!.
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BlockScope vs. State-of-the-art Tools

Language d VUDDY MVP VGraph

Patch- ReDeR
eDeBug
based SP'12]
code clone

detection Hash

Cannot detect

iokenized contexts  Add variable abstraction

Dependent | [SP'17] [Usenix’20] [EuroSP’20]

v
More “program analysis”

Type-2 Cannot detect Type-3

Hash-based “exact” code matching for the basic unit

void foo () { 1 wvoid foo () { 1 wvoid foo() {
int x = intput(); to £2 int x = intput(); 2 int x = intput(); urate)
if (x > MIN) ({ 3 if (x > pinimum) { 3 if (x > MIN) {
int v = x x 10; 4 int vy = x x 10; 4 int z = x;)
output (y) ; 5 output (y) ; 5 int v = x « 10;
} 6 } 6 output (y) ;

Original Vuln Cod

7 } 7 }
bloCKScope 8

Similyped-Honeed code IIIJLLIIT\/LF%_L!’L&YEI more vulns)

one
Our path: do not use “hash” the basic unit

but design a better way to calculate their “similarity”
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Detection Results (32 Patches from BTC & 6->19 from

ETH)

; BlockScope (GPT) ReDeBug
Forked Project EOC TP FN TN FP Time | TP FN TN FP | Time
Dogecom 369K | 16/16 1514 172 T6s | 7 9 15 1 1255
Bifcoin Cash 607.1K 1 -~ 3028 13 | 105 | - 1 31 - 2225
Yitecoin 4233K 66 -~ 2626 - 83 | 5 1 26 - 16.45
Bitcoin SV MWIIK | 119 13 1817 23 | 106s | 2 10 19 1 9.95
Dash 380.3K o8 12 217 5 139s | 7 3 21 1 17.7s
Feadh 199.4K o9 22 1917 2/ 8 4s 110 21 - 10.7s
Bitcoin Gold 3817K | 10/10 11 2120 1 88s | 10 1 21 - 17.45
Hlorizen 178.9K o8 23 2019 12 7.7 110 21 - 12.65
Qtum 569.0K - - 3po 12 | 120s | - - 32 - 33.5
DigiByte 4163K | 10/10 11 2120 -1 107s | 10 1 21 - 15.85
Ravencoin 5042K | 14/14 11 16/17 1/- 114s | 10 5 17 - 20.9s
Sum (333310* 95/91  9/13 239225 923 (13‘.’232 53 51 245 3 (1:3:)52
Binance 5653K 76 1279 73 335 — 1 5 - 3025
Avalanche 10701K | 31 -2 1411 205 2.55 . - f - 55.25
Polygon 592.0K 917 -2 /) 3/3 2.38 - - 6 - 31.3s
Celo 631.0K 66  -I- 10/8 35 275 T S 4455
Optimism 583.5K Y1 2 1311 35 368 | 3 1 2 - 4335
Kee 562.8K 85 -3 11/8 3 36s | 3 1 2 - 4335
Heeo 576.2K 65 -1 10/7 36 36s | 3 1 2 - 4335
Hoo 5377K | 100 1 706 213 36s | 3 1 2 - 4335
BitTorrent 562.7K 88 - 8/6 35 36s | 3 1 2 - 4335
Sum ( 6:;;55;\;[()* 60/48 /12 92773 19/38 (;?2'3)50 4 2 24 - (ggf'l'f)so

13



* Type-1&3 clones occupy Forked Project (—p—Yhre 1 IWCE DS L e
0 Dogecoin 6 (6;4) - - 10 (10;3) 16 (16;7)
95.5% of all the cases. poogeeoin |6 (64 B o
Litecoin 5 (5:5) 1 (1;-) 6 (6;5)
Bitcoin SV 1 (1) 11 (10;2) 12 (112
Dash 7 (7;7) - - 3 (2;-) 10 9;7)
* BlockScope accuracy: Zeash LG |2 a9 | 8 | IO
Bitcoin Gold 9 (9:8) .- 2 (1) 11 (10;10)
oType-l: 100%; Horizen - - 2 (2 9 (D 1 (91)
Qtum - - - - - - - ;
o Type-2: 80%; DigiByte 7@ |1 ) | 3 @) 11 (10:10)
o Ravencoin 7 (7;7) - - 8 (7;3) 15 (14;10)
o Type-3: 85.7%. Sum 44 @438 | 5 (@) | 55 @hI5) | 104 (95:53)
Binance - - - - 1 (1;-) 1 (1;-)
* ReDeBug accuracy: Avalanche - - -
Polygon - - - -
o Type-1: 85.7%; Celo eE) ; )
Optimism 4 4;3) - - 4 4:3)
o Type-2: 0%,; Sum 5 (5:4) - T (1) 6 (6:d)
oType-3: 26.8%. T, B, and R represent: the total number of vulnerabilities of each

clone type, the number of vulnerabilities detected by BlockScope,
and the number of vulnerabilities detected by ReDeBug, respectively.

14



Investigation of Propagated Vulnerabilities
Bitcoin (") Forked O General o Patch O Missed O Flaw O Vulnerability

----------------------------------------------------------------

rﬁ Oo—QQ— ~O!
§ P — O ~ ’Oi * 41 cases, e.g., CVE-2022-29177, CVE-
e T ———— ©2021-41173.
(@) The fork type: vulnerabilities directly forked in the
beginning.
5'“\;::::6 ----------- r\\{}\ ’O e 25 cases, e.g., CVE-2021-3401, CVE-
D s © S— O——O—0Q) 2020-26265, CVE-2020-26264, CVE-
(b) The fetch type: vulnerabilities fetched from vulnerable  2(020-26260.
commits.
O —— () O

\ o RN .O| * 44 cases, e.g., Bitcoin PR#16512.

_______________________________________________________________

(c) The mixed type: vulnerabilities infected with no explicitly
vulnerable commits.

15



Bitcoin@Forked OGeneraloPatchOMissed OVu]nerability ° FP_I: 7 CaSGS, e.g.’ CVE_2018_
17145, CVE-2019-15947, Bitcoin
PR#12561, Bitcoin PR#14249.

* FN: 9 cases, e.g., Bitcoin
PR#10345, Bitcoin PR#11568,
Bitcoin PR#13907.

(c) FN: target code outdated.

16



Vulnerability Report Response

* Reported 110 vulnerabilities
(101 TP + 9 FN);

o 74 positive response;

o0 CVE-2021-37491 of Dogecoin &
CVE-2021-37492 of Ravencoin

o 1 bug bounty from Binance;

o Dogecoin, Ravencoin, Dash,
Bitcoin Gold, Litecoin, and
Binance are the most active
ones;

o Bitcoin Cash, DigiByte, and
Optimism did not respond to
any of our reports.

Forked Project | Fixed | Accepted | ACK | Pending | Reject | Sum
Dogecoin 11 3 2 - - 16
Bitcoin Cash - - - 1 - 1
Litecoin 2 - 3 1 - 6
Bitcoin SV - - 8 2 2 12
( Dash 1 5 3 1 - 10 |
Zcash - - 9 1 1 11
[ Bitcoin Gold 7 5 1 3 5 11
Horizen - - 4 7 11
Qtum - - - - -
DigiByte - - - 11 - 11
Ravencoin 9 1 3 1 1 15
Sum 30 9 33 28 4 104
( Binance 1 - - 1
Avalanche - - - -
Polygon - - - -
Celo - 1 - 1
Optimism - - 4 - 4
Sum 1 1 4 6

17
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Our vulnerability discovery in
BSC/0ptimism/Base/Mantle

2 (Med Risk

Submitted 1 minute ago

2 (Med Risk

Submitted 3 minutes ago

2 (Med Risk’

Submitted 5 minutes ago

3 (High Risk

Submitted 6 minutes ago

3 (High Risk

Submitted 9 minutes ago
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CVE-28022-29111 Iin Binance

DoS caused by malicious P2P message

Submitted about 2 years ago -

ID

Submitted

Target Location

Target category

VRT

Priority

Bug URL

Description

Last activity about 2 years ago

d7c50ffe-885a-4d87-99af-c5bblea23b51

21 Jun 2022 04:50:37 UTC

https://github.com/bnb-chain/bsc

Other

Application-Level Denial-of-Service (DoS) > App Crash

3]

https://github.com/bnb-chain/bsc/blob/70d08a5791d0650322e79591ac1fb869df607586/p2p/peer.go#L.343

DoS caused by malicious P2P message

We recently found that the current version of Binance (bnb-chain/bsc) has a DoS vulnerability, where a vulnerable node, if configured to use high
verbosity logging, can be made to crash when handling specially crafted p2p messages sent from an attacker node.

Specifically, the disconnect reason DiscReason in p2p/peer_error.go is defined as uint, which may lead to a crash when decoding the
message at line 343 of p2p/peer.go.

The consequence of this vulnerability is the same as CVE-2022-29177.

A simple fix is to change the definition of DiscReason into uint8 at line 57 of p2p/peer_error.go and the type of reason into
struct{R DiscReason} at line 340 of p2p/peer.go.

The MagicSecurity team (https://github.com/MagicLabHK; https://twitter.com/OxMagicSec)

SIS ISISISISIIS ST
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CVE-2022-29111 in Binance BSC

A vulnerable node, if configured to use high verbosity logging, can be made to crash when
handling specially crafted p2p messages sent from an attacker node.

The disconnect reason "DiscReason’” in “pZ2p/peer_error.go" is defined as "uint’, which may
lead to a crash when decoding the message at line 343 of "p2p/peer.go".

A fix is to change the definition of ‘DiscReason’ into "uint8" at line 57 of "p2p/peer_error.go"
and the type of ‘reason’ into “struct{R DiscReason} at line 340 of “p2p/peer.go".

56

=i

58
59
60
61

kype DiscReason uint

const (

DiscRequested DiscReason = iota
DiscNetworkError

339 case msg.Code == discMsg:

* 340 var reason [1]DiscReason
341 // This is the last message. We don't
342 // check errors because, the connectis
343 rlp.Decode(msg.Payload, &reason)
344 return reason[0]

SIS ISIISISSS
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https://github.com/bnb-chain/bsc/blob/70d08a5791d0650322e79591ac1fb869df607586/p2p/peer.go
https://github.com/bnb-chain/bsc/blob/70d08a5791d0650322e79591ac1fb869df607586/p2p/peer_error.go
https://github.com/bnb-chain/bsc/blob/70d08a5791d0650322e79591ac1fb869df607586/p2p/peer.go

CVE-20208-26265 in Optimism

Chain split caused by consensus flaw in Geth

We recently found that the current version of Optimism (ethereum-optimism/optimism) has a consensus flaw in “12geth”, where a

particular sequence of transactions could cause a consensus failure.

Tx1
“sender’ invokes “caller’. Ll
“caller’ invokes “@xaa’. “@xaa” has 3 wei, does a self-destruct-to-self.
“caller’ does a 1-wei-call fo “@xaa”, who thereby has 1 wei (the code in “@xaa" still executed, since the tx is still ongoing, but
doesn't redo the self-destruct, it takes a different path if callvalue is non-zero)
Tx2

*sender” does a 5-wei call to “@xaa’. No exec (since no code).

In “12geth”, the result would be that *@xaa” had 6 wei, whereas OE reported (correctly) 5 wei. Furthermore, in “12geth’, if the second

tx was not executed, the “@xaa” would be destructed, resulting in 0 wei. Thus obviously wrong.

HAAH8P2acSHlLlIH#
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CVE-20208-26265 in Optimism

The problem lies in line 307-311 and line 316 of "l2geth/consensus/ethash/algorithm.go".
Substitute the "uint32" into "uint64" could fix the issue.

313
314
315
316
317
318
319
320

306
307
308
309
310
311
312

// Calculate the data segment this thread should generate
batch := uint32((size + hashBytesxuint64(threads) - 1) /
first := uint32(id) * batch
limit := first + batch
if limit > uint32(size/hashBytes) {

limit = uint32(size / hashBytes)
}

// Calculate the dataset segment
percent := uint32(size / hashBytes / 100)
for index := first; index < limit; index++ {
item := generateDatasetItem(cache, index, keccak512)
if swapped {
swap(item)

}
copy(dataset[indexxhashBytes:], item)

SIS ISIISISSS
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https://github.com/ethereum-%20optimism/optimism/blob/c201f3f1912f60b373d49674c6d92c1a11397f8f/l2geth/consensus/ethash/algorithm.go
https://github.com/ethereum-%20optimism/optimism/blob/c201f3f1912f60b373d49674c6d92c1a11397f8f/l2geth/consensus/ethash/algorithm.go

It had a DoS vulnerability in LES, 577
which can make a LES server crast >’

579

via a malicious "GetProofsV2" 580
request from a connected LES 581
l. t 582
client. oot
584

The problem lies in line 595 of 585
‘|l2geth/les/server_handler.go”, 8¢

where the "header” could §§;
potentially be nil" and leadstoa 589
panic. g:?

. . . . 592

A simple solution is to move line  5q3

595 after line 579. 594

595

596

N ..

CVE-2820- 25254 in Base

// Gather state data until the fetch or network limits is reached
var (
lastBHash common.Hash
root common.Hash
)
reqCnt := len(req.Reqs)
if accept(req.ReqID, uint64(reqCnt), MaxProofsFetch) {
wg.Add(1)
go func() {
defer wg.Done()
nodes := light.NewNodeSet()

for i, request := range req.Reqgs {

if i 1= 0 & !task.waitOrStop() {
sendResponse(req.ReqID, @, nil, task.servingTime)
return

}

// Look up the root hash belonging to the request

var (
header xtypes.Header
trie state.Trie

SIS ISISISIS SIS
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https://github.com/ethereum-optimism/optimism/blob/c201f3f1912f60b373d49674c6d92c1a11397f8f/l2geth/les/server_handler.go

CVE-2821-391371 in Mantle

A, Mantle V2 Public
It has a memory corruption vulnerability in EVM, EEZREEE

which can cause a consensus error

VVulnerable nodes obtain a different "stateRoot" AR R LR

when processing a maliciously crafted cuomission  Reviewer feadback My Appen

transaction. ThiS, in turn, would lead to the chain Chain split caused by memory corruption in EVM in opCall() and similar

being split into two forks. functions (m]
The problem lies in four functions, i.e., "opCall’, Sumary

"opCallCode’, "opDelegateCall’, and opStaticCall’ JESEEee

of "‘core/vm/instructions.go'. Category: Privilege Related

Location

A simple solution is to use ‘common.CopyBytes®
N N N https://github.com/mantlenetworkio/op-geth/blob/64996df634fbd58d9eeaB82cd4cf7bf3a782c2e03/core/vm/instructions.go#L69
to copy ‘ret safely before use, e.g., add ‘ret = 7

< https://github.com/mantlenetworkio/op-geth/blob/64996df634fbd58d9eea82cd4cf7bf3a782c2e03/core/vm/instructions.go#L.73
common.CopyBytes(ret)" before line 698. 2
_— https://github.com/mantlenetworkio/op-geth/blob/64996df634fbd58d9eea82cd4cf7bf3a782c2e03/core/vm/instructions.go#L76
0
https://github.com/mantlenetworkio/op-geth/blob/64996df634fbd58d9eea82cd4cf7bf3a782c2e03/core/vm/instructions.go#L.78
8

HAAH8P2acSHlLlIH#
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https://github.com/aurorachain-io/go-aoa/blob/b069bc29cfc5959776062a2d2289246188f1dd7f/core/vm/instructions.go
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BlockScope is now open-source at https://github.com/VPRLab/BlockScope.

Whitepaper: https://www.ndss-symposium.org/ndss-paper/blockscope.

BlockScope: Detecting and Investigating Propagated

Vulnerabilities in Forked Blockchain Projects

Xiao Yi!, Yuzhou Fang!, Daoyuan Wu'*, and Lingxiao Jiang?
1The Chinese University of Hong Kong
2Singapore Management University

Abstract—Due to the open-source nature of the blockchain Ethereum was also forked by a number of EVM (Ethereum
"I ¢ COSYstem, it is common for new blockchains to fork or partially Virtual Machine)-compatible chains, such as Binance Smart
reuse the code of classic blockchains. For example, the popular Chain (BSC), Polygon, Avalanche Contract Chain, and Opti-

Dogecoin, Litecoin, Binance BSC, and Polygon are all variants mism (Ethereum’s Layer-2 rollup network).

of Bitcoin/Ethereum. These ‘“forked” blockchains thus could //
vy sysysys
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https://github.com/VPRLab/BlockScope
https://www.ndss-symposium.org/ndss-paper/blockscope
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Takeaway

introduced our recent efforts to discover how Ethereum'’s CVE vulnerabilities could propagate

from Ethereum to BSC/Optimism/Base/Mantle.

Developed BlockScope (https://github.com/VPRLab/BlockScope), a novel search-based

patch vs. code similarity analysis tool for discovering 100+ vulnerabilities in top blockchains.

Analyzed vulnerabilities in BSC/Optimism/Base/Mantle (1 for BSC, 4 for Optimism, and 5 for
Base/Mantle).
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https://github.com/VPRLab/BlockScope
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