THE MODERN CISO

HACKING MANAGEMENT WHILE DEFENDING THE FORT
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THE LATE 80S




Iowa Student Computer Association BBS.

Welcome to ISCA BBS?

a Guest there are a few simple things to remember:

To see the commands available to you, type <?>
To leave ISCABBS, type <1>
To read about ISCABBS in depth, type <h> to enter the
help system from which you may access the topics listed
More commands will bhe available once you start your own
account on ISCABBS
If you decide to create your own account here. you
might want to keep the following in mind.
A> Log in as ’New’
B> Use a ’nickname’ you like and will keep
(Use of offensive nicknames is discouraged>
C> Remember the password you chose
D> Give COMPLETE identifying information to speed the
process of your account getting validated.

Hit return to continue...
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THE UNI YEARS

“IF YOU GUYS WANT TO WASTE YOUR
TIME PLAYING COMPUTER GAMES
INSTEAD OF STUDYING, MAYBE BUY A
UNIX BOOK, TRUST ME, YOUR STUDY
WILL BE MORE INTERESTING!”

The guy that was ROOT at the university when we realized he hid
our favorite game behind a cron job.
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AUTOPSY

DIGITAL FORENSICS




COMPLIANT

¢ e®
aependenw Certf®

INTO THE 2000°S




b —

PEPIJN KOK

HEAD OF CYBERSECURITY — AlS
CISO

PROFESSIONAL CYBERSECURITY EXPERIENCE SINCE 1998

DUTCH NATIONAL, BASED IN ASIA SINCE 2006, LIVING IN
THAILAND SINCE 2013.

EXPERIENCE ACROSS FINANCE, TELCO, PETROCHEMICAL,
TRANSPORT SECTOR AND SEMI-CONDUCTORS.

PREVIOUS ROLES INCLUDE HEAD OF IT AUDIT, HEAD OF
TECHNOLOGY RISK, HEAD OF FRAUD MONITORING,
DIRECTOR AT SEVERAL BIG 4'S (PWC, KPMG) AND
TECHNOLOGY COMPANIES (IBM, NTT).

ADVISOR TO THE SECRETARY-GENERAL OF THE NCSA.




THE EVOLVING
ROLE OF THE

CISO




» A A

Cyber Security




Risk management

Information security

Cybersecurity

Business continuity

Digital Risk &
Resilience Officer

Chief
Technology Risk Information technology

Officer



WE THINK IT'S TIME
FOR YOU TO COME SIT AT
THE BIG KIDS' TABLE!!
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Security budget
before a data
breach

budget

| after a data |

breach

WINNING
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DEFENDING THE

FORT




YOU
CAN'T

PROTECT
WHAT YOU
CAN'T SEE
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TIMELY REDUCTION OF
VULNERABILITY®




Cybersecurity Culture: A Maturity Model

oot Level 4
’ “Cybersecurity is
everyone’s job”
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IT ALL STARTS vaer:::t:irli:v risks ”Managefs will make

::;:’s'ﬁ,:”r:::::; the business secure”
WITH CULTURE ‘

Level 2
“IT department will

| | take care it”

“The technology has
security features”




ACCEPT THE INEVITABLE
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~ " USER WITH LOCAL ADMIN
RIGHTS OPENS EMAIL ATTACHMENT
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STICK TO!THE BASICS
STAY TECHNICAL
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BE REALISTIC




